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A Secure Intrusion Detection Architecture Using
Virtual Distributed Monitoring Environments

KENICHI KOURAI' and SHIGERU CHIBA'

We propose a virtual distributed monitoring environment called HyperSpector, which
achieves secure intrusion detection in distributed systems. While distributed intrusion de-
tection systems (IDSes) can protect servers within a distributed system, their vulnerabilities
can increase the number of insecure points in the whole system. HyperSpector overcomes this
problem by using virtualization to isolate a distributed IDS from the servers it monitors. The
IDSes and servers are located in virtual machines called an IDS VM and a server VM, re-
spectively, and the IDS VMs among different hosts are connected using a virtual network. To
enable legacy IDSes running in the IDS VM to monitor the server VM, HyperSpector provides
three inter-VM monitoring mechanisms: software port mirroring, inter-VM disk mounting,
and inter- VM process mapping. Consequently, active attacks, which directly attack the ID-
Ses, are prevented. The impact of passive attacks, which wait until data including malicious

2005

code is read by an IDS, is confined.
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Fig.1 Isolated monitoring architecture for NIDSes.
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Fig.2 HyperSpector architecture.
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Fig.3 Network monitoring using the virtual switch with

the software port mirroring feature.
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Fig.4 File system monitoring using the inter-VM disk
mounter.
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Fig.5 Process monitoring using the inter-VM process

mapper.
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Fig.6 System configuration for experiments.

server server =
VM VM F'

5. O O

000 HyperSpector 000 0000000OOOO
00000o0ooooooooooooooDooog e
0000 200 HyperSpector DOOHSE 1000
HSE2000O0O0O0O0OO0O0O0O AODOOOOO coo
0000 3.0 GHz O Pentium 4 000 PCOOODO
000 BOO 28 GHz O Pentium 4000 PCO
0000000 300 PCO 1GBOOOOO Intel
Pro/100+0 NICO OO O100Base-T DO OOOO
oooood

5.1 0 0O O

HyperSpector 00000000000 OOOOO
IDSOO00C00O0O00O00O0DO0OOoOoooooooog
O000o0o0o0oOoono vM O httpd OO O OOIDS
VMO ftp 0000000000 inetd 000000
5.1.1 O0O0OO0OCOCCOCOOoOoo
ooooUooooUoooUodooUOooogoo
nmap? 00000000 D0O0DOOOODOO 100
000000ooooooooooog ¢coOd HSE
10IbSVMOOOO0OO0OOO0O0OO00O0O0O 2000
o0oo0oo0o0o0ooooooooooooooon
OVMOOHSE1O IDSVMOOOOOOOOO
00000 3000000ooooooo IbsvMO
O00O0OO0OOOOHSE 1O IDSvMOOOODO COo
000 VMOHSE1OOOO IDSvMOOOQOoOoOoQd
0000000000 HyperSpector 00O OOO0O
OOOHSE20 IDSVM OO HSE 10O IDSVMO
0o0ooooooooog

0O 200000000000000000000
oooogocoooovMooooooooooao
oooooibsSvMOOOOOOOOoOoOooooo
OoooooooooIbsvM 1O IDSVM 200
oooooOooOoOoooooooooooooooo
IDSVMOOOOOOOO HyperSpector 0000

goooooooooooooooooboboooooooo 115

02 000000000DOIDSVM 10 HSE 100 IDS
vMOOoooo
Table 2 Results of port scanning.

ooooo oooooo

ooo C 0ooo vMm | IDS VM 1
ooo cC — - ooo
ooo v™Mm - - ooo
IDS VM 1 ooo ooo ftp
IDS VM 2 - - ooo

IDSvMOOOOOOOOOoOOOOOODDODOOO
good
ooooobooooboooboooooooboooooo
oboooooooobOoboooboooooboooo
IDSvMOOOOOOOOOO0O0O0O0000000O0
O000route0 00000000 OO0O0O0ODODOO
gooooboooooooboooooooobooobo
ooooooooooooooo vMOoOo IDS VM
goooooooooooobooobobobOoooooooa
gooooooooooboocoooooooooo
ooooooooIbsvMOOoOooooooooo
goooooooooboooooon
5.1.2 O0O0000O0OO0OO0O0O0OO
vMOOOOOOOoOoOooooOooooooooo
ovMOIDSvMOOOOQoOOoOooooooooo
gooooboooooooobooo vMOOODOODOO
goooodoooobooooo0oooooUooooboooa
vMOOOOOOOOOOoOoOoOO0oO0ooo0oooo0
00000oooooooooooIbSvMOO0O0O
oooooooooooooooooan /.serverfs
gooooooooooboodobooooooooboo
ooooooooooooovMOOIbDSvVvMOOO
ooboooooooooooboooboboooooooboon
goooooooooolIbsvMOOooogoooo
oobooooooooooooooobooooon
5.1.3 00000000
vMOOOOOO0OO0OoooooOooooooooo
OVMOIDSVMO psO00000O0O0O0OO0O0OO
000000000 httpdd inetd D0000ODOO
oooooooboooooboovMbOOOOOoOOoOooo
gooooooooooboobobooooooboo
oooooooIbsvMOO ki1l 00000000
00000000 0O0O000C0O0OD000 VMO httpd
oooooooo0oooobooO0oo0O0D00DOdptrace
00000000000 httpdOODOOOODODOOO
oooooooooooboOoOooOoooooonbo vM
OO0 IbSVMOOOOOOODO inetd0D00OOOO
gobobooodoooooooooocoooooooo



116 goooooooo 2005

" isolated mbnitorihg A
10000 1: base system —=—
R HyperSpector —=—

8000

6000

requests/sec

4000

2000

0 1 2 3 4 5 6 7 8
requested file size (KB)

07 Snort 000000000 thttpd OOO

Fig.7 Performance of thttpd with Snort.
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