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Abstract Although instrusion detection systems (IDSes) are used to detect attacks, they may
be also attacked. To protect them, IDS offloading has been recently proposed. It runs IDSes
and their target system in different virtual machines (VMs). So far, researches on IDS offloading
are mainly based on Xen. In this paper, we propose KVMonitor for IDS offloading in KVM.
KVMonitor enables IDSes to monitor disks and memory in VMs and achieves performance
isolation among VMs, considering IDS ofHoading.
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