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Abstract: To execute intrusion detection systems (IDSes) securely, offloading IDSes with virtual machine
(VMs) has been proposed. This technique runs IDSes on one VM and a monitored system on another VM.
However, when IDSes are offloaded in clouds, trusted execution of them is not guaranteed because cloud ad-
ministrators are not always trustworthy. This paper proposes RemoteTrans for securely monitoring VMs in
clouds via networks by offloading IDSes on other hosts. RemoteTrans prevents IDSes from being terminated
or tampered with by running them on trusted hosts. In addition, it detects the tampering with requested
data by checking the integrity of the data between IDSes and the virtual machine monitor (VMM) in clouds.
We have implemented RemoteTrans in Xen and confirmed that several existing IDSes could run by using
VM Shadow.

Keywords: Virtual machine,remote monitoring

1.

IaaS

VM

1

Kyushu Institute of Technology
2 , CREST

VM

VM

VM

IDS

IDS VM VM

IDS

VM IDS

[1] VM

c© 2012 Information Processing Society of Japan 1



Vol.53 No.2 1–8 (Feb. 2012)

VM IDS VM

VM IDS VM

IDS

IDS IDS

VM

IDS

IDS IDS

VM

VM

IDS

VM Remote-

Trans RemoteTrans IDS

IDS

IDS

VMM

VM

VMM

RemoteTrans Xen 4.1.3 [2]

RemoteTrans

IDS VM RemoteTrans

Transcall [3] RemoteTrans

IDS

VM Shadow proc

VM

15

2 IaaS IDS

3 RemoteTrans

4 5

6 7

2. IaaS IDS

IDS VM IDS

[1] 1

VM

VM IDS

IDS VM

1 VM IDS

VM VM

M [4]

VM IDS

IDS

VM IDS

IDS VM

VM

VM

IDS

IDS

VM

VM

VM

VM

VM

IDS

VM

IDS

IDS

IDS IDS VM

IDS

IDS

Self-Service Cloud SSC) [5]

c© 2012 Information Processing Society of Japan 2



Vol.53 No.2 1–8 (Feb. 2012)

SSC IDS VM VM

VMM VM

VMM

VM OS

3. RemoteTrans

VM

IDS

VM Remote-

Trans

IDS IDS

IDS

VMM

IDS

3.1

VM IaaS

VMM

VM

VM

VMM

IDS

3.2

RemoteTrans IDS

2

RemoteTrans

IDS RemoteTrans

VM VM

VMM RemoteTrans

IDS VM

RemoteTrans RemoteTrans

RemoteTrans

RemoteTrans IDS PC

VM

VM IDS

IDS

VM

VM

2 RemoteTrans

3.3 VM

RemoteTrans RemoteTrans

VMM RemoteTrans

IDS VM

IDS VM

RemoteTrans

RemoteTrans

RemoteTrans VMM

RemoteTrans RemoteTrans

VM

RemoteTrans

RemoteTrans IDS

RemoteTrans VMCrypt [6]

[7] VM

VMM VM

VMM RemoteTrans

3.4

VMM 3.5

VMM

RemoteTrans VMM

VMM

VMM IDS

VM VM

IDS VM

RemoteTrans API

VM

VM Shadow [3] RemoteTrans

IDS

VM Shadow IDS

c© 2012 Information Processing Society of Japan 3



Vol.53 No.2 1–8 (Feb. 2012)

3 RemoteTrans VM Shadow

3 VM Shadow

3.4

RemoteTrans RemoteTrans

RemoteTrans

VM

IDS

IDS

RemoteTrans

4

VMM RemoteTrans

RemoteTrans

VM

MAC Re-

moteTrans MAC

RemoteTrans

MAC

MAC MAC

MAC

MAC RemoteTrans

RemoteTrans

4

3.5

IDS

IDS

VM

IDS

IDS

MAC

RemoteTrans

MAC Remote-

Trans

RemoteTrans RemoteTrans

MAC

RemoteTrans RemoteTrans

MAC

MAC MAC

3.6 VMM

RemoteTrans VMM

VMM

TPM)

VMM VMM

VMM

c© 2012 Information Processing Society of Japan 4



Vol.53 No.2 1–8 (Feb. 2012)

VMM

3.7

RemoteTrans MAC

RemoteTrans VMM RemoteTrans

RemoteTrans

RemoteTrans

VMM

VMM

RemoteTrans

VMM

RemoteTrans RemoteTrans

RemoteTrans VMM

IDS

VMM TPM

VMM

4.

RemoteTrans Xen 4.1.3

VM 0 RemoteTrans

VM U VM

VM OS Linux 2.6.27.35

4.1 RemoteTrans

RemoteTrans VM

rt get data rt get proc data

rt get data VM

rt get proc data VM

PGD)

RemoteTrans

MAC MAC

NULL

RemoteTrans

3.7

4.2 RemoteTrans

RemoteTrans RemoteTrans

VMM

RemoteTrans

RemoteTrans

MFN

rt get data

rt get proc data

PGD

MFN

MAC

MAC SHA-1 Re-

moteTrans MAC

RemoteTrans RemoteTrans

RemoteTrans

4.3 Transcall RemoteTrans

Transcall IDS

VM Shadow Transcall

5 Transcall

Shadow

VM Shadow

VM

VM

VM OS

Shadow Transcall

VM VM

VM

Shadow proc

VM proc

ps

netstat proc

Transcall VM

proc

Transcall RemoteTrans VM

proc

c© 2012 Information Processing Society of Japan 5



Vol.53 No.2 1–8 (Feb. 2012)

5 Transcall

IDS

Shadow proc

RemoteTrans

VM proc

VM

RemoteTrans

API VM

5.

RemoteTrans

RemoteTrans VM proc

Shadow proc

Intel Core i7 CPU 16GB

VMM Xen 4.1.3

RemoteTrans 0 OS

Linux 3.2.0 VM OS Linux 2.6.27.35

RemoteTrans

Intel Core i7 CPU 8GB

OS Linux 3.2.0

5.1

RemoteTrans

RemoteTrans

RemoteTrans

RemoteTrans proc

MAC

1 Shadow proc

1.1

RemoteTrans 16.4

6 RemoteTrans

5.2

RemoteTrans

MAC

5.3 IDS

RemoteTrans VM Shadow

IDS Shadow

proc ps netstat

VM

netstat

5.4 Shadow proc

Shadow proc

RemoteTrans

1 RemoteTrans

15

RemoteTrans

VMM

MAC RemoteTrans

MAC 6

10.5

64% Shadow proc

34210

c© 2012 Information Processing Society of Japan 6



Vol.53 No.2 1–8 (Feb. 2012)

6.

Self-Service Cloud SSC) [5]

VM

VM VM

IDS

CloudVisor [8] VMM

VMM

VM VM

VM VM VM

IDS

Copilot [9]

PCI

PCI

HyperCheck [10] CPU SMM

VMM

RemoteTrans

SMM

HyperGuard [11] HyperSentry [12] Flicker [13] SPE

Observer [14]

IDS

HyperGuard SMM VMM

HyperSentry SMM VMM IDS

Flicker Intel TXT AMD SVM

IDS SPE Observer Cell/B.E.

Isolation SPE IDS

[7] VMCrypt [6] VM

VM

VM VM

VMM

VM

IDS

RemoteTrans

IDS

7.

VM

IDS

VM Re-

moteTrans RemoteTrans IDS

IDS

IDS VMM

RemoteTrans Xen

Transcall RemoteTrans

IDS

[1] Garfinkel, T. and Rosenblum, M.: A Virtual Machine In-
trospection Based Architecture for Intrusion Detection,
Proceedings of Network and Distributed Systems Secu-
rity Symposium, pp. 191–206 (2003).

[2] Barham, P., Dragovic, B., Fraser, K., Hand, S., Har-
ris, T., Ho, A., Neugebauer, R., Pratt, I. and Warfield,
A.: Xen and the art of virtualization, Proceedings of
the nineteenth ACM symposium on Operating systems
principles, pp. 164–177 (2003).

[3] VM Shadow IDS
119 OS (2011).

[4] VM
IDS 28

(2011).

[5] Butt, S., Lagar-Cavilla, H. A., Srivastava, A. and Gana-
pathy, V.: Self-service cloud computing, Proceedings of
the 2012 ACM conference on Computer and communi-
cations security, pp. 253–264 (2012).

[6] Tadokoro, H., Kourai, K. and Chiba, S.: Preventing In-
formation Leakage from Virtual Machines’ Memory in
IaaS Clouds, IPSJ Transactions on Advanced Comput-
ing Systems, Vol. 5, No. 4, pp. 101–111 (2012).

[7] Li, C., Raghunathan, A. and Jha, N. K.: Secure Vir-
tual Machine Execution under an Untrusted Manage-
ment OS, Proceedings of IEEE CLOUD’10, pp. 172–179
(2010).

[8] Zhang, F., Chen, J., Chen, H. and Zang, B.: CloudVi-
sor: retrofitting protection of virtual machines in multi-
tenant cloud with nested virtualization, Proceedings of

c© 2012 Information Processing Society of Japan 7



Vol.53 No.2 1–8 (Feb. 2012)

the Twenty-Third ACM Symposium on Operating Sys-
tems Principles, pp. 203–216 (2011).

[9] Petroni, Jr., N. L., Fraser, T., Molina, J. and Arbaugh,
W. A.: Copilot - a coprocessor-based kernel runtime in-
tegrity monitor, Proceedings of the 13th conference on
USENIX Security Symposium, pp. 13–13 (2004).

[10] Wang, J., Stavrou, A. and Ghosh, A.: HyperCheck: A
Hardware-Assisted Integrity Monitor, Proceedings of In-
ternational Symposium of Recent Advances in Intrusion
Detection, pp. 158–177 (2010).

[11] Rutkowska, J., Wojtczuk, R. and Tereshkin, A.: Xen
0wning Trilogy, Black Hat USA (2008).

[12] Azab, A. M., Ning, P., Wang, Z., Jiang, X., Zhang, X.
and Skalsky, N. C.: HyperSentry: enabling stealthy in-
context measurement of hypervisor integrity, Proceed-
ings of the 17th ACM conference on Computer and
communications security, pp. 38–49 (2010).

[13] McCune, J. M., Parno, B., Perrig, A., Reiter, M. K.
and Isozaki, H.: Flicker: An Execution Infrastructure
for TCB Minimization, Proceedings of European Con-
ference of Computer Systems, pp. 315–328 (2008).

[14] Kourai, K. and Nagata, T.: A Secure Framework for
Monitoring Operating Systems Using SPEs in Cell/B.E.,
Proceedings of Pacific Rim International Symposium on
Dependable Computing, pp. 41–50 (2012).

c© 2012 Information Processing Society of Japan 8


