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Abstract: To execute intrusion detection systems (IDSes) securely, offloading IDSes with virtual machine
(VMs) has been proposed. This technique runs IDSes on one VM and a monitored system on another VM.
However, when IDSes are offloaded in clouds, trusted execution of them is not guaranteed because cloud ad-
ministrators are not always trustworthy. This paper proposes RemoteTrans for securely monitoring VMs in
clouds via networks by offloading IDSes on other hosts. RemoteTrans prevents IDSes from being terminated
or tampered with by running them on trusted hosts. In addition, it detects the tampering with requested
data by checking the integrity of the data between IDSes and the virtual machine monitor (VMM) in clouds.
We have implemented RemoteTrans in Xen and confirmed that several existing IDSes could run by using
VM Shadow.
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5.4 Shadow proc 7 7 4 LY R T LIEERH

Shadow proc 7 7 A /b3 AT LDOREE|Z ) D Wi & 4E
K AT A E RemoteTrans & W7o A7 AL TR L
7. EBRESE A 1R T. RemoteTrans & HV 723 %
T AT, R AT LD 15 EREDOKRMA D> TL
FoTNDLZI RN

WIZ, WERIZBIT DR bAFR oy 7 B D T2 DI I TR
RIOWNIREZFH 7=, RemoteTrans & W\ 7= OBRITIL,
T —Xi@lE, "M AX—a—L&E AN VMM ThOT —H
A% L OV MAC OFF5, RemoteTrans 7 > ¥ A A LT
D MAC ORGER ERfThbn . EBEREZRE 6 1277
ZOFEREY, BEIC 105 oo T Y, EITRF O
64% % HHTVWDH Z Lo T-. Shadow proc 7 7 A /b
VAT WEWGET LTI T — X B AE1E 34210 [T 4L
Tz
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6. BHEMR

Self-Service Cloud (SSC) [5] 1%, 7 7V RO=—H7=0F
B O VM 2887 5B %252, 777 NOERE
MODOFWERL S, =T —E R KA AL LIRS
VM ZZREE L, ftho VM 2T 52 LR TE 5.
770 ROFEEENF—E R RAAL L OHFDIDS Z1{5 1k L
TS LT HZ EETE RV, L, —EX
RAA ND AT DIMEFIVER & D & BB Z 52T % W
YRS 5.

CloudVisor [8] IX VMM O FiZkEF =2V 7 ¢ E=X %
AT5ZET, VMM b EOTEHTE 27 77 Fof
THEBIC VM 2 8ESEL LN TES. VM 2BMlo
VM Z BT o8It S Tl o3, 8 VM 28 VM
DAY 2B DRI FESh D720, IDS 247
n—R$5Z LIETER.

Copilot [9] 1ZH—HNVDEEZ ) E— b F = v 7
TEDHVATLTHA. PCILI—FREHWTUE—FHRA
MZH =AY ZXY, D—FVORISAEHNT 5
TEMWTESL. Lo, 77U FADOTRTORA MIF
M@ PCT 71— R &8 AS 25 OIFBER TIZ 0.

HyperCheck [10] 1 CPU O% 47— R Tdh 5 SMM
EESTVMM OAEY %Y E— bARR MIED, oM
DF =y 7 #TIVATLATHD. AV ZLZEIY E—
FARA MZESD Z &M TE 5T RemoteTrans (2L TV
5. oL, SMM EOa—RFUVE—FKRARMNLDY
J XA NEZITIA I ENTE W=D, EMICAEY
ERERETHLERD S, T, T—XBEENRS
KDLV HIHERDS.

HyperGuard [11], HyperSentry [12], Flicker [13], SPE
Observer [14] 1&, N—FNU =7 OEEHWL Z L2IZL -
TZ7 77 FRNTERIZIDS ZEEESH L ENTE S,
HyperGuard (% SMM T VMM @ A€ Y Fx v 7 %27
5. HyperSentry I SMM ZFf|H L C VMM N ® IDS %
ZANZFEITT D, Flicker 13 Intel TXT <> AMD SVM #%
WTEARIZ IDS % F1779 5. SPE Observer (% Cell/B.E.
O Isolation E— K& H T SPE _ECT&4|Z IDS % E179
5. LML, BEHEHPICVAT AOMOEY 45 1L S 7220
LR BRNoT20, — I TRWV A= R = 7 RN E L
ol 0T 5.

T o TR IATEREL (7] X° VMCrypt [6] X VM O X £
IRV VAZPLER VM ~MERBIWRT 5 Z &£ 2Fi<
VAT ALATHD. ERVMPRa2—HF VM OXEY &2~ v
TLEOETDHE, VMM BZEDAEY NFERE LT
5. Flo, VMOAEY ORSA BT 5 LR TE 5.
INLOEEZHWD E AT YRR LEND 72D,
kD IDS A7 v — FTEHEREIT) ZEBTERIRD.
RemoteTrans % FWLIZ Y £ — FNOEHREA A N TAEY
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TR At T 5 LT, A7 u— K L7 IDS OFE[TH
HHEICR D

7. FEDH

AFETH, BHEIR VM BEMEL TS 27 77 RKEiX
MORAMIIDS A 7r—RL, *vy hT—27 BT
RIS VM 2R TE D X 12T 5 A7 A Re-
moteTrans Z#% L7=. RemoteTrans |% IDS #3548 T &
HARANETEEEES 2 LI2ED, IDS OfFLE - &S
AEBES. E72, IDS &7 Z 7 KNO VMM O T4
Tz 7 %ITH LT, 2RTLIT X0 ALEHR
H9%. RemoteTrans & Xen {23 L, V7= A B X
NV ARVADHR ISV ERANTEDL I AR L. F
7=, Transcall % RemoteTrans (Xt S5 2 & T, BEF
O IDS #EESESHND L H T L.

SHOFETT — 2 MGoEHEETH L. BEIE—DT
DT —H %Y 7T ANLTHEALTNDA, —fFL TS
TEXHEHCTHHENEZLND. HlziE, 1EDY 7
TARNTT BRIV A NS> TIRTOTrERAT —
2 EBSTIUE, BEREE KRIEICH TE 5. 72, X
EV T =X TR, TAAIZT—FERHETEHLD
T D2 EBREDO D2 ThHhD. T4 AT —FITAEY
T ERTERTHLI-D, BERERKS T LIRNHL
HTh5.
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