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AN Y TEINIZAA VU AEVITIET 7R ATERZ N
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FRIEREZ2EHRT 2 THH T FLAZHEZEET 5.
LLVM OHERETIX, AEYNST—X2HHAADE
FliC load MG AMEH I NS, ZD load MFDERTT
RV AZMEITSBEBERCHEL, BXh727 NL 2%
HAWT load B2 EITTEEOCMBEESHRS. T
N L A% 175 BIBUIEIE D7 KL A0S I —R LD
7 RUVATEHRWEEIIEINZT VA2 ZDF IR
T, ZHZEY, Y TEINEASVAERVIIT VAT
LELAMEI GPUDA— AN AERVIZT V2R ATEHI N
TE5.

Bz, RA7a 25023284 )L L TIRD & S e
MXRHEEFSNZ LT B,

%1 load i64, i64x Y jiffies
%2 = udiv i64 %1, 250

ZOHMERITIEOS A—FIVHD 64 Ly hD7 11—
VER jiffies D% T — A VAL IZHAIAMA, 250 T
> TY2 KM L TWB. LView ZH\W 5 & Z O
BUIIRD &S 12Efxh 3.

%1 = bitcast 164x Y jiffies to 1i8%
%2 = call i8* @g_map(i8* ¥%1)

%3 = bitcast i8% %2 to i64x*

%4 = load i64, i64% %3

%5 = udiv 164 %4, 250

ZOHRERIETI jiffies DT NV A% 8 ¥y MNERKD
RAVRIZFYAPUTRLICKEIIL, Thzile LT
gmap B ZFOHLTT NV AZE#EFETT S, gmap
B ORINT FLAZITGD 64 €y MEEDRA
RIZFYADL, TDT RLVAZHET—Z%2%4 12— R
LTWwWa.

LLView I$ I RB DO ZEHIZ Pass # A\ 5. Pass IZH
MRS U CTidi b 2 HET 72D LLVM OFATH 5.
LLView |3HERBAIZ load iF 2 HDIF5 L, AEY
MPOHDHAAAREITES L LTWAER L TORZIAET
5. FLT, #NoDEHREMHAWT bitcast M & gmap
B E T call 24K L, load 4 DERTIZHH
AT 5. ZD, BBEOT FLVAZHWTT — X & HiAs
AT load W HZHF72IZEBK L, LD load A ZHIRT
5. ZTORZ, LD load MFIZL o TTF— XD
72O —ANVEREFHoT Wb aE T RTESHMZ, il
W load AL > TT — A MBS N0 — WV AR %
5 L5ICLES S, EOFITIE, udiv @ BHMHE-> TV
2% DA ICEESMZ ST\,

7 RV AL EIT D gmap BIBUIEAMIZIX, OS D~—
VF—TONESRUTKET NLAZYHET N L A
T 5. LD Linux OHEOR#EIE LT, UFOHAEIZ
FER=YT—TNEBZBETICEMEITD. AAVAEY
BEAVI NIy EVTINTVWRHEEBHANDT KL ADY;
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5: LLView % i\ 723 V81 LD

A, AT KL AD S ZOMEBOLEHED 7 KL A%5[<
e TYH T NV AZERT 5. 71—V DT F A N EE
My TEINTWSHHEHBNDO T KL ADEESFEIZL T
BT 5. WHT NV AH»S GPU 7 R L ANDEHIL,
AL VRAEYDNTY TINEZ GPU T RLAZEBOT KL
BT RLAZ BT ZETIT.

M Ta 75 L0808 H—32IVND T8 — NV EEIZ
TIORATEBLDI129T 572D, LLView IZHERHFIC
BB A= NEHE =2 VATHON OGN T WS K
7 RV AICEBET S, A3 VEREHEET KL A0
Jtald System.map 2 SHF T E 5728, jiffies IZXT 2
bitcast &% Pass ZFHW T TO LS ICEHRINS.

%1 = inttoptr i64 -2113892352 to i8%

ZDT7 KL AL 16 T £EE£E£££82009000 TH B. i
M7 RV RIZ64 Y NEEHE L THOLNS7-®, bitcast
37 inttoptr MAICAEINS.

LLView %\ T CUDA 702 5 L% 3V 81 VT iR
NIEE 5 D& 351245. MATB 2 Z LI1E CPU ETEIE
$TE5HRANI—NF&, GPU ETE#fET BT N1 A3—FK
AT CRBEINS 2D, FFTHRAMI—F%2 LLVM O
clang++TIAVNRA NV LTAT V7 b T 7 A NVEERT
5. Wz, TNA A= K% clang++TI V1 )LL, th
MIRBELEHEI Ny ba—-F2EKT S, ZoLy b
I— NIZX LT opt TPass Z#HLTI0 7T LEHELT
5. #WT, lle 2 HWNVTEBMBEOL Y ha—FroT kY
7Y 3—-RELERL, CUDA O ptxas B & U fatbinary %
FAWT 7 7y bNA F ) LIEEN D HEDAARABEAR N A F

VEERT S, BRI, RAMI—FhoEgInit7

© 2012 Information Processing Society of Japan

_global__
void kernel(void *d_mapped, unsigned long size,
unsigned long phys_base, unsigned long pgd)

{
g_init(d_mapped, size, phys_base, pgd);
while (1) {
/ /FEERA IR
}
¥

B 6: BE1T 07T LD

#include <linux/sched.h>
struct task_struct *p;
p = &init_task;

do {
printf("pid: %d\n", p—>pid);
printf("comm: %s\n”,kstr(&p—>comm));

p = list_entry(p—>tasks.next,
struct task_struct,
tasks);

} while (p !'= &init_task);

7. T7AR AV AN EEEZRII TR ST A

I NI TANIT 7y b4 F U EMHIAA, CUDA
NAF ) E2ERT B,

4.3 WM7OsZL070s53Ivy
EEEMRMZ1TS GPU I—F3VIEK 6 D& 5123k 5.
GPU Z =X NV DE[HUTIE, ATV ATRYNRT Yy TEINT
W5 GPUTZ RLA, XL VRAEYDY A X, OS —%)
PO—RENTVWEYHT KL A, R=YUF—=TNLD7 K
LAREI NG, Zh o DIEHRIE GPU 71— )L TIREUE
TERWED, T AH 0SS #—2 IV 5EHF L T GPU
A—FVIZHET. 06 DIERIE g-init BBIZE I 1,
HE)7 N L AZBHBogbasizfEbnsg. ZLUT, MR
IV — 7% % while XD HIZFEERMLIE % 0k 4 5.
GPUSentinel Tl, K712 5 413 Linux 7 — 2L D
ANYRXT7ANEHNTH=FIVEY 2—)LD & 5 IZik
T5. M7E7av AV A MELES>THBREZIET S
W70 s S Lo THE., ZDI—RiZh—FIVEHRD
init_task ZBHBME UTIERY A M2/ 0 edis, 7
Ot AID & o A4 %K RLTVWE. 22T, ot
A% kstr BBEZ FHWTIRIIZT RV AE#ZIT 5T
Wa. Zhi, XFHBRXFHEDORA VX TH D720,
LLView TIZHB) 7 NV AZHBTONIRNZDTH 5.
CUDA 7B 75 L3 C++2 L Tav A VvEInd iz,
GPUSentinel & C SFETiA I N7z Linux DNy X7 7
AINERNERN 707502304V TED LT
570D~ r7azdds. 2D~ 0t Linux DERL
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pid: @

comm: swapper/@
pid: 1

comm: systemd

pid: 2

comm: kthreadd

pid: 3

comm: ksoftirgd/@
M 8: AT\ ST Ao IRER

800
625
< 600
a
£
iy 400 313
i
E 200 157
(22 40 79
1000 2000 3000 4000

70O+ A¥[E]
9: M7 12T L DEFRR

EPRIGEDME R T 57D BB R ERT S, Flx
X, Linux THWSNT WS new £\ B IE C+4+D
new HAEF L EHET 5720, B4 % new (ZEWT S, F
7z, ¥ C 51 75V &% Linux DB LA 22T
L7, Ihb<x o0z AWTERT S 2 & Tz 4 [k
35, —J, ¥270THEETE 2 WEEIZ O WTIE Linux
DAY RT7ANEBEWMZEZTHLLE. HlZIE,
CHH+TRELINEF Y A MDRANY R T 74 IVIZ7R NG
HZIEF Yy AMZBIL, void BlD KR v X#EF X char
BORA v XEBIZEE L T-.

5. EB&

GPUSentinel # fA\T, GPU LOWMH 717 T AN IE
WIZHIET 505 0 &R L, 0S OFHOEFIZ 2 h
B 2 7=, EZERIZIE, Intel Core i7, 16GB D A €
1), GeForce GT610 ® GPU ###H L7~ v &2\,
ZD¥ Y TlE Linux 4.4.67, NVIDIA KN Z - 2\ 375.66,
CUDA 8.0.61 2Ffr& 87, £3, OSOTaEL A A b
272YoT, 7ok AID &0 AL ERRTIHTOD
MITa 75 h%E T U= TOEFHERO—-EHBEXS 1T
AT, ZOMIZRT LT, TrRAIDA0D ok R
MOIEIZTRTO T ADHEHERRIND Z L DHER
T&E7-.

RIZ, BN RY AT L THES 5 T uw 2 k2 b
THEBRAS T 0 R EHOIFZ 2 2R 2 JIE L 7=,
ZOFREREK Y ITRT. ZOKELD, T 2B
U CHEHIE I D 2 5 Z 2 Db h b, T ut 28
R 2\ & ERESIZ 30 0 OIFEDSD o TV B 73,
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BETRE OEER 70 2 A CIRE AN R TRl A T
W3,

6. BHEMRE

OS ATHEEZRHMIT 5 77— 2 )L L ROVEERIIFERE 2]
PREINTVWS. BEERAZ 7 — 3 VEMTEESES
ZEIZED, A=~y RERFE U D DL EERNZ
AEEIZL T WD, ZOKBEIZ A — RV XA 3 &> TEM
P BEE AR %2 17\, I — RV T — X5 CPU {#i
£, AERVMHEE, TowAEREEETS. LHL, OS
WA EFEIZEIEL < 725 L EERMAT A0 2 5.

J7— IV A | Y BERLIC K B BEERAIEERE (3] TIX, Or-
thros # HHWC 1 BOFBE ET2 D0 0S 2#fES ¥, B
HRRE 7D ActiveOS D AT Y FIZFEET B0 —F LN
FA—=R%EH S — D BackupOS 6T 5. D7
DIZ, 2200 OSHNTHAEAEY ZHEL, ActiveOS 3
FRATRERNRDINT A — & % BackupOS Wi AES.
ActiveOS IZ[EE A F4 L TH BackupOS TEZEZRAT
& 50, BEDOFEIZ X > Tld BackupOS HHEEL 72 < 7&
5. 7, BEHHRROS 2BET2HELH 5.

INETIZ, WEOHBEEZ T TIIVAT LELEITHE
BT 272D DA BN I N T E 72, 2 o DOFERE
ZHWSZ LT, YATLAREDOREEZITIZ WRER
HYATLEHETLHIHWEETHS. Copilot[4] 1F8
HDPCI A= RZHWTDMA TH—3 IV AEY DNEE
WmEL, VE—bKRAMTEHZITS. SPE Observer[5]
X Cell/B.E. 7oty ¥%%2H\WT, OS »EfET % PPE »»
SPEMEx 7z SPE ECTHERIY AT A% %E/TL, DMA T
A=V AEYZHETS. L, WINHHEHNA-F
TT7REK LTV RN T Oy Y EHAWS D, —&K
TR FIEHEL W,

Intel DA CPU 2 HWT, Y AT LD SREHE N
RIECHEMNV AT LRZEEIEL2ZLEHTES. Hyper-
Guard[6] 1 CPU DY AT LISV A Y FE—=F (SMM)
EHWT, A1 YA€) D olElE 7z SMRAM LT
MY AT L%EITd 5. HyperCheck[7] i SMM T NIC @
RIANEZHEZE, AAVAE)DOHNEE Y E—FFA
MZgk U T 217 5. HyperSentry[8] & SMM % A\
52T NR=NAFNTERIZERNY AT L% FITT
%. —7H, Flicker[9] & Intel TXT %AW TLEIZHH Y
AT LEFEFTTAH. UL, SMMIMEEHTH D, EHF
B AT LZEILSEIHENHSD. TXT THEMI A
TLEFETTS CPU IT7UNEEILIEIHENDS.

VM Z WY AT LADGEIZIE, VM A Y hRARY
Ya v 0] ZHWSEZ LT, VM OIS YA T LD
HMAERERETHIENTES. Zhiz kD, BEEIZ
L, BABEN D EWEERM S AT L EHEET S5 Z L
TE5. LML, VM ZHVWRWEESIIIFHET 2 Z &h
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TET, NAN=N1 PR N OS DFEERENITFA
T&7%\. GPUSentinel X3 VM 1 > ha ARSI > 3 V%
GPUIZHEMAL=HDTH 5.

7. FED

AWTIE, BHNSY 25250 GPU ETREI 7025
L EE S CEERMZ1T S ¥ AT L GPUSentinel % #2
% U7-. GPUSentinel Ti&, GPU RS AL VAT LD
OS T—REEHATAZLICLVEELZKRAT 5. Linux
H—2ZNVBLIEGPU RS NIZEEEMAAI LTI Y
TRRAEVEEZHWTAS VAR ) 2KERY 2352
7 GPUIZY Yy I TEB EHIZL7. F7/2, AT m
7o LEERT HBOEHEZRL T57-01Z, LLView &
MIENDHE T RVAZBOZHOD 7V —07T7—27 %
F LU 7-. GPUSentinel Z W THM 707 5 LA%2FETL,
0OS DIEWMAHBTE 22 &, BL, EANLMEREIE
LB L ERERLT.

SHOMEL, EBRICEEZRAT M T0 S LD
e Y, ML DOUTIZ L B EELTH D, £/, B
HU-BEZNRBAT 52HEEE L ETH S, PRI
X, OSDTF—X%2ESHWZ 52 L THEE»SDEIAZFT
ZB5EDIZTBIEEMELTVWS.
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