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Realizing secure intranet servers
by using a mechanism changing user authority

SHINICHI SUZUKI ,* YASUSHI SHINJO ,'t KENICHI KOURATI ,ttt.00
Kozo ITANO it and SHIGERU CHIBA tt.0

This paper proposes a mechanism changing authority of a server process according to that
of a client process for applications based on TCP/IP. Furthermore, this paper describes the
realization of secure intranet servers by using this mechanism. In this mechanism, the kernel
sends a credential, including a user identifier in Unix, of a client process to the remote kernel
executing the server process by using the IP option. New system calls ”getcuid”, ”getcgid”
and "getcgroups” are introduced to refer the credential of a client. System calls ”setuid”,
”setgid” and ”setgroups” are adapted to change authority to the client without the root
privilege. The proposed mechanism has been implemented in the Linux kernel. Two existing
servers (inetd and a POP server) and PAM(Pluggable Authentication Modules) have been
adapted to use the the proposed mechanism, and the usefulness of the proposed mechanism
is shown.
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Fig.2 The structure of a target application
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Fig.3 Usage of getcuid() and getcgid()
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