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Abstract

A fail-safe mechanism is significant for extensible operating systems to pre-
vent erroneous extension modules from destroying the system. However
this mechanism has implied serious performance penalties. To address
this problem, we propose a new fail-safe mechanism called multi-level
protection. It allows the users to embed an extensible module in the op-
erating system at various protection levels without changing the source
code, and thereby to avoid performance penalties by the excess capability
for the fail-safety. We have implemented the multi-level protection for
file systems of NetBSD 1.2 and showed that it enables the performance
improvement of the file system if relaxing the fail-safety.
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