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Abstract

To guarantee safety of the server software like web servers, several techniques for dynami-
cally changing the access rights of servers have been proposed. However, these techniques
are difficult to use for web servers using the process pool technique because they only allow
to weaken the access rights. We propose a safe mechanism for removing access control
rules so that the server obtains stronger access rights. The safeness is guaranteed by a
new technique called process cleaning, which restores the states of registers, memory, signal
handlers, files, and sockets to the previously saved states. With the apache web server, we
observed that the server response time drops down by a factor of 1.2 to 1.7 and the server
throughput is degraded by 16% to 40% if the process cleaning technique is used. However,
the apache server using the process cleaning technique is two times faster than the server
creating a child process for every request.
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