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Secure File Access Control for Desktop PCs

Yuir Takizawa,*! Kenicar Kourar, !
SHIGERU CHIBA'! and YOSHISATO YAaNAGIsSawa f1:+2

Traditional systems prevent illegal file accesses by the access control in oper-
ating systems (OSes). However, if OSes themselves are compromised, attackers
can access arbitrary files. To solve this problem, we propose SAccessor, which is
a system that practically separates file access control from an OS using virtual
machines. SAccessor runs the work OS, which users log in, and the authenti-
cation OS, which provides a file server and file access control, on one machine.
It enforces consistent rewrites via services provided by the authentication OS
to prevent illegal rewrites of system files. At this time, the authentication OS
safely authenticates users using an authentication dialog box. For users’ confi-
dential files, SAccessor performs authentication for a group of files and allows
users to access those files without authentication for a specified period.

1. 0O0Od

O0000ooo0o0o0ooo0oooooooooosSOooooooooooooooo
o0o00ooo00ooOo0o0oooOooooooooSUoooooUoooooooO
o00oooooooooooooooo oSoo0ooOoooooooUoooooooo
oooSU0O0O0O00OoooOo0U0ooOoOo0oooOoooooooSoooUuooooO
goboooooooobooboooooooobOoOo0oooooooooooooobooboo
gooooooooooooboooooooooboooooboooboooooooboooobOoo
0000oooooooooooooooSOooOooOoOoOoooooooooooosoon
goooobOooboooobOooboooobOoobooooDbboDn

SAccessor 0D OD0O0O0 PCOOOOODOOODOODOOOOOOOOODO OSOOOO
0000000000000 0000000000000000D000SAccessorJ000O
gbooooooboboooooboooooooovMoobOoOo 1000000000
osSOO0O0 oSO 200 O0SOOoO0O0C0OoOOooOSO0OOOoooOooooooooO
oooooOOoO0O000o0ooooooOooooooooooSoooosgoogooooo
gooooooooooobooooooboobooo0oooooboooooooooooonDo
goooooOooooooooooSoobOOoOoOooOoOoopooooosoopoooooO
goooooboooooboo

O00oo0ooo0oooOoooooo oSOooOoUooooooooooooboonoon
o00ooo0ooo0ooooooooooooo oSOUbooUooooooooooooo
00000000000D0D setuidO00D0ODOODOOOCOOOOOOO0O0O0O0O0O0OOOO
o00oo0oo0oo0ooo0o0ooo0ooooOooooooooooooO osoonO
o00ooOooooooo osSUooioOoooo0ooooooooUoooo oSO
gboooobooooooboooboOooobooooboo

goboooooboobooboooboobooooooooobOoooooOoOobOoboboooOooDo

t1 0000000000000 0000000000000

Department of Mathematical and Computing Sciences, Tokyo Institute of Technology
x1 000000000000000

Presently with Hitachi Electronics Services Co., Ltd.
x2 00000000000000000000000OD

Presently with NT'T Cyber Space Laboratories

(© 2008 Information Processing Society of Japan



2 SAccessor0 000000 PCOOOODOOODOOOOODOODODOO

gooooooooboooooobooboooooOoboooooobooOoboOoOooobOOobOoOonooo
gobooooooooobooodooooooooboobooo0ooboooOooboOoooooooObOoo
gooooooobDOoOo0ooOooooobOOoOOooOobOOOOoOoOoovMMOODOOOO
oSooOoOooSOO00iOooOoO0OooO0OO00OooOoO0oOooooOoooOoooooOoSoo
gooooboooooooboooo

O002000000000000000003 0000000000 SAccessor 00O
0000000004000 SAccessor 0000000000 000000000000O
ooooooooooenoOoOoOOOOOOOOCOOTOOOOOOOOOO

2. J0oboooobOobooooobooboo

2.1 0O0O0O0OO

SAccessor D O0O0OO0O PCOOOO PCOOOOODDOOOOOODODOOOODOOOO
gooopCcOOOO0O0OO0OOOOOODOOOOOOOOOODOOOODOOOOOOOOD
gooooooooo0oooooooooboobooooooooooooooooooonDo
oooooooooooooOoOooOo0oOooooOOoOoboOoOOO pCcOO0OOOOOOOO
OO00OSAccessor 00000000 PCOODOOOOOODDOOOOOOOOOOOODOOO
osSOo0oOoooOoOCOoCoOoO0oOoOoooooooooooooosoooooOobOOoOoOoOon
goooSoooooooooooooooooD

SAccessor 0 OSOODOD0O0OOO0O0OO0OOOOOOOOOOOOOOOOOOOOOO
goooooboooo

e JOOOOOOODDOO

e JO00OOOOOLODOOOLOOOLODOOO

e JOOOOOOODDOO
goooooboooooooobooooooobooboooobooo

SAccessor 00000000000 OO0O0OOOO0OO0O0O0O PCOOOOODOOODO
o00ooooooooooooooooooovMMOOO OSOOO0OOOOooOOOooOo
oo0ooo oSOoooooooooooOovMMO OSOO0OO0O0OO0O00OOO0OOOOOO
0o0o0o0oOooooooooooOoOoOooboOoOoOo oSO pCcOOOOOOOOOODOOO
gooooobooooooooboo

2.2 0JO000O0O0OOOOOOOOOOOOOO0OO
ooooOOoO0oooooOO0OO0oO0O0ooOobDOoOoOopooooOoO osooooopooooo

000000000 000O00o0O0oo0ooOdg Vol.1 No.2 1-10 (Aug. 2008)

ODOOO0OUNIXDO OSO00000000000000000000000000000
00000000000 000000SELnux” 0 OSO00000000000000
00000000000000000000000000000000000000000
00 0S0000000000000000N0N000N0NN0NNNOonoooon®on
osSO00O0DO0O00O0O0O0O0DO0ODnO

00000 O0SOO00DO0DONODOOoSO0DONDNONDOoSIOnooNonoNnon
000000000000 00000UNIXOOOOO00000000000000000
0000000000000 00D0000000000 SELinux000000 O$%:7:19
000000000000 00000000000000000000000000000
00O0000000000000
OSO0000D000000000000000000O0S00000000000000
00000000000000000000000000000000000000000
0000000000000000SO VMOOOOOOVMMOODOODOOOOOOOO
0000000000000000000 VMMOO OSO000000000000000
00000000000000000000000000000000000000000
00000000000000000000S00000000000000000000
00000000000000SO00000000D 0SO0000000000nOo
oooooooo

0000000000000 D0000000D000000000000PCOO0O0OD
000000000000 00000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000 00 OSO00000000D0000000noonoon
00000000000000000000000000000000000000000
0000000000000 0000000000000000 OSsO0000000000
00000000000000000000000000000000000000000
0000000000000 00000 PCOOOOOOODODODODODOOOOO
oooooooo

3. SAccessor

0o00oo0o0oooooooooooobo osSOoOoooooooOooooooooooo

(© 2008 Information Processing Society of Japan



3 SAccessor0 000000 PCOOOODOOODOOOOODOODODOO

01 SAccessor 00OO00O0DOO
Fig.1 The architecture of SAccessor.

000000000000000000 SAccessor 0100000 SAccessor O VM OODO
0000000000000 000000000 OSO0O0000O0SAccessor 0000
Joo00ooooooo oSooooobooonooooooooooooooooooooo
000000000 bOO000D0bOOoO0o0D0DbOOoOo0oDbOoOoOoooboOoa

3.1 0O000OO00OO0OoOooooa

SAccessor U0 10000 VMOOOOOO OSOOO OSOOO0OO OSOOOOOOO
gooSOooodpooooboooo oSOoooooooooooonD osooonog
0o000oooooooooono oSoooooooo oSoboooooooooooon
0oo00ooooooooooodDoooooooooooooooooo osooog osd
0000000000000 o0oooo0ooooooooooooogo osuoooooag
gooobobooobobooobobooobobo

SAccessor 000 OSOOODODOOOO0OODOOOOOOOOOOO OSOOOOOO
00000000000oooooo0o0oooo oSOoooooooooooooooo
00000000000oooo0ooo oSunoooooooooooo osuoooooog
oooooog

3.2 JO00O0OOO0OOOOoOOOoOoOooo

3.2.1 DO OSOODOODOODOOO

0000000000 000oDooo0oooooooOo oSuouooonoooooooon
000o0000o0bOOoobOOobOOo0bO0o0DbOOo0obObOoDO0obOOoobOOooobOOooooobOooo
gooooO0oO0oO000o0ooooODOO0o00o0ocoDO0o0O0oDooOn /var/run/xxx.pid O
OprPIDOOOOOOOOOCOOODOO0O00O/var/run/utmp 000000000000
Joo00oooooooooooooooooDooooooooono oSooooooooono

000000000 000O00o0O0oo0ooOdg Vol.1 No.2 1-10 (Aug. 2008)

gooooboooobooooobooooooooboooOooboooOobOOoOoboOoooooDo
oo0o0oooooooooooooooooobDO0O0pidO 000000 O00000000
goooooboooooboboobooooobooooooooboboOoooOooobooOoooOoo

OO0OD0O0O000000D000O0 rootO setuid0000000000O00O setuid 0000
000000000000 0000 OSO setuid0 0000000000 OOODOOOOO
ooooo oSooOoooooooSOUoOoUooUooUooooooooooooo
oooooOoo oSO0ooO0oo0ooooooUoOoUoOooooODoooO oSO
0000o0o0ooooooooOOO0O0c0O0O0O00000000000 setuid0O00O00O0O
gooooOoo oSooooogoooooboOoOoooooooooooooooooooo
goooOoO0o0o0oooooOoOoOO0oO0oO0OoooooOoDOoooOoOooOoOoo osoooo
o00oooooooSOoooooooooooOoCocooOooO0ooooooooooo

00 OoSO0O00000000000000000000O00D0O00O00O00O0OSAc-
cessor O OO0000000O0O setuid00000000 OSOOODODODOOOOCOODO
00000 O0SO00000 setuid00000O0O0ODOOOCCOOOOO0O0O0O0OOO
OSO0 passwd DODODODODO0OOCOCOO0 OSOO passwd D00 O0O0OOOOOOO
0000000000 /ete/passwd D00 000000000 O0O0DCO0OOOOCODODOOSO
gooooooo0oOooooooODOOoO0OobD osgooopoooooooooooooo
ooooog

3.2.2 0OOO0OOOOO

SAccessor 00 000000000000 O0O0O0O0O0OO0OOO OSOOOOOOOO
O000o00o00ooU0o0ooUoO00 2000000000 OOOoOoUoOoooo
goooooboooooooboooooooboboooobOboOoooooobooboOoooobooboo
0000 OoSO0O0000D00O0 setuid000000000O00O00O00OOOOOO
oooooOoOOo0o0o0o0oooooO0O00 DENYOOOOODOOOOOoooooooooo
00000000000 setuid0000O0DOODOOOCOOOOOOOO0O0O0O0OOOOO
goooooo

ooooooOoOoOoOooOo oSoooOoOoOoOoOoOoOoOooSOoOOoOooOooOoUooO
oSOopooooOoOoooOooooo oSOOUOpooOoOODOOOOODoOOOOoD oS
goooooooooobooooooooboobobooo0oooooboooooooooooboo
gooSOoOoooSOoo0oooooooooooooooooooDoooooooooo
gooooOoOopoooODOOO0OO0O0O00oOoooOOO0OoOoOoooOO VMMOOO oSsooo

(© 2008 Information Processing Society of Japan



4 SAccessorD0000000 PCOOOOODOOOODOOOOOOO

|||‘II||
||||"'IIIIIIIIIIIIIIIIIIIIIII|| VNG

= Ny

i
FBEEOS {E%0S

fEXOSHEE

(a) DDODDDOO (b) 0OODO

02 000000000000
Fig.2 An authentication dialog box and window stacking.
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Fig.3 A policy example for SAccessor.
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Fig. 5 The execution of setuid programs on the authentication OS.
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Fig.8 The performance of cache clear.
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