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Abstract: Software rejuvenation can counteract software aging in virtualized systems. Its typical example
is a system reboot. To reduce the downtime of virtual machines (VMs) during the reboot, VMs can be
migrated in advance. However, VM migration stresses the system and affects the performance of the VMs
running on top of it. In this paper, we propose VMBeam, which enables fast migration with low load using
nested virtualization. VMBeam runs two virtualized systems at the same host. When one virtualized system
is rejuvenated, VMBeam migrates the VMs to the other. At this time, VMBeam copies or swaps memory
between VMs, which are located on the same host, instead of transferring memory contents via the virtual
network. We have implemented VMBeam in Xen and confirmed the reduction of migration time and a drop
of CPU utilization.

1.

1

Kyushu Institute of Technology
2 CREST

JST, CREST

VM

[1]

c© 2012 Information Processing Society of Japan 1



Vol.53 No.10 1–8 (Oct. 2012)

[1]

VM

VM

VM

VM

VM

VM Nested Virtualization

VMBeam VMBeam

VM

VM

VMBeam Xen 4.2 [3]

VMBeam

2

3 VMBeam 4

VMBeam 5 VMBeam

6 7

2.

[1]

Xen VM

�������

��

��	


�� ���

�������

��

��	�

�� ���

1

0

[2] VM

0

[1]

VM

VM

OS

VM

VM

VM

VM

1

VM

VM

VM

VM

VM

VM

VM GB GB

CPU

VM

c© 2012 Information Processing Society of Japan 2



Vol.53 No.10 1–8 (Oct. 2012)

��������	�


��������	�
�

���

�

���

�

�����

��������	�
�

���

�

���

�

�����

2 VM

3. VMBeam

VM

VMBeam

VMBeam

VM

VM

VM

3.1 VM

VMBeam VM

VM VM

VM

2

VM

VM VM

VM

VM

[2]

��������	�


�����

���

��

���

��������	�


������

���

��

���

��������	�
�

����� ������

��������

3 VM

VM

3.2 VM

VM

VM CPU

VM

VM CPU

CPU VM VM

VM VM

2

VMBeam

2 1 VM

VM VM

VM

VM

3 VM

VM

VM

VM 2

2 VM

VM

VM

c© 2012 Information Processing Society of Japan 3



Vol.53 No.10 1–8 (Oct. 2012)

��������	�


���

�

����

���

�

����

�����

��������	�
�

�����

��������	�
�

4 VM

VM 4

VM VM

VM

VM

4.

4.1 Xen VM

Xen Xen VM

Xen 4.2

VM HVM

VM

Xen 4.2

VM HVM Xen VM

0 VM

VM VM VM

VM VM VM

VM 5

Xen

VM

VM

MFN

HPFN

GPFN MFN HPFN HPFN GPFN

4.2

VMBeam

����

����

���

��������	�


��������	�


���

�

�����

5 Xen

6 Xen VM

VM

VM VM

VMBeam VM

HPFN

VM VM

HPFN

VM GPFN

HPFN

VM VM

HPFN

VM

VM VM

VMBeam Xen VM

VM HPFN VM

VM

VM VM

VM

VM

���

��

���

���

��

���	
������

�������������

���

��

���	
�����

���

��

���

���

��

���	
������

������

�����


����

6

c© 2012 Information Processing Society of Japan 4



Vol.53 No.10 1–8 (Oct. 2012)

��������	�


���

�����

����

���

	�

���
�������

����

������

����

���

	�

���
�������

����

7 VM

4.3

VM

VMBeam

VM

VM

VM

P2M 7

VM Intel CPU

P2M EPT

M2P

P2M M2P

VM VM

VM

P2M M2P

P2M M2P

VM

VM

5.

VM

1 VM CPU

[GB] CPU

VM 9.5 16

VM 10.0 6

VM 9.1 6

VM 0.5 2

CPU

Intel Xeon E5-2665 8

2.40GHz CPU 32GB 1TB HDD

VM VM

VM VM CPU 1

Xen 4.2.2 VM

Linux 3.2.0 VM Linux 3.5.0

6

VM 2 VM VM

VM VM

5.1 VM

UnixBench VM

Xen 4.2

VM VM UnixBench

Xen-Blanket [4]

VM UnixBench

Xen-Blanket VM PV

UnixBenchn

8 Xen 4.2

VM

execl

Xen-Blanket VM

80%

EPT 20%

[5]

5.2

VM

Xen 4.2

VM Xen-Blanket VM

iperf 2

Xen 4.2

VM NIC e1000

c© 2012 Information Processing Society of Japan 5



Vol.53 No.10 1–8 (Oct. 2012)

���

���

���

���

���

���

���

�
�
��
�
��
�
	



��
�
�
�
��
	
�
�
�	
�

�
�
�
�
�
�	
�

�
�
�
�
�	
��
�	
�
�
�
�

�
�
	
��
��
�
	

�
�
	
�
��
�
�
��
�
�
�
�
�
�

�
�	
��
�
�
�

�
�


�
��
�
 �
!
	



�
�
�
�"
�
�
�
��
�
#
�

�
�	
��
�
�
�



$
%
��
�
 �
!
	

$
�
�
�"
�
�
�
��
�
#
�

�
�	
��
�
�
�

�
�
&
%
��
�
 �
!
	

'
�
�
�
�"
�
�
�
��
�
#
�

�
�
	
��
�
��
�
�
�
�
�
�

�
�
	
��
�
�
	
(

�
�
�
�	
�
��
)
*
�
�
�
�
�

�
��
�
	
�
�
��
�	
�
�
�
�

)
�
	
���
)
�
�
�
��

�
��
�
�
�
�
��
	
�
�

)
�
	
���
)
�
�
�
��

'
��
�
�
�
�
��
	
�
�

)
�
�
�	
"
��
�
��

+
�
	
��
	
�
(

,�
(
	
�

�	
���������� �	
�������������� �	
���	
���

8 UnixBench

2

[Mbps]

Xen 4.2 218

Xen-Blanket 1.0× 104

Xen-Blanket 10

Xen-Blanket VM

5.3

VM VM SSH

VM VM

5.4

VM 128MB

768MB

VM

Xen 4.2 Xen-Blanket

5 9

VM

768MB

12.5

12.8

VM

80%

40%

�

��

��

��

��

��

��

��

	�

� ��	 ��� �	� ��� ��� ��	

�
�
��
�


��������

���������	
�

���������	
�

�����������	
�

���	�������	
�

���������� 

9

Xen-Blanket VM

768MB

40%

Xen-Blanket PV

HVM

5.5 CPU

VM 128MB

768MB

CPU

VM

CPU 10 13

VM

c© 2012 Information Processing Society of Japan 6



Vol.53 No.10 1–8 (Oct. 2012)

�

��

���

���

���

���

���

� � � � � �� �� �� �� �� �� �� ��

�
�
�
�
�
�
��
	

�	
���

������ �����	


10 128MB CPU

�

��

���

���

���

���

���

� � � � � �� �� �� �� �� �� �� �� �� �� �� ��

�
�
�
�
�
�
��
	

�	
���

������ �����	


11 256MB CPU

�

��

���

���

���

���

���

� � � �� �� �� �	 �� �� �
 �� �� �� �� �� �� �	 �� ��

�
�
�
�
�
�
��
	

������

������ �����	


12 512MB CPU

�

��

���

���

���

���

���

� � � �� �� �� �� �� �� �� �� �� �� �� �� 	� 	� 	� �� ��

�
�
�
�
�
�
��
	


�����

������ �����	


13 768MB CPU

5.6

VM 128MB

768MB

�����

�����

�����

�����

��	� ���	 ���� ����

�

��

��

	�

��


�

��

��

��

��� �
� 
�� ���

�
�
��
�

���������

���������� � �!�"

14 VM

����
����

�����

�����

���
���

���

	��


���� ��
� ��	� ����

�

�




�

	

��

��

�


��	 ��� ��� ��	

�
�
��
�

���������

���������� � �!�" #$���

15

����

����

�����

�����

���	


���

��


���

	��� 	��� 	��� 	���

	

�

�




�

�	

��

��

��� ��
 ��� �
�

�
�
��
�

���������

���������� � �!�" #$%&��

16

VM VM

VM 5

14 15 16

VM

VM 768MB

9

VM VM

1

c© 2012 Information Processing Society of Japan 7



Vol.53 No.10 1–8 (Oct. 2012)

VM

VM

VM VM

6.

Xen-Blanket [4] VM

VM

Xen-Blanket

VM Blanket

VM

I/O

Xen-Blanket Xen-Blanket

VM PV

PV VM

VM

P2M P2M

VM

HVM

VM

VM HVM Xen 4.2

Warm-VM Reboot [6] VM

VM

VM

VM

VM

VM

ReHype [7] VM

Re-

Hype VM

Warm-VM Reboot

ReHype

VM

7.

VM

VMBeam VMBeam

VM

VM

Xen VMBeam

VM

VM VM

VM

VM

[1] Y. Huang, C. Kintala, N. Kolettis, and N. Fulton. Soft-
ware Rejuvenation: Analysis, Module and Applications.
In Proceedings of the 25th International Symposium on
Fault-Tolerant Computing, pages 381 391, 1995.

[2] Machida, F., Xiang, J., Tadano, K., Maeno, Y.: Com-
bined Server Rejuvenation in a Virtualized Data Center,
Proceedings of ATC, 2012

[3] Barham P. Dragovic B. Fraser K. Hand S. Harris
T. Ho A. Neugebauer R. Pratt I and Warfield,
A.: Xen and the art of virtualization, Proceedings of
the nineteenth ACP symposium on Operating systems
principles, pp. 164-177 2003

[4] Williams, D., Hani, J. and Hakim, W.: The Xen-Blanket:
Virtualize Once, Run Everywhere, Proceedings of ACM
EuroSys, Bern, Switzerland, April 2012

[5] Nakajima, J.: Making Nested VIrtualization Real by Us-
ing Hardware Virtualization Features, LinuxCon Japan,
May 2013

[6] Kourai, K. and Chiba, S.: Fast Software Rejuvenation of
Virtual Machine Monitors, IEEE Transactions on De-
pendable and Secura Computing (TDSC), Vol.8, No.6,
pp.839-851, November/December 2011

[7] Le, M. and Tamir, Y.: ReHype: Enabling VM Sur-
vival Across Hypervisor Failures, 7th ACM Interna-
tional Conference on Virtual Execution Environments,
Newport Beach, California, pp.63-74, March 2011

c© 2012 Information Processing Society of Japan 8


