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Abstract: In Infrastructure-as-a-Service (IaaS) clouds, it is difficult to manage virtual machines (VMs) on
system failures inside them, but out-of-band remote management using virtual serial consoles allows users to
manage VMs even on such failures. However, since virtual serial consoles are accessed via another VM called
the management VM, information leakage can occur via the VM. This is because the management VM is
not always trustworthy in IaaS clouds. To solve this security issue, this paper proposes SCCrypt for enabling
secure out-of-band remote management by encrypting virtual serial consoles. SCCrypt provides virtual serial
consoles whose inputs and outputs are encrypted against the management VM. The encrypted inputs from
the management VM are decrypted in the virtual machine monitor (VMM) and are sent to user VMs. The
outputs from user VMs are encrypted in the VMM and are sent to the management VM. Inputs and outputs
are encrypted and decrypted by users’ management clients, respectively. We have implemented SCCrypt in
Xen and OpenSSH and confirmed that the console inputs and outputs did not leak to the management VM.
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BfFEn, BB LI TWnbd 2 2R LT,

5.2 [bEFHE

RAE Y T a s —~DAS]—EY 7 ) O
B 2 e L, AU PF D Xen & SCCrypt & Tz L
7. SSHZ AT > hTary ) —NVAREITD, FAA
yUTOZa—NyrRary— Lt LTERREIND
FCORMZIGERR & Lz, 100 [BRIEZ 1T 7 iE R %
612~ F. AV PFILd Xen &l LT SCCrypt Tl
W 3T 0.35 S VAN L7, BlRER O
TIXEER L O 5 YRR B 2 T o7z, =
DA =3~y RDIEE A ETT VMM 2R 720D A
N—a—)LZEkdb0EEz 5. RC4 7 HAWTKEZb
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EEEFTHDLHN, RC4ICLED 131 Fo={kicixl =
A 7B b PN LRV, A3y RIZIEE A SN
LignwZ B2 D. ZORRIY, SCCrypt I2LD
G =y RIZEBEOEHA TIE RO 5 L)L Tk
WZ Enbhote.

1.97

N

525 B 8 (ms)

e SCCrypt

B 6 SRR OHIERE R

53 RIL—TFv b

ARV T ay ) — A nb OO A NL—T > kEH|
FEL, AUV TF LD Xen & SCCrypt & THEE L. cat =
¥ KT 1000 53LF (AN b)) DT FA N7 7 A )V EFKR
SETC, 1 PYUTY ORFXFRAEANV—T"y Fe Lz,
EETHTERREZX TR, ErREEbsbon, 1F
BERBEOANV—T > hepoTWb., FUTFALED G
SCCrypt O BEMNZ LWV dE, SCCrypt DA —/ 3~
RO 72912 SCCrypt DRz Y —n ) 72k v £<
DT —ENEHTDTHLEEZOLND. TO/RE, —
BEIZIVZL OXFEUETE D2 L2 A — "~y R
DHPEENS.

[=2)
o

— 53.09 53.18
2
S~
fi
X 40
B
L
D
™ 20
A
X
0
ek
7 AN—7v hOREER
6. BHEMZE

FBCrypt[8] iX VNC % AW 7= ifdsh U £ — MFBRIZ R
T, VNCZ7 747> & VMM ORI CAH S ZRE 575
ZETHERRAVER LT D, VNCZ I T FTH—
A— FRw U A AN EREL L TEEE VM Ed VNC H—
ANZEY, VMM #HWTES LT b2 —F VMIZED.
Z—F VM P 5O T AN OWTIIRBE T A — K
® VRAM % VMM 23 HF 5k L, VNC H— SR TED
NE-EEEHRE VNC 7 547 > bBMEET 5. SCCrypt
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IZ FBCrypt LBl CWA R, Kb AHEE > A
VR T —AEEBVMIZREIEL TV L RN RS, 2D
e, VE—MEHY T MY =7 (2T SSH PS5
ZEHTES. FBCrypt TIXVNC D27 FA4 7 K - H—
NEANWDZ ERFHRE 7> TS, £z, FBCrypt 3%
BFEEORWE T AWML T 570, F— "~y F
DEILST W, 20, 5 AHhEERELTWTYH
~ U A I — Y VOB )G U C i O X 5 T Ak
T 57, 2—F VM ~DOANRFFESNLENRHD.

Xoar[9] 1Z7EkK, B VM WTEWEL TW B U 7
NTRA A EFEHROa Y —/L VM TEfEXE 5. Xen T
TPk LY, AZ T RAL LIRS VM THEES Y 7
IWTNRARGEEESHDZENTES. a2 Y —LVM T
(T mini-OS L9 /hS72 OS ZEES D Z & THRIKRD
MR 23Rt 5 2 N TE, WBEZT HAleettEa2
25T ENTED. LL, (KBS Y TIT /S, ANRBE
BT D EVE— MERIMES AL IESRS AL TL
£9. F£77, laaS 7 7 U MEFRFIZ L ANED L OB
DNTIEFBE SN TR,

VMware vSphere Hypervisor (ESXi)[10] TiZ VNC #—
N VMM N TEIESE A2 LT, VNCZ 747 bk
VMM #&H C—% VM OIS Y £ — MEBEAITO 2 &
NTEDH, 2k, VEe— MEEICXAEH VM ~0
AHTEROTWANVERSZ R TES. L, VNC
P NIMEFFEDR B o T2, VNC — "B A 51T
% & VMM BRI BEDOZER R SRR S Y, AT
BHROWZNNBEZHND.

IPMI <° Intel AMT 2395 U 7=y —uig,
HRAN—RFY =7 2 &HT 52 & THEN D £— MNMEE%Z
ITHZENTED. TORDEEOHHIEHETH-TH
AHDOEREZAT S OIFEE L. ZhbidiE~ s U Ho
AV H 72— ATHDH2, VM HIZiX OpenlPMI @
lanserv ¥ X = L—# [11] R° vAMT [14] 72 EMBAFE ST
Wo . BRERTIEFEES L TW 20D, VM IZx L TRAR
YIUTNAY = VERMT L E B REETH D, LA,
IHBIEY 7 b= TEEINL TS, FELVM ~
DIERITIR A B < DITFEL V.

OpenStack DV = 7 _X— R « > J T )La > —) [12]
X, 2—F DA ZH 2 ZA~D CUL & - #844 Y £ —
NEHEAITH Z EEFERIZL TV S, Ajaxterm Z W5
T, TIUFRBMTERAY Y T A Y =T Ik
AT&%. SCCrypt OHAEDIETITY £— MNEFEY — /L
IZ SSH # W TWAH 23, Ajaxterm ZHW\W 25 Z & L AEET
H5.

7. FEO

AR TlE, [aaS 7 77 FIZBW TR Y 7oy Y —
xRN e #ES ) E— NME A FTREIC T 5 SC-
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Crypt #42% L7=. SCCrypt 1%, stV £ — MEBIZE
WTHERR VM 28 L7z R 2 WEB LT 572012, &
FEVM I L TR B b SN Br Y 7 vay Yy — vk
Rt 2. FEH VM 505 AT VMM TEEIZHE
FEh, 2= VMIZELNLD. =—F VM 2250 H )
1L VMM TH; Sk Sh, BELVMIZEOGND. ATIDOK =
(bBLOHIDESIZ E— NEH I FA4 T FTITD.
F 4 1% SCCrypt # Xen & OpenSSH ([ZFEEHEL, av YV —
WAEHBRRZ N LN & 2R LT,

SO, BEERE OS2 Pt rinE I X DK
FbE RC4A AWk sbicE & x5 2 & ThDH. £
7z, BUEIXHERIE LD —F VM Tk L COH D% &
2o TNDHT20, FERKIED VM IZHIETE 5 L5127
LFETHD. BRI THE2—F VM MO8 7
WT A ZNDT 7 ZAGENRIe D720, HERAME & 1T
BB REATHIVERNDHD. SHIZ, SSHLS DV £—
NEEHY 7 b7 =72 SCCrypt Z@HT D L HL45#%D
HETHS.
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