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,Q�,QIUDVWUXFWXUH�DV�D�6HUYLFH��,DD6��FORXGV��VWHSSLQJ�VWRQH�DWWDFNV�YLD�KRVWHG�YLUWXDO�PDFKLQHV��90V��DUH�
FULWLFDO�IRU�WKH�FUHGLELOLW\��7KLV�W\SH�RI�DWWDFN�XVHV�FRPSURPLVHG�90V�DV�VWHSSLQJ�VWRQHV�IRU�DWWDFNLQJ�WKH�
RXWVLGH�KRVWV��)RU�VHOI�SURWHFWLRQ��,DD6�FORXGV�VKRXOG�SHUIRUP�DFWLYH�UHVSRQVHV�DJDLQVW�VWHSSLQJ�VWRQH�DWWDFNV��
+RZHYHU��LW�LV�GLI¿FXOW�WR�VWRS�RQO\�RXWJRLQJ�DWWDFNV�DW�HGJH�¿UHZDOOV��ZKLFK�FDQ�RQO\�XVH�SDFNHW�KHDGHUV��,Q�
WKLV�SDSHU��ZH�SURSRVH�D�QHZ�VHOI�SURWHFWLRQ�PHFKDQLVP�DJDLQVW�VWHSSLQJ�VWRQH�DWWDFNV��ZKLFK�LV�FDOOHG�[)LOWHU��
[)LOWHU�LV�D�SDFNHW�¿OWHU�UXQQLQJ�LQ�WKH�YLUWXDO�PDFKLQH�PRQLWRU��900��XQGHUO\LQJ�90V�DQG�DFKLHYHV�SLQSRLQW�
DFWLYH�UHVSRQVHV�E\�XVLQJ�90�LQWURVSHFWLRQ��90�LQWURVSHFWLRQ�HQDEOHV�[)LOWHU�WR�GLUHFWO\�REWDLQ�LQIRUPDWLRQ�
RQ�SDFNHW�VHQGHUV�LQVLGH�90V��2Q�DWWDFN�GHWHFWLRQ��[)LOWHU�DXWRPDWLFDOO\�JHQHUDWHV�¿OWHULQJ�UXOHV�EDVHG�RQ�
SDFNHW�VHQGHUV��7R�PDNH�SDFNHW�¿OWHULQJ�ZLWK�90�LQWURVSHFWLRQ�HI¿FLHQW��ZH�LQWURGXFHG�VHYHUDO�RSWLPL]DWLRQ�
WHFKQLTXHV��2XU�H[SHULPHQWV�VKRZHG�WKDW�WKH�SHUIRUPDQFH�GHJUDGDWLRQ�GXH�WR�[)LOWHU�ZDV�XVXDOO\�OHVV�WKDQ�����

(I¿FLHQW�DQG�)LQH�*UDLQHG�
900�/HYHO�3DFNHW�)LOWHULQJ�

IRU�6HOI�3URWHFWLRQ
.HQLFKL�.RXUDL��.\XVKX�,QVWLWXWH�RI�7HFKQRORJ\��)XNXRND��-DSDQ

7DNHVKL�$]XPL��7RN\R�,QVWLWXWH�RI�7HFKQRORJ\��7RN\R��-DSDQ

6KLJHUX�&KLED��7KH�8QLYHUVLW\�RI�7RN\R��7RN\R��-DSDQ

.H\ZRUGV�� &ORXG�&RPSXWLQJ��3DFNHW�)LOWHULQJ��2SHUDWLQJ�6\VWHPV��2XWJRLQJ�$WWDFNV��9LUWXDO�0DFKLQHV
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&ORXG�FRPSXWLQJ�LV�UDSLGO\�HPHUJLQJ�LQ�UHFHQW�
\HDUV��$PRQJ�YDULRXV�W\SHV�RI�FORXGV�� LQIUD�
VWUXFWXUH�DV�D�VHUYLFH��,DD6��VXFK�DV�$PD]RQ�
(&�� �$PD]RQ�� ,QF��� ������ SURYLGHV� YLUWXDO�
PDFKLQHV��90V��IRU�WKH�XVHUV��7KH�XVHUV�FDQ�
XVH�WKHLU�90V�RQ�GHPDQG��8QIRUWXQDWHO\��LW�LV�
QRW�JXDUDQWHHG�WKDW�WKH�V\VWHPV�LQVLGH�90V�DUH�
DOZD\V�ZHOO�PDLQWDLQHG��,I�WKH�RXWVLGH�DWWDFNHUV�

FRPSURPLVH�VXFK�90V��WKH\�FDQ�PRXQW�DWWDFNV�
WR�WKH�RXWVLGH�KRVWV�YLD�WKH�90V��ZKLFK�LV�NQRZQ�
DV� VWHSSLQJ�VWRQH� DWWDFNV� �6WDQLIRUG�&KHQ�	�
+HEHUOHLQ���������)RU�H[DPSOH�� WKH�DWWDFNHUV�
PD\�SHUIRUP�SRUWVFDQV�DQG�GHQLDO�RI�VHUYLFH�
�'R6��DWWDFNV�WR�WKH�RXWVLGH�KRVWV�

7KHUHIRUH�� VHOI�SURWHFWLRQ� DJDLQVW� VXFK�
DWWDFNV� LV� LQGLVSHQVDEOH� IRU� ,DD6� FORXGV�� ,I�
D�90�LQ�DQ�,DD6�FORXG�LV�XVHG�DV�D�VWHSSLQJ�
VWRQH�IRU�DWWDFNLQJ�WKH�RXWVLGH�KRVWV��QRW�RQO\�

'2,����������LMDUDV�����������
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WKH�90¶V�XVHU�EXW�DOVR�WKH�,DD6�SURYLGHU�PD\�
KDYH�D�UHVSRQVLELOLW\�IRU�WKH�DWWDFN��7KH�,DD6�
SURYLGHU�DOVR�EHFRPHV�DQ�DWWDFNHU�DV�ZHOO�DV�D�
YLFWLP��,I�DQ�,DD6�FORXG�GHWHFWV�RXWJRLQJ�DWWDFNV��
LW�VKRXOG�SHUIRUP�DFWLYH�UHVSRQVHV�DJDLQVW�WKH�
DWWDFNV��2QH�RI�WKH�PHWKRGV�IRU�DFWLYH�UHVSRQVHV�
LV�XSGDWLQJ�ILUHZDOO�UXOHV��7\SLFDOO\��QHZ�UXOHV�
DUH�DGGHG�WR�HGJH�ILUHZDOOV�LQ�WKH�,DD6�FORXG��
7KH�UXOHV�EORFN�WKH�SDFNHWV�IRU�WKH�DWWDFNV�IURP�
WKH�FRPSURPLVHG�90�

6XFK�D�VHOI�SURWHFWLRQ�PHFKDQLVP�VKRXOG�
VWRS� RQO\� RXWJRLQJ� DWWDFNV��+RZHYHU�� DFWLYH�
UHVSRQVHV�SHUIRUPHG�DW�HGJH�ILUHZDOOV�DUH�QRW�
SLQSRLQW�EHFDXVH�HGJH�ILUHZDOOV�FDQ�ILOWHU�SDFN�
HWV�RQ�WKH�EDVLV�RI�RQO\�LQIRUPDWLRQ�FRQWDLQHG�
LQ� WKH� SDFNHWV�� )RU� H[DPSOH�� HGJH� ILUHZDOOV�
ZRXOG�KDYH�WR�EORFN�DOO�WKH�SDFNHWV�IURP�WKH�
FRPSURPLVHG� 90� WR� VWRS� SRUWVFDQV�� (YHQ�
ZKHQ� WKH� V\VWHP� LV� SDUWLDOO\� FRPSURPLVHG��
DOO�WKH�DSSOLFDWLRQV�DQG�XVHUV�FDQQRW�VHQG�DQ\�
SDFNHWV�WR�WKH�RXWVLGH��3LQSRLQW�DFWLYH�UHVSRQVHV�
DUH�EHQHILFLDO�WR�QRW�RQO\�,DD6�XVHUV�EXW�DOVR�
SURYLGHUV�EHFDXVH�,DD6�SURYLGHUV�FDQ�HDVLO\�VWRS�
VXVSLFLRXV�FRPPXQLFDWLRQ�ZLWKRXW�H[FHVVLYH�
IHDUV�RI�IDOVH�SRVLWLYHV�

,Q� WKLV� SDSHU�� ZH� SURSRVH� D� QHZ� VHOI�
SURWHFWLRQ� PHFKDQLVP�� QDPHG� [)LOWHU�� IRU�
,DD6�FORXGV��[)LOWHU�LV�D�SDFNHW�ILOWHU�UXQQLQJ�
LQ�WKH�YLUWXDO�PDFKLQH�PRQLWRU��900���ZKLFK�
LV� XQGHUQHDWK�90V��7R� DFKLHYH� SLQSRLQW� DF�
WLYH�UHVSRQVHV��[)LOWHU�REWDLQV�LQIRUPDWLRQ�RQ�
SDFNHW�VHQGHUV�E\�XVLQJ�D�WHFKQLTXH�FDOOHG�90�
LQWURVSHFWLRQ��*DUILQNHO�	�5RVHQEOXP���������
90�LQWURVSHFWLRQ�HQDEOHV�[)LOWHU�WR�LQVSHFW�WKH�
PHPRU\�RI�90V�DQG�DFFHVV�GDWD�LQ�JXHVW�RS�
HUDWLQJ�V\VWHPV�ZLWKRXW�LQWHUDFWLQJ�ZLWK�WKHP��
8VLQJ�LQIRUPDWLRQ�RQ�VHQGHU�SURFHVVHV��[)LOWHU�
FDQ� GHQ\� RQO\� SDFNHWV� VHQW� IURP� SDUWLFXODU�
SURFHVVHV� RU� XVHUV��:KHQ� [)LOWHU� GHWHFWV� DQ�
RXWJRLQJ�DWWDFN��LW�DXWRPDWLFDOO\�LGHQWLILHV�WKH�
DWWDFN�VRXUFH�DQG�JHQHUDWHV�D�QHZ�ILOWHULQJ�UXOH�
WR�VWRS�WKH�VWHSSLQJ�VWRQH�DWWDFN��,Q�DGGLWLRQ��
[)LOWHU� SURYLGHV� GHYHORSPHQW� VXSSRUW� RI� LWV�
PRGXOHV�EHFDXVH�LW�LV�GLIILFXOW�WR�GHYHORS�VRIW�
ZDUH�SHUIRUPLQJ�90�LQWURVSHFWLRQ�LQ�WKH�900�

[)LOWHU�LV�SHUIRUPDQFH�FULWLFDO�EHFDXVH�LW�
SHUIRUPV�90� LQWURVSHFWLRQ� LQ� WKH�PLGGOH� RI�
SDFNHW�WUDQVPLVVLRQ��7R�UHGXFH�WKH�RYHUKHDGV�

RI� 90� LQWURVSHFWLRQ�� ZH� LQWURGXFHG� VHYHUDO�
RSWLPL]DWLRQ�WHFKQLTXHV��)LUVW��ZH�HPEHGGHG�
WKH�FRPSRQHQW�IRU�LQWURVSHFWLQJ�90V�LQWR�WKH�
900�RI�;HQ��%DUKDP�HW�DO���������DOWKRXJK�
90�LQWURVSHFWLRQ�LV�XVXDOO\�SHUIRUPHG�LQ�WKH�
SULYLOHJHG� 90� �-LDQJ�� :DQJ�� 	� ;X�� ������
3D\QH��&DUERQH��	�/HH��������3D\QH��&DUERQH��
6KDULI��	�/HH���������6HFRQG��[)LOWHU�SHUIRUPV�
RSWLPL]HG�VHQGHU�WUDYHUVDO�WR�ILQG�VHQGHU�SUR�
FHVVHV�VR�WKDW�WKH�QXPEHU�RI�NHUQHO�REMHFWV�WR�
EH� LQWURVSHFWHG� LV� PLQLPL]HG�� 7KLUG�� [)LOWHU�
SURYLGHV�WKH�GHFLVLRQ�FDFKH�WR�UHXVH�ILOWHULQJ�
GHFLVLRQV�ZLWKRXW�90� LQWURVSHFWLRQ�� )RXUWK��
WZR�SKDVH� DWWDFN� GHWHFWLRQ� PLQLPL]HV� WKH�
RYHUKHDGV�XQGHU�QR�DWWDFN�V\PSWRPV��7KDQNV�
WR�WKHVH�WHFKQLTXHV��SHUIRUPDQFH�GHJUDGDWLRQ�
GXH�WR�[)LOWHU�ZDV�OHVV�WKDQ�����LQ�XVXDO�FDVHV�

7KLV�SDSHU�LV�DQ�H[WHQGHG�YHUVLRQ�RI�RXU�
SUHYLRXV�SDSHU��.RXUDL��$]XPL��	�&KLED���������
,Q�WKLV�SDSHU��ZH�GHVFULEH�IRXU�RSWLPL]DWLRQ�WHFK�
QLTXHV�IRU�[)LOWHU�H[SOLFLWO\�DQG�LQ�IXUWKHU�GHWDLO��
SDUWLFXODUO\�IRU�RSWLPL]HG�VHQGHU�WUDYHUVDO�DQG�
WZR�SKDVH�DWWDFN�GHWHFWLRQ��,Q�DGGLWLRQ��ZH�LQ�
WURGXFH�GHYHORSPHQW�VXSSRUW�IRU�[)LOWHU�DQG�LWV�
RSWLPL]DWLRQ��DQG�ZH�UHSRUW�WKH�SHUIRUPDQFH�LQ�
WKH�GHYHORSPHQW�SKDVH��0RUHRYHU��ZH�DGG�QHZ�
H[SHULPHQWV�IRU�RSWLPL]HG�VHQGHU�WUDYHUVDO�DQG�
UDZ�VRFNHWV��:H�DOVR�H[SODLQ�WKH�LPSOHPHQWDWLRQ�
GHWDLOV�RI�RXU�SRUWVFDQ�GHWHFWRU�

%$&.*5281'

)RU�,DD6�FORXGV��D�ILQH�JUDLQHG�VHOI�SURWHFWLRQ�
PHFKDQLVP�LV�QHHGHG�WR�VWRS�RQO\�VWHSSLQJ�VWRQH�
DWWDFNV�YLD�90V��,Q�RWKHU�ZRUGV��90V�VKRXOG�
EH� DEOH� WR� SURYLGH� VHUYLFHV� FRQWLQXRXVO\� DV�
PXFK�DV�SRVVLEOH��(YHQ�LI�WKH�V\VWHP�LQVLGH�D�
90�LV�SDUWLDOO\�FRPSURPLVHG��WKH�UHVW�LV�XVX�
DOO\�QRW�FRPSURPLVHG��)RU�H[DPSOH��ZKHQ�WKH�
$SDFKH�ZHE�VHUYHU�LV�FRPSURPLVHG��RQO\�WKH�
SULYLOHJHV�RI�WKH�XVHU�ZZZ�GDWD�DUH�WDNHQ�RYHU�
DW�ZRUVW��7KH�RWKHU�DSSOLFDWLRQV�DUH�VWLOO�UXQ�
QLQJ�OHJLWLPDWHO\�EHFDXVH�WKH�XVHU�ZZZ�GDWD�
FDQQRW�LQWHUIHUH�ZLWK�WKH�RWKHU�XVHUV¶�SURFHVVHV��
7KHUHIRUH��VXFK�OHJLWLPDWH�DSSOLFDWLRQV�VKRXOG�
EH�DEOH�WR�FRPPXQLFDWH�ZLWK�WKH�RXWVLGH�KRVWV�
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6XFK�ILQH�JUDLQHG�VHOI�SURWHFWLRQ�LV�EHQ�
HILFLDO� WR� QRW� RQO\� ,DD6� XVHUV� EXW� DOVR� ,DD6�
SURYLGHUV��)RU�,DD6�SURYLGHUV��LW�LV�VDIHU�WR�VWRS�
DOO�FRPPXQLFDWLRQ�IURP�SDUWLDOO\�FRPSURPLVHG�
90V�ZKHQ�DQ\�DWWDFN� LV�GHWHFWHG��+RZHYHU��
WKHUH�LV�D�FHUWDLQ�UDWH�RI�IDOVH�SRVLWLYHV�IRU�DWWDFN�
GHWHFWLRQ�EHFDXVH�DFFXUDWH�DWWDFN�GHWHFWLRQ�LV�
GLIILFXOW��SDUWLFXODUO\�IRU�SRUWVFDQV�DQG�'R6�DW�
WDFNV��,I�D�VHOI�SURWHFWLRQ�PHFKDQLVP�RIWHQ�VWRSV�
WKH�FRPPXQLFDWLRQ�RI�OHJLWLPDWH�DSSOLFDWLRQV��
WKH�XVHUV�ZRXOG�FKDQJH�WKHLU�,DD6�SURYLGHUV��
$W�ZRUVW��WKH\�PLJKW�VXH�WKH�SURYLGHUV��8VLQJ�
ILQH�JUDLQHG�VHOI�SURWHFWLRQ��,DD6�SURYLGHUV�FDQ�
VWRS�D�SDUW�RI�FRPPXQLFDWLRQ�ZLWKRXW�H[FHVVLYH�
IHDUV�RI�IDOVH�SRVLWLYHV��7KHQ�WKH\�FDQ�JLYH�D�
WLPH�IRU�VROYLQJ�SUREOHPV�WR�WKH�XVHUV�

$FWLYH�5HVSRQVHV�DW�
([LVWLQJ�)LUHZDOOV

3DFNHW�ILOWHULQJ�DW�HGJH�ILUHZDOOV�LV�RIWHQ�SHU�
IRUPHG�IRU�DFWLYH�UHVSRQVHV�DJDLQVW�VWHSSLQJ�
VWRQH�DWWDFNV��+RZHYHU��LW�LV�GLIILFXOW�WR�GHQ\�
RQO\�RXWJRLQJ�SDFNHWV�XVHG�IRU�VWHSSLQJ�VWRQH�
DWWDFNV�DW�HGJH�ILUHZDOOV��(GJH�ILUHZDOOV�FDQ�XVH�
RQO\�WKH�LQIRUPDWLRQ�LQFOXGHG�LQ�WKH�QHWZRUN�
SDFNHWV��VXFK�DV�,3�DGGUHVVHV�DQG�SRUW�QXPEHUV��
3DFNHW�ILOWHULQJ�EDVHG�RQ�VRXUFH�,3�DGGUHVVHV�LV�
WKH�VLPSOHVW�DFWLYH�UHVSRQVH��,I�DQ�,DD6�FORXG�
DGGV�RQO\�RQH�UXOH�IRU�GHQ\LQJ�DOO�WKH�SDFNHWV�
IURP�D� FRPSURPLVHG�90�� LW� FDQ� FRPSOHWHO\�
SURKLELW�RXWJRLQJ�DWWDFNV�IURP�WKH�90��7KLV�
LV� QRW� UHDVRQDEOH� IRU� SDUWLDOO\�FRPSURPLVHG�
V\VWHPV�EHFDXVH�HYHQ�OHJLWLPDWH�DSSOLFDWLRQV�LQ�
WKH�90�FDQQRW�VHQG�DQ\�SDFNHWV�WR�WKH�RXWVLGH�

8VLQJ�PRUH�LQIRUPDWLRQ�LQ�SDFNHW�KHDGHUV�
HQDEOHV� UHODWLYHO\� SLQSRLQW� DFWLYH� UHVSRQVHV��
3DFNHW� ILOWHULQJ� EDVHG� RQ� GHVWLQDWLRQ� ,3� DG�
GUHVVHV� FDQ�GHQ\�SDFNHWV� VHQW� WR� D� VSHFLILHG�
KRVW��ZKLOH�LW�FDQ�DOORZ�SDFNHWV�WR�EH�VHQW�WR�
WKH�RWKHUV��$OWKRXJK�WKLV�LV�UHDVRQDEOH�RQO\�IRU�
D�VPDOO�QXPEHU�RI�KRVWV�� LW� LV�QRW�UHDOLVWLF�WR�
DGG�D�ODUJH�QXPEHU�RI�UXOHV��)RU�H[DPSOH��WKH�
LQWUXGHUV�PD\�SHUIRUP�6073�VFDQV� WR�PDQ\�
KRVWV�WR�ILQG�YXOQHUDEOH�PDLO�VHUYHUV��,Q�VXFK�D�
FDVH��SDFNHW�ILOWHULQJ�EDVHG�RQ�GHVWLQDWLRQ�SRUW�
QXPEHUV�FDQ�SURKLELW�VHQGLQJ�SDFNHWV�WR�RQO\�
VSHFLILF�VHUYLFHV�DW�DOO�KRVWV��%\�EORFNLQJ�SRUW�

����WKH�LQWUXGHUV�FDQQRW�SHUIRUP�6073�VFDQV�
WR�DQ\�KRVWV��+RZHYHU��OHJLWLPDWH�DSSOLFDWLRQV�
FDQQRW�VHQG�H�PDLO�DV�ZHOO��H�J���DOHUW�PDLOV�IRU�
GHWHFWHG�LQWUXVLRQV�

8VLQJ�LQIRUPDWLRQ�RQ�VRXUFH�SRUW�QXPEHUV�
LV�SURPLVLQJ�IRU�SLQSRLQW�DFWLYH�UHVSRQVHV��,W�
HQDEOHV�HGJH�ILUHZDOOV�WR�SURKLELW�RQO\�SDUWLFXODU�
QHWZRUN�FRQQHFWLRQV��,I�HGJH�ILUHZDOOV�GHWHFW�
LOOHJDO�7&3�FRQQHFWLRQV��WKH\�FDQ�DGG�ILOWHULQJ�
UXOHV�DQG�EORFN�RQO\�WKRVH�FRQQHFWLRQV��8QIRU�
WXQDWHO\��VSHFLI\LQJ�VRXUFH�SRUW�QXPEHUV�LV�WRR�
ILQH�JUDLQHG��$OWKRXJK�VXFK�UXOHV�DUH�HIIHFWLYH�
IRU� ORQJ�OLYHG� QHWZRUN� FRQQHFWLRQV� VXFK� DV�
66+��WKH\�DUH�XVHOHVV�IRU�VKRUW�OLYHG�FRQQHF�
WLRQV�VXFK�DV�SRUWVFDQV��:KHQ�UXOHV�DUH�DGGHG�
WR�HGJH�ILUHZDOOV��WKRVH�VKRUW�OLYHG�FRQQHFWLRQV�
ZRXOG�KDYH�EHHQ�DOUHDG\�FORVHG�

2Q�WKH�RWKHU�KDQG��XVLQJ�SHUVRQDO�ILUHZDOOV�
LQVLGH�90V�FDQ�DFKLHYH�DSSURSULDWHO\�SLQSRLQW�
DFWLYH� UHVSRQVHV�� 3HUVRQDO� ILUHZDOOV� FDQ� XVH�
LQIRUPDWLRQ� RQ� VHQGHU� SURFHVVHV� IRU� SDFNHW�
ILOWHULQJ��)RU�H[DPSOH��LSWDEOHV�LQ�/LQX[�DOORZV�
SURFHVV�,'V�DQG�XVHU�,'V�RI�SDFNHW�VHQGHUV�DV�
D�SDUW�RI�ILOWHULQJ�UXOHV��7KH\�FDQ�EORFN�RXWJR�
LQJ�SDFNHWV�RQO\�ZKHQ�DWWDFNV�DUH�PRXQWHG�E\�
SURFHVVHV�RU�XVHUV�WKDW�DUH�WDNHQ�RYHU�E\�WKH�
LQWUXGHUV��+RZHYHU��,DD6�SURYLGHUV�XVXDOO\�KDYH�
QR�SULYLOHJHV�IRU�DGGLQJ�UXOHV�WR�WKH�SHUVRQDO�
ILUHZDOOV�LQ�90V�

5HODWHG�:RUN

$PD]RQ�(&��SURYLGHV�ILUHZDOOV�FDOOHG�VHFXULW\�
JURXSV��$PD]RQ��,QF���������IRU�90V��6HFXULW\�
JURXSV�DUH�ORFDWHG�LQ�WKH�RXWVLGH�RI�90V��EXW�
WKH\�DUH�SURYLGHG�WR�WKH�,DD6�XVHUV��,W�LV�XQFHUWDLQ�
ZKHWKHU�WKH�FORXG�SURYLGHU�DGGV�ILOWHULQJ�UXOHV�
WR�VHFXULW\�JURXSV��,Q�DGGLWLRQ��VHFXULW\�JURXSV�
FDQQRW�SUHYHQW�VWHSSLQJ�VWRQH�DWWDFNV�EHFDXVH�
WKH\�DUH�LQERXQG�RQO\�ILUHZDOOV�DJDLQVW�DWWDFNV�
IURP�WKH�RXWVLGH��7KH\�FDQQRW�ILOWHU�DQ\�SDFNHWV�
IURP�WKH�LQVLGH��$OVR��WKH\�FDQQRW�XVH�LQIRUPD�
WLRQ�RQ�JXHVW�RSHUDWLQJ�V\VWHPV�LQVLGH�90V�

7KH�LGHQW�SURWRFRO��-RKQV��������LV�GHILQHG�
IRU�TXHU\LQJ�WKH�XVHU�ZKR�VHQW�D�SDFNHW��:KHQ�
RQH�KRVW�VHQGV�D�SDLU�RI�VRXUFH�DQG�GHVWLQDWLRQ�
SRUW� QXPEHUV� WR� WKH� LGHQW� VHUYHU�� WKH� VHUYHU�
UHWXUQV� WKH� RZQHU� RI� D� SURFHVV� WKDW� XVHV� WKH�
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VSHFLILHG�QHWZRUN�FRQQHFWLRQ��+RZHYHU��HGJH�
ILUHZDOOV�FDQQRW�XVH�WKLV�SURWRFRO�EHFDXVH�WKLV�
SURWRFRO� LV�GHVLJQHG�WR�EH�XVHG�EHWZHHQ�HQG�
KRVWV��0RUHRYHU��WKH�LGHQW�VHUYHU�PD\�QRW�EH�
WUXVWZRUWK\�ZKHQ�WKH�KRVW�LV�FRPSURPLVHG�E\�
VWHSSLQJ�VWRQH�DWWDFNV�

7KH�PRVW�VLPLODU�V\VWHP�WR�[)LOWHU�LV�90�
ZDOO��6ULYDVWDYD�	�*LIILQ���������ZKLFK�LV�DQ�
DSSOLFDWLRQ�OHYHO�ILUHZDOO�XVLQJ�90�LQWURVSHF�
WLRQ��,W�XVHV�LQIRUPDWLRQ�RQ�SURFHVVHV�VHQGLQJ�
RU� UHFHLYLQJ� SDFNHWV� IRU� ILQH�JUDLQHG� SDFNHW�
ILOWHULQJ��2QH�RI� WKH� LPSRUWDQW�GLIIHUHQFHV� LV�
WKDW�90ZDOO�SHUIRUPV�90� LQWURVSHFWLRQ�XV�
LQJ�D�SURFHVV�LQ�GRPDLQ���RI�;HQ��$FFRUGLQJ�
WR�RXU�H[SHULHQFH�� WKLV�GHJUDGHV� WKH�QHWZRUN�
SHUIRUPDQFH�VHYHUHO\��SDUWLFXODUO\��ZKHQ�ODUJH�
QXPEHUV� RI� SURFHVVHV� DQG� VRFNHWV� DUH� WR� EH�
LQVSHFWHG�LQ�GRPDLQ�8��6LQFH�[)LOWHU�SHUIRUPV�
90�LQWURVSHFWLRQ�LQ�WKH�900�DQG�RSWLPL]HV�LW�
ZLWK�VHYHUDO�WHFKQLTXHV��WKH�SHUIRUPDQFH�GHJ�
UDGDWLRQ�LV�PLQLPL]HG�HYHQ�LQ�VXFK�D�VLWXDWLRQ��
$QRWKHU� GLIIHUHQFH� LV� WKDW�90ZDOO� SHUIRUPV�
ZKLWHOLVW�EDVHG�SDFNHW� ILOWHULQJ� DQG�GRHV�QRW�
JHQHUDWH�ILOWHULQJ�UXOHV�G\QDPLFDOO\��7KHUHIRUH�
LW�GRHV�QRW�SURYLGH�DXWRQRPLF�VHOI�SURWHFWLRQ�

$'926��*DUJ�	�6DUDQ��������SUHYHQWV�
RXWJRLQJ� 'R6� DWWDFNV� PRXQWHG� E\� FRPSUR�
PLVHG�90V��,W�GHWHFWV�'R6�DWWDFNV�RQO\�XVLQJ�
SDFNHW�LQIRUPDWLRQ�DQG�OLPLWV�WKH�UDWH�RI�SDFNHW�
WUDQVPLVVLRQ�LQ�GRPDLQ���RI�;HQ��6LQFH�$'926�
GRHV�QRW�XVH�LQIRUPDWLRQ�RQ�VHQGHU�SURFHVVHV��LW�
DIIHFWV�DOO�WKH�SDFNHWV�VHQW�IURP�FRPSURPLVHG�
90V��,W�FDQQRW�OLPLW�WKH�WUDQVPLVVLRQ�UDWH�RI�
RQO\�WKH�SDFNHWV�XVHG�IRU�'R6�DWWDFNV��$'926�
SURSRVHV�90�LQWURVSHFWLRQ�WR�LGHQWLI\�PDOLFLRXV�
SURFHVVHV�PRXQWLQJ�'R6�DWWDFNV�

90� LQWURVSHFWLRQ� KDV� EHHQ� DOVR� DSSOLHG�
WR� RWKHU� VHFXULW\� V\VWHPV� VXFK� DV� LQWUXVLRQ�
GHWHFWLRQ� �*DUILQNHO� 	� 5RVHQEOXP�� ������
-RVKL��.LQJ��'XQODS��	�&KHQ��������3D\QH�HW�
DO���������DQG�PDOZDUH�DQDO\VLV��-LDQJ�HW�DO���
������'LQDEXUJ��5R\DO��6KDULI��	�/HH���������
7KHVH�V\VWHPV�H[DPLQH�WKH�LQWHUQDO�VWDWH�RI�WKH�
RSHUDWLQJ� V\VWHP� NHUQHO� IURP� WKH� RXWVLGH� RI�
WKH�90�DQG�GHWHFW�DWWDFNV��2QH�RI�WKH�SULPDU\�
GLIIHUHQFHV� EHWZHHQ� WKHP�DQG�[)LOWHU� LV� WKDW�
WKH\�DUH�OHVV�SHUIRUPDQFH�FULWLFDO�WKDQ�[)LOWHU��
6LQFH�[)LOWHU�LV�LQYRNHG�GXULQJ�QHWZRUN�SDFNHW�

WUDQVPLVVLRQ��LWV�SHUIRUPDQFH�GLUHFWO\�DIIHFWV�
WKH�QHWZRUN�SHUIRUPDQFH�

/LNH�WKH�GHYHORSPHQW�RI�[)LOWHU�UXQQLQJ�
LQ�WKH�900��LW� LV�GLIILFXOW� WR�GHYHORS�NHUQHO�
PRGXOHV�RI�RSHUDWLQJ�V\VWHPV��7KHUHIRUH��VHY�
HUDO�RSHUDWLQJ�V\VWHPV�VXFK�DV�&KRUXV��5R]LHU�
HW�DO���������DQG�&$3(5$��.RXUDL��&KLED��	�
0DVXGD�� ������ VXSSRUW� WKH� GHYHORSPHQW� RI�
NHUQHO�PRGXOHV��7KH\�DOORZ�GHYHORSHUV�WR�ILUVW�
LPSOHPHQW�NHUQHO�PRGXOHV�DV�XVHU�SURFHVVHV�DQG�
WKHQ�HPEHG�WKHP�LQWR�WKH�NHUQHO�ZLWKRXW�DQ\�
PRGLILFDWLRQV��7R�WKH�EHVW�RI�RXU�NQRZOHGJH��
[)LOWHU�LV�WKH�ILUVW�ZRUN�SURYLGLQJ�VXFK�GHYHO�
RSPHQW�VXSSRUW�IRU�FRPSRQHQWV�RI�WKH�900�

;),/7(5

)RU� DSSURSULDWHO\� SLQSRLQW� DFWLYH� UHVSRQVHV�
DJDLQVW� VWHSSLQJ�VWRQH�DWWDFNV��ZH�SURSRVH�D�
QHZ�VHOI�SURWHFWLRQ�PHFKDQLVP�IRU�,DD6�FORXGV��
QDPHG� [)LOWHU�� [)LOWHU� DXWRPDWLFDOO\� GHWHFWV�
RXWJRLQJ�DWWDFNV�DQG�VWRSV�RQO\� WKHP�RQ� WKH�
EDVLV�RI�LQIRUPDWLRQ�RQ�SDFNHW�VHQGHUV�

,Q�WKLV�SDSHU��ZH�DVVXPH�WKDW�WKH�DWWDFNHUV�
FRPSURPLVH�VHUYHUV�UXQQLQJ�LQVLGH�90V�DQG�
WDNH�WKHLU�SULYLOHJHV��7KHQ�WKH\�DWWDFN�WKH�RXWVLGH�
KRVWV�E\�VHQGLQJ�SDFNHWV�IURP�YLFWLP�90V��:H�
GR�QRW�DVVXPH�WKDW�WKH�DWWDFNHUV�PRGLI\�NHUQHO�
GDWD�VWUXFWXUHV�LQ�90V�RU�UHSODFH�WKH�RSHUDWLQJ�
V\VWHPV�WKHPVHOYHV�ZLWK�PDOLFLRXV�RQHV��7KLV�
W\SH�RI�DWWDFN�FDQ�EH�GHWHFWHG�E\�WKH�900V�
�*DUILQNHO�	�5RVHQEOXP��������3HWURQL��-U��	�
+LFNV��������

900�OHYHO�3DFNHW�)LOWHULQJ

[)LOWHU�LV�D�SDFNHW�ILOWHU�UXQQLQJ�LQ�WKH�900�DV�
LQ�)LJXUH����7KH�900�LV�XQGHUO\LQJ�VRIWZDUH�
WKDW�UXQV�90V�RQ�WRS�RI�LW��[)LOWHU�FDQ�LQWHUFHSW�
DOO� QHWZRUN� SDFNHWV� IURP� 90V� EHFDXVH� DOO�
SDFNHWV�DUH�WUDQVPLWWHG�WR�WKH�RXWVLGH�YLD�WKH�
900��8QOLNH�HGJH�ILUHZDOOV��[)LOWHU�FDQ�DOVR�
LQWHUFHSW�SDFNHWV�EHWZHHQ�90V�HYHQ�LQ�WKH�VDPH�
KRVW��7KLV�SUHYHQWV�VWHSSLQJ�VWRQH�DWWDFNV�YLD�
RQH�90�WR�DQRWKHU�LQ�D�KRVW��0RUHRYHU��[)LOWHU�
LV�LVRODWHG�DQG�SURWHFWHG�IURP�DOO�WKH�90V��,W�LV�
GLIILFXOW�IRU�WKH�LQWUXGHUV�LQ�90V�WR�FRPSURPLVH�
[)LOWHU�LQ�WKH�900�
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7R�VWRS�RQO\�RXWJRLQJ�DWWDFNV�IURP�90V��
[)LOWHU�XVHV�LQIRUPDWLRQ�LQVLGH�JXHVW�RSHUDWLQJ�
V\VWHPV�E\�XVLQJ�90�LQWURVSHFWLRQ��*DUILQNHO�
	�5RVHQEOXP���������,Q�SULQFLSOH��WKH�900�
FDQQRW� NQRZ� VXFK� LQIRUPDWLRQ� EHFDXVH� LW� LV�
XQDZDUH�RI�WKH�LQWHUQDOV�RI�90V��,Q�WKLV�VHQVH��
WKH�900�LV�VLPLODU�WR�HGJH�ILUHZDOOV��2QH�RI�
WKH�GLIIHUHQFHV�LV�WKDW�WKH�900�FDQ�GLUHFWO\�
DFFHVV�WKH�PHPRU\�RI�90V��90�LQWURVSHFWLRQ�
LV�D�WHFKQLTXH�IRU�HQDEOLQJ�WKH�900�WR�LQVSHFW�
GDWD�XVHG�E\�JXHVW�RSHUDWLQJ�V\VWHPV��,W�DQD�
O\]HV�WKH�PHPRU\�RI�90V�RQ�WKH�EDVLV�RI�WKH�
LQIRUPDWLRQ�RQ�WKH�LQWHUQDO�VWUXFWXUHV�RI�JXHVW�
RSHUDWLQJ�V\VWHPV�

8VLQJ�90� LQWURVSHFWLRQ�� [)LOWHU� REWDLQV�
LQIRUPDWLRQ�RQ�SDFNHW�VHQGHUV��VXFK�DV�SURFHVV�
,'V�DQG�XVHU�,'V��IURP�JXHVW�RSHUDWLQJ�V\VWHPV��
)RU�HDFK�SDFNHW��LW�VHDUFKHV�D�QHWZRUN�VRFNHW�
XVHG�IRU�VHQGLQJ�WKH�SDFNHW�RQ�WKH�EDVLV�RI�,3�
DGGUHVVHV� DQG� SRUW� QXPEHUV��$� SURFHVV� WKDW�
RSHQV�WKH�IRXQG�VRFNHW�LV�WKH�VHQGHU�SURFHVV�RI�
WKH�SDFNHW��DQG�WKH�RZQHU�RI�WKH�SURFHVV�LV�WKH�
XVHU�VHQW�WKH�SDFNHW��8VLQJ�VXFK�LQIRUPDWLRQ��

[)LOWHU�FDQ�EORFN�RQO\� WKH�SDFNHWV�VHQW� IURP�
SURFHVVHV�XVHG�IRU�VWHSSLQJ�VWRQH�DWWDFNV��$V�
VXFK��[)LOWHU�LQ�WKH�900�FDQ�DFKLHYH�DSSUR�
SULDWHO\�SLQSRLQW�DFWLYH�UHVSRQVHV�DV�SHUVRQDO�
ILUHZDOOV�LQVLGH�90V�FDQ�

$XWRPDWLF�5XOH�*HQHUDWLRQ

7R�DFKLHYH�VHOI�SURWHFWLRQ�RI�,DD6�FORXGV��[)LOWHU�
DXWRPDWLFDOO\�JHQHUDWHV�ILOWHULQJ�UXOHV��:KHQ�LW�
GHWHFWV�RXWJRLQJ�DWWDFNV�IURP�90V��LW�LGHQWLILHV�
WKH�VHQGHU�SURFHVV�IURP�WKH�SDFNHW�LQIRUPDWLRQ�
E\�XVLQJ�90�LQWURVSHFWLRQ��7KHQ�LW�JHQHUDWHV�D�
GHQ\�UXOH�WKDW�FRQVLVWV�RI�WKH�,3�DGGUHVV�DQG�SRUW�
QXPEHU�RI�WKH�GHVWLQDWLRQ�KRVW��WKH�,'�RI�WKH�
VRXUFH�90��DQG�WKH�SURFHVV�,'�DQG�XVHU�,'�RI�
WKH�DWWDFN�VRXUFH��)RU�H[DPSOH��ZKHQ�D�SURFHVV�
ZKRVH�,'�LV������DQG�RZQHU¶V�XVHU�,'�LV�����
SHUIRUPV�SRUWVFDQV�DJDLQVW�YDULRXV�KRVWV��[)LOWHU�
JHQHUDWHV�WKH�ILUVW�UXOH�LQ�)LJXUH����,I�DWWDFNV�DUH�
PRXQWHG�DJDLQVW�D�VSHFLILF�,3�DGGUHVV�RU�SRUW��
[)LOWHU�JHQHUDWHV�D�UXOH�WKDW�VSHFLILHV�LW��6XFK�
D�UXOH�LV�SURFHVV�OHYHO�DQG�HIIHFWLYH�DV�ORQJ�DV�

)LJXUH����[)LOWHU�UXQQLQJ�LQ�WKH�900

)LJXUH����7KH�UXOHV�DGGHG�E\�[)LOWHU�IRU�SUHYHQWLQJ�SRUWVFDQV
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WKH�VSHFLILHG�SURFHVV�FRQWLQXHV�SRUWVFDQV��7KH�
JHQHUDWHG�UXOH� LV� UHPRYHG�ZKHQ�DQ\�SDFNHWV�
DUH�QRW�ILOWHUHG�RXW�E\�WKH�UXOH�IRU�D�ZKLOH��H�J���
���PLQXWHV�

7R�LQFUHDVH�WKH�HIIHFWLYHQHVV�RI�WKH�JHQHU�
DWHG�UXOHV��[)LOWHU�PHUJHV�D�JHQHUDWHG�UXOH�ZLWK�
WKH�H[LVWLQJ�RQHV�DV�QHFHVVDU\��,I�DQ�DWWDFNLQJ�
SURFHVV�FKDQJHV�IUHTXHQWO\��SURFHVV�OHYHO�UXOHV�
EHFRPH�LQHIIHFWLYH�VRRQ��:KHQ�WKHUH�DUH�PDQ\�
JHQHUDWHG�UXOHV��H�J���ILYH�UXOHV��LQ�ZKLFK�RQO\�
SURFHVV�,'V�DUH�GLIIHUHQW��[)LOWHU�PHUJHV�WKHP�
LQWR�RQH�QHZ�UXOH�LQ�ZKLFK�WKH�SURFHVV�,'�LV�D�
ZLOGFDUG��DV�VKRZQ�LQ�WKH�VHFRQG�UXOH�LQ�)LJXUH�
���6XFK�D�UXOH�LV�XVHU�OHYHO�DQG�HIIHFWLYH�DV�ORQJ�
DV�WKH�VSHFLILHG�XVHU�FRQWLQXHV�SRUWVFDQV��,Q�
VWHDG��WKLV�LV�FRDUVHU�JUDLQHG�WKDQ�SURFHVV�OHYHO�
UXOHV��VR�WKDW�WKH�VSHFLILHG�XVHU�FDQQRW�VHQG�DQ\�
SDFNHWV�� ,I� WKH� DWWDFNHUV� WDNH� URRW� SULYLOHJHV�
DQG�FKDQJH�XVHU�,'V�IUHTXHQWO\��[)LOWHU�JHQHU�
DWHV�RQH�QHZ�UXOH�LQ�ZKLFK�WKH�XVHU�,'�LV�DOVR�
D�ZLOGFDUG�DQG�UHPRYHV�WKH�RWKHU�UXOHV��(YHQ�
LQ�WKLV�ZRUVW�FDVH��WKH�UXOH�EHFRPHV�WKH�VDPH�
DV�RQH�XVHG�DW�HGJH�ILUHZDOOV��,Q�VXFK�D�ZD\��
[)LOWHU�FDQ�SUHYHQW�WKH�H[SORVLRQ�RI�WKH�QXPEHU�
RI�JHQHUDWHG�UXOHV�

:KHQ� D� QHZ� UXOH� LV� JHQHUDWHG�� [)LOWHU�
DOHUWV�WKH�XVHU�RI�D�WDUJHW�90�WR�VROYH�D�SURE�
OHP��6LQFH�WKH�XVHU�FDQ�NQRZ�ZKLFK�SURFHVV�
RU�XVHU�LV�FRPSURPLVHG��LW�LV�HDV\�WR�LGHQWLI\�
FRPSURPLVHG�DSSOLFDWLRQV��$IWHU� WKH�XVHU�UH�
FRYHUV�WKDW�90�E\�IL[LQJ�YXOQHUDELOLWLHV��,DD6�
DGPLQLVWUDWRUV�UHPRYH�WKH�DGGHG�UXOH��7R�HDVH�
WKHLU�EXUGHQ��LW�LV�XVHIXO�WR�SURYLGH�WKH�LQWHUIDFH�
WR�FHQWUDOO\�PDLQWDLQ�UXOHV�VWRUHG�LQ�PDQ\�KRVWV��
)XUWKHUPRUH��LW�PD\�EH�SRVVLEOH�WR�DOORZ�,DD6�
XVHUV�WKHPVHOYHV�WR�UHPRYH�UXOHV�LQ�RUGHU�QRW�
WR�LQYROYH�,DD6�DGPLQLVWUDWRUV��,I�XVHUV�UHPRYH�
UXOHV�ZLWKRXW�VROYLQJ�SUREOHPV��[)LOWHU�ZRXOG�
DGG�WKH�VDPH�UXOH�DJDLQ�

'HYHORSPHQW�6XSSRUW

2QH� GLVDGYDQWDJH� RI� UXQQLQJ� [)LOWHU� LQ� WKH�
900�LV�WKH�GLIILFXOW\�RI�WKH�GHYHORSPHQW�RI�
[)LOWHU��[)LOWHU�KDV�WR�EH�H[WHQGHG�VR�WKDW�LW�FDQ�
GHWHFW�QHZ�RXWJRLQJ�DWWDFNV�DQG�ILOWHU�SDFNHWV�
ZLWK�PRUH�LQIRUPDWLRQ�LQVLGH�JXHVW�RSHUDWLQJ�
V\VWHPV��:KHQ�WKH�GHYHORSHUV�H[WHQG�[)LOWHU��

WKH\� KDYH� WR�PRGLI\� WKH�900��7KLV� FDXVHV�
WZR� SUREOHPV�� )LUVW�� WKH� GHYHORSHUV� KDYH� WR�
UHERRW�WKH�ZKROH�V\VWHP�WR�DFWLYDWH�QHZ�[)LOWHU�
ZKHQHYHU�WKH\�PRGLI\�LW�D�ELW��6HFRQG��EXJV�LQ�
[)LOWHU�FDQ�FUDVK�WKH�ZKROH�900�HDVLO\�DQG�
UHVXOW� LQ� UHERRWLQJ� WKH�ZKROH� V\VWHP��$W� WKH�
LQLWLDO� VWDJH�RI� WKH�GHYHORSPHQW��QHZ� LPSOH�
PHQWDWLRQ�RI�[)LOWHU�LQFOXGHV�PDQ\�EXJV�GXH�
WR� WKH� FRPSOH[LW\� RI� SURJUDPPLQJ� IRU� 90�
LQWURVSHFWLRQ��)UHTXHQW� UHERRWV�RI� WKH�ZKROH�
V\VWHP�ORZHU�WKH�HIILFLHQF\�RI�WKH�GHYHORSPHQW�

)RU�WKH�SXUSRVH�RI�GHEXJJLQJ��[)LOWHU�DO�
ORZV�PRVW�RI�LWV�IXQFWLRQDOLW\�WR�UXQ�LQ�DQRWKHU�
90��QDPHG�WKH�KHOSHU�90��DV�LQ�)LJXUH����:KHQ�
WKH�[)LOWHU�FRUH�LQ�WKH�900�LQWHUFHSWV�D�SDFNHW��
LW�LQYRNHV�DQ�[)LOWHU�PRGXOH�LQ�WKH�KHOSHU�90��
7KH�PRGXOH� LQWURVSHFWV� WKH� WDUJHW�90�XVLQJ�
WKH�IXQFWLRQ�RI�WKH�900��7KLV�DUFKLWHFWXUH�LV�
VLPLODU�WR�90ZDOO��6ULYDVWDYD�	�*LIILQ���������
6LQFH�DQ�[)LOWHU�PRGXOH�UXQV�DV�D�SURFHVV�LQ�WKH�
KHOSHU�90��DFWLYDWLQJ�D�QHZ�PRGXOH�RQO\�QHHGV�
WR� UHVWDUW� WKH� SURFHVV�� (YHQ�ZKHQ� D�PRGXOH�
FUDVKHV��WKH�GHYHORSHUV�FDQ�UHVWDUW�WKH�SURFHVV��
7KH�FUDVK�RI�D�PRGXOH�GRHV�QRW�DIIHFW�WKH�UHVW�
RI�WKH�V\VWHP�

$IWHU� WKH� GHYHORSHUV� ILQLVK� GHEXJJLQJ� D�
QHZ� [)LOWHU�PRGXOH�� WKH\� FDQ� HPEHG� LW� LQWR�
WKH�900�ZLWKRXW� DQ\�PRGLILFDWLRQ�� [)LOWHU�
SURYLGHV�WKH�FRPPRQ�DSSOLFDWLRQ�SURJUDPPLQJ�
LQWHUIDFH��$3,��IRU�LWV�PRGXOH�ERWK�LQ�WKH�900�
DQG� LQ� WKH� KHOSHU� 90�� 7KH� GLIIHUHQFHV� WKDW�
FRPH�IURP�ZKHUH�WKH�PRGXOH�UXQV�DUH�KLGGHQ�
E\�WKH�$3,�SURYLGHG�E\�[)LOWHU��)RU�H[DPSOH��
WKH�PHWKRG�IRU�DFFHVVLQJ�WKH�PHPRU\�RI�90V�
LV�GLIIHUHQW�EHWZHHQ�WKH�900�DQG�WKH�KHOSHU�
90��EXW�[)LOWHU�SURYLGHV�WKH�VDPH�LQWHUIDFH�WR�
GR�WKDW��(PEHGGLQJ�WKH�PRGXOH�LQWR�WKH�900�
LV�QHFHVVDU\�LQ�WHUPV�RI�SHUIRUPDQFH�

/LPLWDWLRQ

[)LOWHU�FDQQRW�SHUIRUP�SLQSRLQW�DFWLYH�UHVSRQVHV�
ZKHQ�WKH�DWWDFNHUV�DQG�OHJLWLPDWH�DSSOLFDWLRQV�
XVH�VHUYHU�SURFHVVHV�VKDUHG�LQ�D�90�WR�VHQG�
SDFNHWV��)RU�H[DPSOH��WKH�DWWDFNHUV�FDQ�XVH�D�
ORFDO� 6073� VHUYHU� WR�PRXQW� 63$0�DWWDFNV��
ZKHUHDV� WKH� RWKHU� DSSOLFDWLRQV� XVH� WKH� VDPH�
VHUYHU��:KHQ�[)LOWHU�GHWHFWV�WKH�63$0�DWWDFNV��



&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

,QWHUQDWLRQDO�-RXUQDO�RI�$GDSWLYH��5HVLOLHQW�DQG�$XWRQRPLF�6\VWHPV����������������$SULO�-XQH����������

LW�DGGV�D�UXOH�IRU�GHQ\LQJ�DOO�WKH�SDFNHWV�IURP�
WKH� 6073� VHUYHU�� ZKLFK� LV� UHJDUGHG� DV� WKH�
SURFHVV�RI�DQ�DWWDFN�VRXUFH��7KLV�UXOH�EORFNV�
H�PDLOV� IURP�QRW� RQO\� WKH� DWWDFNHUV� EXW� DOVR�
OHJLWLPDWH�DSSOLFDWLRQV��7R�DFKLHYH�SLQSRLQW�DF�
WLYH�UHVSRQVHV��DSSOLFDWLRQV�VKRXOG�XVH�H[WHUQDO�
6073� VHUYHUV� WR� VHQG� H�PDLOV�� 6SHFLILFDOO\��
3HUO�DQG�3+3�VFULSWV�LQ�ZHE�VHUYHUV�VKRXOG�XVH�
1HW��6073�DQG�3($5��0DLO��UHVSHFWLYHO\��,I�
DSSOLFDWLRQV�GR�QRW�XVH�D�ORFDO�6073�VHUYHU��
[)LOWHU�FRXOG�EORFN�H�PDLOV�RQ�WKH�EDVLV�RI�WKH�
VHQGHU�SURFHVVHV�

,03/(0(17$7,21

:H� KDYH� LPSOHPHQWHG� [)LOWHU� LQ� ;HQ� ������
�%DUKDP�HW�DO����������;HQ�SURYLGHV�D�SULYLOHJHG�
90�FDOOHG�GRPDLQ���DQG�UHJXODU�90V�FDOOHG�
GRPDLQ�8V��'RPDLQ���LV�RIWHQ�UHJDUGHG�DV�D�SDUW�
RI�WKH�900�EHFDXVH�LW�KDQGOHV�,�2�IRU�GRPDLQ�
8V��:H�WDUJHWHG�SDUD�YLUWXDOL]HG�/LQX[��������
IRU�WKH�[������DUFKLWHFWXUH�DV�JXHVW�RSHUDWLQJ�
V\VWHPV� UXQQLQJ� LQ� GRPDLQ�8V�� +RZHYHU�� LW�
LV�QRW�GLIILFXOW� WR� LPSOHPHQW�[)LOWHU� LQ�IXOO\�
YLUWXDOL]HG�/LQX[�RI�;HQ�DQG�.90��.LYLW\�	�
7RVDWWL��������

7R�UHGXFH�WKH�RYHUKHDG�RI�90�LQWURVSHFWLRQ�
DQG�PDNH�SDFNHW� ILOWHULQJ�ZLWK� VHQGHU� LQIRU�
PDWLRQ� HIILFLHQW��ZH� KDYH� GHYHORSHG� VHYHUDO�

RSWLPL]DWLRQ�WHFKQLTXHV��2XU�WHFKQLTXHV�DUH�����
90�LQWURVSHFWLRQ�LQ�WKH�900��QRW�LQ�GRPDLQ�
�������RSWLPL]HG�VHQGHU�WUDYHUVDO������WKH�GHFL�
VLRQ�FDFKH��DQG�����WZR�SKDVH�DWWDFN�GHWHFWLRQ�

6\VWHP�$UFKLWHFWXUH

$V�LOOXVWUDWHG�LQ�)LJXUH����[)LOWHU�FRQVLVWV�RI�
WKUHH�FRPSRQHQWV��WKH�FRUH��WKH�GHWHFWRU��DQG�
WKH� LQVSHFWRU��:KHQ� D�SURFHVV� LVVXHV� V\VWHP�
FDOOV� VXFK� DV� VHQG� LQ� GRPDLQ�8�� WKH� RSHUDW�
LQJ�V\VWHP�NHUQHO�WUDQVPLWV�D�SDFNHW�ZLWK�WKH�
IURQW�HQG�QHWZRUN�GULYHU�FDOOHG�QHWIURQW��7KH�
QHWIURQW�GULYHU�SDVVHV�WKH�SDFNHW�WR�WKH�EDFN�
HQG�GULYHU�FDOOHG�QHWEDFN�LQ�GRPDLQ���DQG�WKH�
QHWEDFN�GULYHU�LQYRNHV�WKH�[)LOWHU�FRUH��,I�WKH�
FRUH�GHFLGHV�WR�GHQ\�WKDW�SDFNHW��LW�GLVFDUGV�WKH�
SDFNHW��RWKHUZLVH��LW�SDVVHV�WKH�SDFNHW�WR�WKH�
[)LOWHU�GHWHFWRU��,I�WKH�GHWHFWRU�MXGJHV�WKDW�WKH�
SDFNHW�LV�XVHG�IRU�DWWDFNV��LW�JHQHUDWHV�D�QHZ�
ILOWHULQJ� UXOH� DQG� GLVFDUGV� WKH� SDFNHW�� ,I� WKH�
SDFNHW� LV�QRW� IRU� DWWDFNV�� WKH�GHWHFWRU�SDVVHV�
WKH�SDFNHW�WR�WKH�UHDO�GULYHU�

:KHQ�WKH�[)LOWHU�FRUH�DQG�GHWHFWRU�QHHG�90�
LQWURVSHFWLRQ��WKH\�LQYRNH�WKH�[)LOWHU�LQVSHFWRU�
LQ�WKH�900�E\�LVVXLQJ�D�QHZ�K\SHUYLVRU�FDOO��
7KH�LQVSHFWRU�SDXVHV�GRPDLQ�8�DQG�LQWURVSHFWV�
LWV�PHPRU\�WR�LGHQWLI\�WKH�SDFNHW�VHQGHU��:KHQ�
LW�LV�LQYRNHG�E\�WKH�FRUH��LW�DOVR�PDNHV�D�GHFL�
VLRQ�RQ�SDFNHW�ILOWHULQJ�ZLWK�WKH�REWDLQHG�VHQGHU�

)LJXUH����[)LOWHU�LQ�WKH�GHYHORSPHQW�SKDVH



&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

�����,QWHUQDWLRQDO�-RXUQDO�RI�$GDSWLYH��5HVLOLHQW�DQG�$XWRQRPLF�6\VWHPV����������������$SULO�-XQH�����

LQIRUPDWLRQ�DQG�UHWXUQV�WKH�GHFLVLRQ�WR�WKH�FRUH��
:KHQ�WKH�LQVSHFWRU�LV�LQYRNHG�E\�WKH�GHWHFWRU��
LW�VLPSO\�UHWXUQV�WKH�VHQGHU�LQIRUPDWLRQ�

[)LOWHU�UXQV�RQO\�WKH�LQVSHFWRU�LQ�WKH�900�
IRU� HIILFLHQF\��$OWKRXJK� WKH�[)LOWHU� FRUH�DQG�
GHWHFWRU�LQ�GRPDLQ���FRXOG�LQWURVSHFW�GRPDLQ�
8�E\�PDSSLQJ�LWV�PHPRU\�SDJHV��WKH�RYHUKHDG�
LV� ODUJHU�� 7KH�900� FDQ� GLUHFWO\� DFFHVV� WKH�
PHPRU\�RI�GRPDLQ�8�EHFDXVH�LW�PDQDJHV�WKH�
ZKROH�PHPRU\�LQ�WKH�V\VWHP��,Q�DGGLWLRQ��[)LOWHU�
FDQ�KDQGOH�DOO�SDFNHWV�RQO\�LQ�GRPDLQ���XQWLO�
VWHSSLQJ�VWRQH� DWWDFNV� DUH� GHWHFWHG��:KLOH� LW�
KDV�QR�ILOWHULQJ�UXOHV��WKH�FRUH�FDQ�LPPHGLDWHO\�
SDVV�SDFNHWV�WR�WKH�GHWHFWRU�ZLWKRXW�LQYRNLQJ�
WKH�LQVSHFWRU�LQ�WKH�900��,I�WKH�DOO�FRPSRQHQWV�
RI�[)LOWHU�UDQ�LQ�WKH�900��WKH�QHWEDFN�GULYHU�
ZRXOG�KDYH�WR�DOZD\V�LVVXH�WKH�K\SHUYLVRU�FDOO�

6HQGHU�7UDYHUVDO�ZLWK�
90�,QWURVSHFWLRQ

7KH�[)LOWHU� LQVSHFWRU�REWDLQV� LQIRUPDWLRQ�RQ�
WKH�GDWD�VWUXFWXUHV�DQG�JOREDO�V\PEROV�LQ�JXHVW�
RSHUDWLQJ� V\VWHP� NHUQHOV� IURP� WKHLU� GHEXJ�
LQIRUPDWLRQ��6XFK�GHEXJ�LQIRUPDWLRQ�LV�VWRUHG�
LQ� WKH�':$5)� IRUPDW� �':$5)�'HEXJJLQJ�
,QIRUPDWLRQ�)RUPDW�&RPPLWWHH���������7KHQ�WKH�
LQVSHFWRU�WUDQVODWHV�REWDLQHG�YLUWXDO�DGGUHVVHV�WR�
SK\VLFDO�DGGUHVVHV��,W�ORRNV�XS�SDJH�WDEOHV�LQ�WKH�
90V�DQG�SHUIRUPV�WKH�WUDQVODWLRQ�E\�LWVHOI��,W�KDV�

WR�DFFHVV�VHYHUDO�PHPRU\�SDJHV�SHU�WUDQVODWLRQ��
EXW�WKLV�RYHUKHDG�LV�PLQLPL]HG�WKDQNV�WR�UXQQLQJ�
WKH�LQVSHFWRU�LQ�WKH�900��7KHUH�DUH�OLEUDULHV�
IRU�LQWURVSHFWLQJ�JXHVW�RSHUDWLQJ�V\VWHPV��VXFK�
DV�;HQ$FFHVV��3D\QH�HW�DO���������DQG�/LE90,�
�3D\QH�	�/HLQKRV���������+RZHYHU��ZH�FRXOG�
QRW�XVH�WKHP�EHFDXVH�WKH\�LQWHQG�WR�EH�XVHG�E\�
XVHU�OHYHO�SURFHVVHV�RQ�GRPDLQ���

)LJXUH���LOOXVWUDWHV�KRZ�WKH�[)LOWHU�LQVSHF�
WRU�WUDYHUVHV�NHUQHO�GDWD�VWUXFWXUHV��7R�ILQG�D�
SURFHVV�VHQGLQJ�D�SDUWLFXODU�SDFNHW��WKH�LQVSHF�
WRU�WUDYHUVHV�WKH�SURFHVV�OLVW�LQ�GRPDLQ�8�IURP�
WKH�LQLWBWDVN�V\PERO��7KH�SURFHVV�OLVW�FRQVLVWV�
RI�DOO�WDVNBVWUXFW�REMHFWV��ZKLFK�FRQWDLQ�SURFHVV�
LQIRUPDWLRQ�VXFK�DV�SURFHVV�,'V�DQG�RZQHU¶V�
XVHU�,'��:KLOH�WUDYHUVLQJ�WKH�SURFHVV�OLVW��WKH�
LQVSHFWRU� GHHSO\� LQVSHFWV� WKH� VRFNHW� OLVW� WKDW�
HDFK�SURFHVV�RZQV��,I�WKH�LQVSHFWRU�ILQGV�WKH�
LQHWBVRFN� REMHFW� IRU� D� VRFNHW� ZKRVH� VRXUFH�
DQG�GHVWLQDWLRQ�,3�DGGUHVVHV�DQG�SRUW�QXPEHUV�
PDWFK�WKH�WDUJHW�SDFNHW��LW�UHJDUGV�WKH�SURFHVV�
RZQLQJ� WKDW� REMHFW� DV� D� VHQGHU�� :KHQ� RQH�
VRFNHW�LV�VKDUHG�EHWZHHQ�PXOWLSOH�SURFHVVHV�E\�
VSDZQLQJ�WKH�SURFHVV�WKDW�FUHDWHG�WKH�VRFNHW��
WKH� LQVSHFWRU� UHJDUGV� WKH� RULJLQDO� SURFHVV� DV�
D�VHQGHU��7KLV�DSSURDFK�LV�WKH�VDPH�DV�WKDW�LQ�
LSWDEOHV��1HWILOWHU�&RUH�7HDP��������

7R�LQWURVSHFW�WKH�JXHVW�RSHUDWLQJ�V\VWHP�
FRQVLVWHQWO\��WKH�[)LOWHU�LQVSHFWRU�ILUVW�FKHFNV�
VSLQ�ORFNV�IRU�LQWURVSHFWHG�GDWD�VWUXFWXUHV��)RU�

)LJXUH����7KH�DUFKLWHFWXUH�RI�[)LOWHU�LQ�;HQ
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H[DPSOH�� LI� WKH� JXHVW� RSHUDWLQJ� V\VWHP� GRHV�
QRW�DFTXLUH�WKH�VSLQ�ORFN�IRU�WKH�SURFHVV�OLVW��
WKH�LQVSHFWRU�FDQ�WUDYHUVH�WKH�OLVW�VDIHO\��2WK�
HUZLVH��WKH�LQVSHFWRU�DERUWV�90�LQWURVSHFWLRQ�
DQG�DWWHPSWV�WR�KDQGOH�WKDW�SDFNHW�DIWHU�D�ZKLOH�

2SWLPL]HG�6HQGHU�7UDYHUVDO

7KH�[)LOWHU�LQVSHFWRU�RSWLPL]HV�WKH�DERYH�VHQGHU�
WUDYHUVDO� ZKHQ� LW� GHFLGHV� ZKHWKHU� D� SDFNHW�
PDWFKHV�RQH�RI�WKH�ILOWHULQJ�UXOHV�RU�QRW��6LQFH�
WKH�DOJRULWKP�LQ�)LJXUH���QHHGV�WR�WUDYHUVH�DOO�
WKH�SURFHVVHV�DQG�VRFNHWV�LQ�WKH�JXHVW�RSHUDWLQJ�
V\VWHP��WKH�WLPH�LV�SURSRUWLRQDO�WR�WKRVH�QXP�
EHUV��7R�UHGXFH�WKH�QXPEHU�RI�NHUQHO�REMHFWV�
WR�EH� LQWURVSHFWHG�� WKH� LQVSHFWRU� ILUVW� FKHFNV�
ZKHWKHU�WKH�,'�RU�RZQHU�RI�HDFK�SURFHVV�PDWFKHV�
RQH�RI�WKH�ILOWHULQJ�UXOHV�ZKLOH�LW�WUDYHUVHV�WKH�
SURFHVV�OLVW��,I�ERWK�GR�QRW�PDWFK�DQ\�UXOHV��WKH�
LQVSHFWRU�FDQ�VNLS�WKH�GHHS�WUDYHUVDO�RI�WKH�VRFNHW�
OLVW�RZQHG�E\�WKH�SURFHVV��2QO\�IRU�D�SURFHVV�
ZKRVH�,'�RU�RZQHU�PDWFKHV�DW�OHDVW�RQH�RI�WKH�
UXOHV��WKH�LQVSHFWRU�H[DPLQHV�VRFNHWV�WKDW�WKH�
SURFHVV�RSHQV�

'HFLVLRQ�&DFKH

7KH�[)LOWHU�FRUH�PDLQWDLQV�GHFLVLRQ�FDFKH� WR�
VWRUH�WKH�GHFLVLRQV�PDGH�E\�WKH�[)LOWHU�LQVSHFWRU��

3DFNHWV�IORZHG�LQ�WKH�VDPH�FRQQHFWLRQ�KLW�RQ�
WKH�GHFLVLRQ�FDFKH��,Q�WKLV�FDVH��WKH�FRUH�UHXVHV�
WKH�GHFLVLRQ�REWDLQHG�IURP�WKH�GHFLVLRQ�FDFKH��
(YHQ�LI�WKH�FRUH�LQYRNHV�WKH�LQVSHFWRU��LW�ZRXOG�
REWDLQ�WKH�VDPH�GHFLVLRQ�DV�WKH�FDFKHG�RQH�LQ�
PRVW�FDVHV��:KHQ�D�VHQGHU�SURFHVV�FKDQJHV�LWV�
RZQHU��WKH�ODWHVW�GHFLVLRQ�E\�WKH�LQVSHFWRU�PD\�
EH� GLIIHUHQW� IURP� WKH� FDFKHG� RQH��+RZHYHU��
[)LOWHU� DSSOLHV� WKH� FDFKHG� GHFLVLRQ� EHFDXVH�
SDFNHWV�LQ�WKH�VDPH�FRQQHFWLRQ�VKRXOG�EH�UHODWHG�
WR�WKH�RULJLQDO�SURFHVV�DQG�RZQHU�

)RU� 7&3� FRQQHFWLRQV�� WKH� [)LOWHU� FRUH�
PDQDJHV� WKH� GHFLVLRQ� FDFKH� RQ� WKH� EDVLV� RI�
WKH�7&3�FRQWURO�ELWV�LQ�SDFNHW�KHDGHUV��:KHQ�
D�QHZ�FRQQHFWLRQ�LV�EHLQJ�HVWDEOLVKHG�DQG�WKH�
FRUH�UHFHLYHV�D�SDFNHW�ZLWK�WKH�6<1�IODJ�VHW��
LW�LQYRNHV�WKH�[)LOWHU�LQVSHFWRU�DQG�WKHQ�DGGV�
D�QHZ�HQWU\�WR�WKH�GHFLVLRQ�FDFKH��7KH�HQWU\�
LQFOXGHV�VRXUFH�DQG�GHVWLQDWLRQ�,3�DGGUHVVHV��
SRUW�QXPEHUV��DQG�DOORZ�RU�GHQ\�DV�D�GHFLVLRQ��
:KHQ�DQ�H[LVWLQJ�FRQQHFWLRQ�LV�WHUPLQDWHG�RU�
UHVHW�DQG�WKH�FRUH�UHFHLYHV�D�SDFNHW�ZLWK�WKH�),1�
RU�567�IODJ�VHW��LW�UHPRYHV�WKH�FRUUHVSRQGLQJ�
HQWU\��)RU�WKH�RWKHU�SDFNHWV��WKH�FRUH�ORRNV�XS�
WKH� GHFLVLRQ� FDFKH��7KH� FRUH�PDQDJHV� WKRVH�
HQWULHV� LQ� D� OHDVW�UHFHQWO\�XVHG� �/58�� PDQ�
QHU�DQG�VLPSO\�LQYRNHV�WKH�LQVSHFWRU�DJDLQ�LI�
QHFHVVDU\�HQWULHV�DUH�HYLFWHG�

)LJXUH����7KH�WUDYHUVDO�RI�NHUQHO�GDWD�VWUXFWXUHV
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7ZR�3KDVH�$WWDFN�'HWHFWLRQ

6LQFH� [)LOWHU� GHWHFWV� DWWDFNV� XVLQJ� VHQGHU�
LQIRUPDWLRQ�DV�ZHOO�DV�SDFNHW�KHDGHUV��LW�PXVW�
SHUIRUP�90�LQWURVSHFWLRQ�IRU�DOO�SDFNHWV�HYHQ�
LI�DQ\�DWWDFNV�DUH�QRW�PRXQWHG��7KH�DERYH�RSWL�
PL]DWLRQ�WHFKQLTXHV�VXFK�DV�RSWLPL]HG�VHQGHU�
WUDYHUVDO�DQG�WKH�GHFLVLRQ�FDFKH�FDQQRW�EH�XVHG�
WR�PLWLJDWH�WKH�RYHUKHDG�RI�90�LQWURVSHFWLRQ�
LQ�DWWDFN�GHWHFWLRQ��6LQFH�WKHUH�DUH�DQ\�HQWULHV�
LQ�WKH�GHFLVLRQ�FDFKH�\HW��[)LOWHU�KDV�WR�WUDYHUVH�
DOO�SURFHVVHV�DQG�VRFNHWV�VHTXHQWLDOO\�XQWLO�LW�
ILQG�WKH�VRFNHW�VHQGLQJ�D�WDUJHW�SDFNHW�

7R�UHGXFH�WKH�RYHUKHDG�XQGHU�QR�DWWDFNV��
WKH�[)LOWHU�GHWHFWRU�KDV�WZR�SKDVHV��GHWHFWLRQ�
DQG� LQVSHFWLRQ�� ,Q� WKH� GHWHFWLRQ� SKDVH�� WKH�
GHWHFWRU�H[DPLQHV�RXWJRLQJ�SDFNHWV�ZLWK�RQO\�
LQIRUPDWLRQ�LQFOXGHG�LQ�SDFNHW�KHDGHUV��6LQFH�
WKH�GHWHFWRU�LQ�WKLV�SKDVH�LV�WKH�VDPH�DV�WKH�RQHV�
IRU�HGJH�ILUHZDOOV��WKH�RYHUKHDG�RI�WKH�DWWDFN�
GHWHFWLRQ�LV�PLQLPXP�

2QFH� WKH� GHWHFWRU� GHWHFWV� DQ� DWWDFN�� LW�
FKDQJHV�LQWR�WKH�LQVSHFWLRQ�SKDVH��,Q�WKLV�SKDVH��
ZKHQHYHU� WKH� GHWHFWRU� UHFHLYHV� D� SDFNHW�� LW�
LGHQWLILHV�WKH�VHQGHU�SURFHVV�IURP�WKH�SDFNHW�
LQIRUPDWLRQ�E\�XVLQJ�90�LQWURVSHFWLRQ��:KHQ�
WKH�GHWHFWRU�GHWHFWV�DQ�DWWDFN�DJDLQ��LW�JHQHU�
DWHV� D� GHQ\� UXOH�� DV� VKRZQ� LQ� )LJXUH� ��� )RU�
PXOWL�SDFNHW�DWWDFNV�VXFK�DV�SRUWVFDQV�DQG�'R6�
DWWDFNV��WKH�GHWHFWRU�LV�LQ�WKH�LQVSHFWLRQ�SKDVH�
XQWLO�LW�GHWHFWV�DQ�DWWDFN�DJDLQ��1RWH�WKDW��IRU�
VLQJOH�SDFNHW�DWWDFNV��WKH�GHWHFWRU�FKDQJHV�EDFN�
LQWR�WKH�GHWHFWLRQ�SKDVH�VRRQ�DIWHU�LW�LQVSHFWV�
RQH�SDFNHW�GHWHFWHG�LQ�WKH�GHWHFWLRQ�SKDVH�DQG�
JHQHUDWHV�D�UXOH�

$OWKRXJK�WZR�SKDVH�DWWDFN�GHWHFWLRQ�FDQ�
UHGXFH� GHWHFWLRQ� RYHUKHDG� XQGHU� QR� DWWDFNV�
GUDPDWLFDOO\�� RQH� GUDZEDFN� LV� WKDW� WKH� WLPH�
QHHGHG�IRU�WKH�FRPSOHWLRQ�RI�DWWDFN�GHWHFWLRQ�
EHFRPHV� WZLFH� IRU�PXOWL�SDFNHW� DWWDFNV��7KH�
[)LOWHU�GHWHFWRU�KDV�WR�GHWHFW�WZR�DWWDFNV�LQ�WKH�
GHWHFWLRQ�DQG�LQVSHFWLRQ�SKDVHV��UHVSHFWLYHO\��
,Q�RWKHU�ZRUGV��[)LOWHU�FDQQRW� VWRS�RXWJRLQJ�
DWWDFNV�IRU�D�ORQJHU�WLPH��7KLV�PD\�OHDG�WR�IDOVH�
QHJDWLYHV�EHFDXVH�WKH�GHWHFWRU�FDQQRW�JHQHUDWH�
DQ\�UXOHV�XQOHVV�DWWDFNV�DUH�PRXQWHG�IRU�D�VXI�

ILFLHQW�SHULRG��7KH�PLWLJDWLRQ�RI�WKLV�SUREOHP�LV�
WKDW�FORXG�SURYLGHUV�DOHUW�WKH�90V¶�XVHUV�ZKHQ�
DWWDFNV�DUH�GHWHFWHG�LQ�WKH�GHWHFWLRQ�SKDVH�EXW�
QRW�GHWHFWHG�LQ�WKH�LQVSHFWLRQ�SKDVH�

6XSSRUW�IRU�5DZ�6RFNHWV

5DZ�VRFNHWV�DUH�XVHG�IRU�PRXQWLQJ�VSHFLDO�DW�
WDFNV��ZKLFK�FDQQRW�EH�PRXQWHG�ZLWK�UHJXODU�
VRFNHWV��)RU�H[DPSOH��6<1�IORRG�DWWDFNV�QHHG�
UDZ� VRFNHWV� WR� VHQG�RQO\�6<1�SDFNHWV� XVHG�
IRU�HVWDEOLVKLQJ�7&3�FRQQHFWLRQV��5DZ�VRFN�
HWV�HQDEOH�WKH�XVHU�WR�IUHHO\�DVVHPEOH�SDFNHWV�
ZLWK�SURWRFRO�KHDGHUV��7KLV�PHDQV�WKDW�NHUQHO�
REMHFWV�IRU�UDZ�VRFNHWV�GR�QRW�FRQWDLQ�SURWR�
FRO�LQIRUPDWLRQ�VXFK�DV�,3�DGGUHVVHV�DQG�SRUW�
QXPEHUV��7KHUHIRUH��WKH�[)LOWHU�LQVSHFWRU�FDQQRW�
ILQG�LQHWBVRFN�REMHFWV�VHQGLQJ�VXFK�SDFNHWV�E\�
VHQGHU�WUDYHUVDO�ZLWK�90�LQWURVSHFWLRQ�

7R�ILQG�SRVVLEOH�VHQGHUV�HYHQ�ZKHQ�UDZ�
VRFNHWV�DUH�XVHG��WKH�[)LOWHU�LQVSHFWRU�UHJDUGV�
DOO�WKH�SURFHVVHV�WKDW�RSHQ�DQ\�UDZ�VRFNHWV�DV�
VHQGHUV��,I�LW�ILQGV�D�UDZBVRFN�REMHFW�IRU�D�UDZ�
VRFNHW�GXULQJ�VHQGHU�WUDYHUVDO��LW�UHFRUGV�D�SUR�
FHVV�WKDW�RZQV�WKH�VRFNHW�DV�D�VHQGHU�FDQGLGDWH��
,I�LW�FDQQRW�ILQG�DQ�DSSURSULDWH�LQHWBVRFN�REMHFW�
DIWHU�WUDYHUVLQJ�DOO�VRFNHWV��LW�JXHVVHV�WKDW�D�UDZ�
VRFNHW�LV�SUREDEO\�XVHG�IRU�VHQGLQJ�WKH�SDFNHW��
2QFH�[)LOWHU�GHWHFWV�DWWDFNV�XVLQJ�D�UDZ�VRFNHW�
LQ� WKLV�ZD\�� WKH� LQVSHFWRU�GLVDEOHV�RSWLPL]HG�
VHQGHU� WUDYHUVDO� LQ� SDFNHW� ILOWHULQJ�� ,W� KDV� WR�
DOZD\V�WUDYHUVH�DOO�VRFNHWV�WR�HQVXUH�WKDW�WDUJHW�
SDFNHWV�DUH�QRW�VHQW�E\�OHJLWLPDWH�SURFHVVHV�

[)LOWHU�0RGXOH

,Q�WKH�GHYHORSPHQW�SKDVH��WKH�[)LOWHU�PRGXOH�
UXQV�DV�D�SURFHVV�LQ�GRPDLQ����DV�LQ�)LJXUH����
7KH�VWXE�DWWDFKHG�WR�WKH�PRGXOH�LVVXHV�D�V\VWHP�
FDOO�DQG�ZDLWV�XQWLO�WKH�[)LOWHU�FRUH�UHFHLYHV�D�
SDFNHW�IURP�WKH�QHWEDFN�GULYHU��2Q�UHFHLSW�RI�D�
SDFNHW��WKH�[)LOWHU�FRUH�ZDNHV�XS�WKH�PRGXOH�DQG�
WKH�V\VWHP�FDOO�UHWXUQV�WKH�,'�RI�WKH�GRPDLQ�8�
VHQGLQJ�WKH�SDFNHW�DQG�WKH�SDFNHW�KHDGHU��7KHQ�
WKH�VWXE�SDXVHV�WKH�GRPDLQ�8�ZLWK�WKH�IXQFWLRQ�
RI�WKH�900�DQG�LQYRNHV�WKH�PRGXOH��:KHQ�
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WKH�PRGXOH�LQ�GRPDLQ���DQDO\]HV�WKH�PHPRU\�
RI�WKH�GRPDLQ�8��LW�DFFHVVHV�WKH�PHPRU\�LQGL�
UHFWO\�XVLQJ�WKH�IXQFWLRQ�RI�WKH�900�EHFDXVH�
GRPDLQ���LV�LVRODWHG�IURP�GRPDLQ�8��)LQDOO\��
WKH�VWXE�SDVVHV�WKH�GHFLVLRQ�WR�WKH�[)LOWHU�FRUH�
E\�LVVXLQJ�WKH�V\VWHP�FDOO�DJDLQ�

7KH�FRVW�RI�PHPRU\�DFFHVVHV�RI�GRPDLQ�
8� IURP� GRPDLQ� �� LV� YHU\� KLJK�� 7KH� [)LOWHU�
PRGXOH�KDV�WR�XVH�WKH�K\SHUYLVRU�FDOO�WKDW�PDSV�
WKH�PHPRU\�SDJHV�RI�GRPDLQ�8�RQ�WKH�DGGUHVV�
VSDFH�RI�GRPDLQ����7KURXJK�WKH�PDSSHG�PHPRU\�
SDJHV�� WKH\� FDQ� UHIHU� WR� WKH� PHPRU\� RI� WKH�
JXHVW�RSHUDWLQJ�V\VWHP�DQG�DQDO\]H�LW��7R�PDS�
D�PHPRU\�SDJH�RI�GRPDLQ�8��WKH�K\SHUYLVRU�
FDOO�KDV�WR�DGG�D�QHZ�SDJH�WDEOH�HQWU\�WR�WKH�
SDJH� WDEOH� LQ�GRPDLQ����$W� WKH�VDPH�WLPH�� LW�
KDV�WR�IOXVK�7/%V��,Q�DGGLWLRQ��WKH�PRGXOH�DOVR�
KDV�WR�PDS�VHYHUDO�PHPRU\�SDJHV�XVHG�IRU�WKH�
SDJH�WDEOHV�LQ�GRPDLQ�8��7KH�PRGXOH�ORRNV�XS�
WKH�SDJH�WDEOHV�IRU�WKH�DGGUHVV�WUDQVODWLRQ��)RU�
H[DPSOH��LW�QHHGV�WR�PDS�IRXU�PHPRU\�SDJHV�
WR�WUDYHUVH�WKH�IRXU�OHYHO�SDJH�WDEOH��$OWKRXJK�
WKH�GHYHORSPHQW�SKDVH�GRHV�QRW�UHTXLUH�KLJK�
SHUIRUPDQFH�� WRR� ODUJH� RYHUKHDG� FDXVHV� IUH�
TXHQW�7&3�WLPHRXWV�DQG�PDNHV�WKH�WHVW�RI�WKH�
PRGXOH�GLIILFXOW�

7R�UHGXFH�WKH�RYHUKHDG�RI�90�LQWURVSHF�
WLRQ�IURP�GRPDLQ����ZH�DGGHG�D�QHZ�K\SHUYLVRU�
FDOO�IRU�HQDEOLQJ�FRS\�EDVHG�90�LQWURVSHFWLRQ��
7KH�K\SHUYLVRU�FDOO�WUDYHUVHV�WKH�SDJH�WDEOHV�RI�
VSHFLILHG�GRPDLQ�8�IURP�WKH�900��6LQFH�WKH�
900�FDQ�GLUHFWO\�DFFHVV�WKH�PHPRU\�RI�GRPDLQ�
8�ZLWKRXW�PHPRU\�PDSSLQJ��WKHUH�LV�QR�H[WUD�
RYHUKHDG�IRU�DFFHVVLQJ�WKH�SDJH�WDEOHV��7KHQ��
WKH�K\SHUYLVRU�FDOO�FRSLHV�WKH�FRQWHQWV�RI�WKH�
WDUJHW�PHPRU\�SDJH�WR�WKH�EXIIHU�SDVVHG�DV�LWV�
DUJXPHQW��7KLV�PHPRU\�FRS\�QHHGV�WR�QHLWKHU�
DGG�D�QHZ�SDJH�WDEOH�HQWU\�WR�WKH�SDJH�WDEOH�RI�
GRPDLQ���QRU�IOXVK�7/%V�

,Q�DGGLWLRQ��WR�UHGXFH�WKH�FRPPXQLFDWLRQ�
RYHUKHDG�EHWZHHQ�WKH�[)LOWHU�FRUH�DQG�PRGXOH��
WKH�FRUH�JDWKHUV�PXOWLSOH�SDFNHWV�DQG�SDVVHV�
WKHP�WR�WKH�PRGXOH�DW�RQFH��6LQFH�LW�LV�LQHIILFLHQW�
WR�WUDYHUVH�WKH�SURFHVV�OLVW�IRU�HDFK�SDFNHW��WKH�
PRGXOH�ILQGV�PXOWLSOH�VHQGHU�SURFHVVHV�IRU�DOO�
WKH�SDVVHG�SDFNHWV�GXULQJ�RQH�WUDYHUVDO�RI�WKH�
SURFHVV�OLVW��:H�FDOO�WKLV�RSWLPL]DWLRQ�WHFKQLTXH�
SDUDOOHO�VHQGHU�WUDYHUVDO��7KLV�FDQ�UHGXFH�WKH�
QXPEHU�RI�90�LQWURVSHFWLRQ�LQ�WRWDO��7R�DYRLG�
H[FHVVLYHO\� LQFUHDVLQJ� WKH� ODWHQF\� RI� SDFNHW�
VHQGLQJ��WKH�FRUH�ZDLWV�IRU�LQYRNLQJ�WKH�PRGXOH�
RQO\�IRU�D�VKRUW�SHULRG�

)LJXUH����7KH�DUFKLWHFWXUH�RI�[)LOWHU�LQ�WKH�GHYHORSPHQW�SKDVH
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:H�SHUIRUPHG�H[SHULPHQWV�IRU�GHPRQVWUDWLQJ�
WKH�HIIHFWLYHQHVV�RI�[)LOWHU�DQG�H[DPLQLQJ�LWV�
RYHUKHDGV��$V�DQ�H[DPSOH�RI�WKH�[)LOWHU�GHWHF�
WRU��ZH�KDYH�LPSOHPHQWHG�D�SRUWVFDQ�GHWHFWRU��
)RU�D�VHUYHU�PDFKLQH��ZH�XVHG�D�3&�ZLWK�RQH�
,QWHO�&RUH�L��SURFHVVRU��������*%�RI�PHPRU\��
DQG�D�*LJDELW�(WKHUQHW�1,&��7KH�900�ZDV�
;HQ�������DQG�WKH�JXHVW�RSHUDWLQJ�V\VWHPV�LQ�
GRPDLQ���DQG�GRPDLQ�8�ZHUH�/LQX[���������:H�
DOORFDWHG���*%�RI�PHPRU\�WR�GRPDLQ���DQG���
*%�WR�GRPDLQ�8��)RU�D�FOLHQW�PDFKLQH��ZH�XVHG�
D�3&�ZLWK�RQH�$WKORQ����SURFHVVRU����������*%�
RI�PHPRU\��DQG�D�*LJDELW�(WKHUQHW�1,&��7KHVH�
WZR�PDFKLQHV�ZHUH�FRQQHFWHG�ZLWK�D�*LJDELW�
(WKHUQHW�VZLWFK�

6HOI�3URWHFWLRQ�$JDLQVW�3RUWVFDQV

7R� GHPRQVWUDWH� WKDW� [)LOWHU� HQDEOHV� VHOI�
SURWHFWLRQ� DJDLQVW� SRUWVFDQV�� ZH� SHUIRUPHG�
SRUWVFDQV�IURP�D�YLFWLP�90�WR�WKH�RXWVLGH�KRVWV�
XVLQJ�QPDS��/\RQ���������:H�DWWHPSWHG�ERWK�
QRUPDO�7&3�VFDQV�XVLQJ� UHJXODU� VRFNHWV�DQG�
7&3�6<1�VFDQV�XVLQJ�UDZ�VRFNHWV��)LUVW��ZH�
UDQ�RQH�QPDS�SURFHVV�LQ�WKH�90��$V�D�UHVXOW��
WKH�[)LOWHU�GHWHFWRU�FRXOG�GHWHFW�WKH�ERWK�W\SHV�
RI�SRUWVFDQV�DQG�VWRS�WKH�VXFFHVVLYH�DWWDFNV�E\�
DXWRPDWLFDOO\�JHQHUDWLQJ�D�SURFHVV�OHYHO�UXOH�
OLNH�WKH�ILUVW�UXOH�LQ�)LJXUH����:H�FRQILUPHG�WKDW�
WKH�RWKHU�SURFHVVHV�VXFK�DV�66+�FRXOG�FRP�
PXQLFDWH�ZLWK�WKH�RXWVLGH�KRVWV�XQGHU�WKLV�UXOH�

1H[W��ZH�UDQ�PDQ\�QPDS�SURFHVVHV�LQ�WKH�
90�E\�VWDUWLQJ�DQRWKHU�QPDS�SURFHVV�DIWHU�RQH�
QPDS�SURFHVV�ILQLVKHG�D�VHTXHQFH�RI�SRUWVFDQV��
,Q�WKLV�FDVH��WKH�GHWHFWRU�DOVR�GHWHFWHG�WKH�SRUWV�
FDQV�DQG�JHQHUDWHG�SURFHVV�OHYHO�UXOHV�IRU�HDFK�
SURFHVV��$IWHU�ZH�FRQWLQXHG�WKH�SRUWVFDQV��WKH�
GHWHFWRU�DXWRPDWLFDOO\�PHUJHG�ILYH�WKHVH�UXOHV�
LQWR�RQH�XVHU�OHYHO�UXOH�OLNH�WKH�VHFRQG�UXOH�LQ�
)LJXUH���WR�VWRS�DQ\�SRUWVFDQV�IURP�WKH�VDPH�
XVHU��7KH�XVHU�FRXOG�QRW�FRPPXQLFDWH�ZLWK�DQ\�
RXWVLGH�KRVWV�GXH�WR�WKLV�UXOH��EXW�WKH�RWKHU�XVHUV�
FRXOG�VWLOO�XVH�WKH�QHWZRUN�

2YHUKHDGV�RI�90�,QWURVSHFWLRQ

7R�H[DPLQH�WKH�RYHUKHDG�RI�90�LQWURVSHFWLRQ��
ZH�PHDVXUHG�WKH�WLPH�QHHGHG�IRU�H[HFXWLQJ�WKH�
[)LOWHU� LQVSHFWRU��)LUVW��ZH�FKDQJHG� WKH� WRWDO�
QXPEHU�RI�SURFHVVHV� LQ�D�90�DQG�PHDVXUHG�
WKH�H[HFXWLRQ�WLPH��:H�VSHFLILHG�D�QRQ�H[LVWHQW�
SURFHVV�,'�LQ�D�ILOWHULQJ�UXOH�VR�WKDW�WKH�[)LOWHU�
LQVSHFWRU�WUDYHUVHG�WKH�HQWLUH�SURFHVV�OLVW�DQG�
FKHFNHG�WKH�SURFHVV�,'V�RI�DOO�WKH�SURFHVVHV��
,Q�WKLV�H[SHULPHQW��WKH�LQVSHFWRU�GLG�QRW�GHHSO\�
LQVSHFW� NHUQHO� GDWD� VWUXFWXUHV� IRU� VRFNHWV��
)LJXUH���D��VKRZV�WKH�H[HFXWLRQ�WLPH��ZKLFK�
LV�SURSRUWLRQDO�WR�WKH�QXPEHU�RI�SURFHVVHV�DQG�
WDNHV����QV�SHU�SURFHVV�

6HFRQG��ZH�FKDQJHG�WKH�WRWDO�QXPEHU�RI�
VRFNHWV�FUHDWHG�E\�RQH�SURFHVV�DQG�PHDVXUHG�
WKH�H[HFXWLRQ�WLPH�RI�WKH�[)LOWHU�LQVSHFWRU��:H�
VSHFLILHG�DQ�H[LVWHQW�XVHU�,'�LQ�D�ILOWHULQJ�UXOH�
VR�WKDW�WKH�LQVSHFWRU�GHHSO\�LQVSHFWHG�VRFNHWV��
)LJXUH���E��VKRZV�WKH�UHVXOW��7KH�WLPH�LV�DS�
SUR[LPDWHO\� SURSRUWLRQDO� WR� WKH� QXPEHU� RI�
VRFNHWV�DQG�WDNHV����QV�SHU�VRFNHW��7KLV�PHDQV�
WKDW�WKH�RYHUKHDG�RI�LQVSHFWLQJ�VRFNHWV�LV�ODUJHU�
WKDQ�WKDW�RI�LQVSHFWLQJ�SURFHVVHV�

7KLUG��ZH�FKDQJH�WKH�QXPEHU�RI�ILOWHULQJ�
UXOHV� IRU�[)LOWHU�DQG�PHDVXUHG� WKH�H[HFXWLRQ�
WLPH�RI� WKH�[)LOWHU� LQVSHFWRU��:H� VSHFLILHG� D�
QRQ�H[LVWHQW�SURFHVV�,'�LQ�DOO�WKH�UXOHV��)LJXUH�
��F��VKRZV�WKH�UHVXOW��7KH�WLPH�LV�SURSRUWLRQDO�
WR� WKH�QXPEHU�RI� UXOHV� DQG� WDNHV�����QV�SHU�
UXOH��7KH�QXPEHU�RI�UXOHV�LV�XVXDOO\�QRW�VR�ODUJH�
EHFDXVH�[)LOWHU�PHUJHV�UXOHV�

(IIHFW�RI�2SWLPL]HG�
6HQGHU�7UDYHUVDO

7R�H[DPLQH�WKH�HIIHFWV�RI�YDULRXV�RSWLPL]DWLRQ�
WHFKQLTXHV�IRU�PLWLJDWLQJ�WKH�RYHUKHDGV�RI�90�
LQWURVSHFWLRQ��ZH�PHDVXUHG�WKH�WKURXJKSXW�DQG�
WKH� UHVSRQVH� WLPH�RI� WKH�$SDFKH�ZHE� VHUYHU�
�$SDFKH�6RIWZDUH�)RXQGDWLRQ���������:H�XVHG�
WKH�$SDFKH%HQFK� EHQFKPDUNLQJ� WRRO��ZKLFK�
UDQ�LQ�WKH�FOLHQW�PDFKLQH��$SDFKH%HQFK�VHQW�
+773� UHTXHVWV� WR� WKH�ZHE� VHUYHU� UXQQLQJ� LQ�
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WKH�90�RI�WKH�VHUYHU�PDFKLQH��7KH�VL]H�RI�WKH�
UHTXHVWHG�+70/�ILOH�ZDV����.%��ZKLFK�ZDV�
UHODWLYHO\�VPDOO��7KH�EDVHOLQH�LV�WKH�SHUIRUPDQFH�
ZKHQ�ZH�GLG�QRW�XVH�[)LOWHU��$W�WKDW�WLPH��WKH�
WKURXJKSXW�ZDV�����UHTXHVWV�V�DQG�WKH�UHVSRQVH�
WLPH�ZDV������PV�

)LUVW��ZH�H[DPLQHG�WKH�HIIHFW�RI�RSWLPL]HG�
VHQGHU�WUDYHUVDO��)RU�WKLV�SXUSRVH��ZH�FKDQJHG�

WKH�QXPEHU�RI�SURFHVVHV�DQG�PHDVXUHG�WKH�ZHE�
SHUIRUPDQFH��:H�XVHG�WKH�VDPH�ILOWHULQJ�UXOH�
DV� WKDW� IRU�SURFHVVHV� LQ� WKH�SUHYLRXV�VHFWLRQ��
)LJXUH���VKRZV� WKH� WKURXJKSXW�DQG� UHVSRQVH�
WLPH�ZKHQ�ZH�HQDEOHG�DQG�GLVDEOHG�RSWLPL]HG�
VHQGHU�WUDYHUVDO��7KH�ZHE�SHUIRUPDQFH�LQ�ERWK�
FDVHV� GHJUDGHG� LQ� SURSRUWLRQ� WR� WKH� QXPEHU�
RI�SURFHVVHV��)URP�WKHVH� UHVXOWV�� LW� LV� VKRZQ�

)LJXUH����7KH�SHUIRUPDQFH�LPSURYHPHQW�E\�RSWLPL]HG�VHQGHU�WUDYHUVDO

)LJXUH����7KH�LQWURVSHFWLRQ�WLPH�IRU�WKH�YDULRXV�QXPEHUV�RI�NHUQHO�REMHFWV�DQG�ILOWHULQJ�UXOHV
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WKDW�RSWLPL]HG�VHQGHU�WUDYHUVDO�DFKLHYHG�����
SHUIRUPDQFH�LPSURYHPHQW�IRU�����SURFHVVHV��
:KHUHDV�WKH�ZHE�SHUIRUPDQFH�GHJUDGHG�RQO\�
E\� ���� ZLWK� RSWLPL]HG� VHQGHU� WUDYHUVDO�� LW�
GHJUDGHG�E\�����ZLWKRXW�WKLV�RSWLPL]DWLRQ�

(IIHFW�RI�WKH�'HFLVLRQ�&DFKH

7R� H[DPLQH� WKH� HIIHFW� RI� WKH� GHFLVLRQ� FDFKH�
LQ�DGGLWLRQ�WR�RSWLPL]HG�VHQGHU�WUDYHUVDO��ZH�
FRPSDUHG� WKH� ZHE� SHUIRUPDQFH� ZKHQ� WKH�
GHFLVLRQ�FDFKH�ZDV�HQDEOHG�ZLWK�WKDW�ZKHQ�LW�

ZDV�GLVDEOHG��:H�FRQGXFWHG�WKUHH�H[SHULPHQWV�
IRU�YDULRXV�QXPEHUV�RI�SURFHVVHV��VRFNHWV��DQG�
UXOHV��)RU�HDFK��ZH�XVHG�WKH�VDPH�ILOWHULQJ�UXOH�
DV�WKDW�LQ�WKH�DERYH�VHFWLRQ�

)LUVW��ZH�PHDVXUHG�WKH�ZHE�SHUIRUPDQFH�
ZKHQ�ZH� FKDQJHG� WKH� QXPEHU� RI� SURFHVVHV��
)LJXUH���D��DQG���E��VKRZ�WKH�WKURXJKSXW�DQG�
UHVSRQVH�WLPH��UHVSHFWLYHO\��7KHVH�ILJXUHV�VKRZ�
WKDW�WKH�GHFLVLRQ�FDFKH�LPSURYHG�WKH�ZHE�SHU�
IRUPDQFH�E\�����IRU�����SURFHVVHV��7KH�ZHE�
SHUIRUPDQFH� GHJUDGHG� RQO\� E\� ���ZLWK� WKH�

)LJXUH����7KH�SHUIRUPDQFH�LPSURYHPHQW�E\�WKH�GHFLVLRQ�FDFKH
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GHFLVLRQ�FDFKH��ZKHUHDV� LW�GHJUDGHG�E\�����
ZLWKRXW�WKH�FDFKH�

1H[W��ZH�PHDVXUHG�WKH�ZHE�SHUIRUPDQFH�
IRU�YDULRXV�QXPEHUV�RI�VRFNHWV��$V�VKRZQ�LQ�
)LJXUH���F��DQG���G���WKH�SHUIRUPDQFH�GHJUDGD�
WLRQ�LV�SURSRUWLRQDO�WR�WKH�QXPEHU�RI�VRFNHWV��
ZKLFK�LV�VLPLODU�WR�WKH�DERYH�H[SHULPHQW�IRU�
SURFHVVHV��+RZHYHU��WKH�ZHE�SHUIRUPDQFH�ZDV�
LPSURYHG�E\�����IRU�����VRFNHWV��7KLV�LV�EH�
FDXVH�RSWLPL]HG�VHQGHU�WUDYHUVDO�FDQQRW�UHGXFH�
WKH�QXPEHU�RI�VRFNHWV�WR�EH�LQWURVSHFWHG�ZKHQ�
WKHLU�RZQHU�SURFHVV�VKRXOG�EH�FKHFNHG��:KLOH�
WKH� SHUIRUPDQFH� GHJUDGDWLRQ� ZDV� RQO\� ����
ZLWK�WKH�GHFLVLRQ�FDFKH��LW�ZDV�����ZLWKRXW�WKH�
FDFKH��7KLV�VKRZV�WKDW�WKH�QXPEHU�RI�VRFNHWV�
DIIHFWV�WKH�ZHE�SHUIRUPDQFH�PRUH�ODUJHO\�

7KLUG��ZH�FKDQJHG�WKH�QXPEHU�RI�ILOWHULQJ�
UXOHV�DQG�PHDVXUHG�WKH�ZHE�SHUIRUPDQFH��)LJXUH�
��H��DQG���I��VKRZ�WKH�UHVXOWV��7KH�SHUIRUPDQFH�
LPSURYHPHQW�E\�WKH�GHFLVLRQ�FDFKH�ZDV�����
HYHQ�IRU�����UXOHV��,Q�UHDOLW\��LI�����UXOHV�ZHUH�
QHHGHG��WKH�V\VWHP�ZRXOG�KDYH�EHHQ�FRPSOHWHO\�
FRPSURPLVHG�

(IIHFW�RI�7ZR�3KDVH�
$WWDFN�'HWHFWLRQ

7R� H[DPLQH� WKH� HIIHFW� RI� WZR�SKDVH� DWWDFN�
GHWHFWLRQ�� ZH� PHDVXUHG� WKH� SHUIRUPDQFH� RI�
WKH�ZHE�VHUYHU�ZKHQ�[)LOWHU�KDG�QR�ILOWHULQJ�
UXOHV�\HW��,Q�WKLV�H[SHULPHQW��WKH�[)LOWHU�GHWHF�
WRU�SHUIRUPHG�WKH�SRUWVFDQ�GHWHFWLRQ�IRU�HYHU\�
SDFNHW��)LJXUH����VKRZV�WKH�ZHE�SHUIRUPDQFH�
ZKHQ�ZH�FKDQJHG�WKH�QXPEHU�RI�SURFHVVHV�DQG�
VRFNHWV��UHVSHFWLYHO\�

,Q� WKH� GHWHFWLRQ� SKDVH�� WKH� SHUIRUPDQFH�
GHJUDGDWLRQ�ZDV�RQO\����EHFDXVH�WKH�GHWHFWRU�
GLG�QRW�SHUIRUP�90�LQWURVSHFWLRQ��7KLV�LV�WKH�
RYHUKHDG� IRU� GHWHFWLQJ� SRUWVFDQV� RQO\� IURP�
SDFNHW�KHDGHUV��,Q�WKH�LQVSHFWLRQ�SKDVH��RQ�WKH�
RWKHU�KDQG�� WKH�SHUIRUPDQFH�GHJUDGHG�DV� WKH�
QXPEHUV�RI�SURFHVVHV�DQG�VRFNHWV� LQFUHDVHG��
7KH� SHUIRUPDQFH� GHJUDGHG� E\� ���� IRU� ����
SURFHVVHV��ZKLOH�LW�GHJUDGHG�E\�����IRU�����
VRFNHWV��7KHVH�UHVXOWV�PHDQ�WKDW�WKH�RYHUKHDG�
RI�WKH�GHWHFWRU�LV�VPDOO�HQRXJK�XQWLO�RXWJRLQJ�
DWWDFNV�DUH�GHWHFWHG�

)LJXUH�����7KH�SHUIRUPDQFH�GHJUDGDWLRQ�E\�DWWDFN�GHWHFWLRQ
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2YHUKHDGV�IRU�6XSSRUWLQJ�
5DZ�6RFNHWV

7R� H[DPLQH� WKH� ILOWHULQJ� SHUIRUPDQFH� DIWHU�
[)LOWHU�GHWHFWHG�DQ�DWWDFN�XVLQJ�UDZ�VRFNHWV��
ZH�PHDVXUHG�WKH�ZHE�SHUIRUPDQFH�IRU�YDULRXV�
QXPEHUV�RI�SURFHVVHV�DQG�VRFNHWV��:KHQ�DWWDFNV�
DUH�PRXQWHG�XVLQJ�UDZ�VRFNHWV��WKH�[)LOWHU�LQ�
VSHFWRU�KDV�WR�WUDYHUVH�DOO�SURFHVVHV�DQG�VRFNHWV�
DQG�WKHQ�FDQQRW�XVH�RSWLPL]HG�VHQGHU�WUDYHUVDO��
:H�PHDVXUHG�WKH�SHUIRUPDQFH�ZLWK�DQG�ZLWKRXW�
WKH�GHFLVLRQ�FDFKH�EHFDXVH�WKH�GHFLVLRQ�FDFKH�
LV�XVHIXO�HYHQ� IRU�DWWDFNV�XVLQJ� UDZ�VRFNHWV��
7KH�GHFLVLRQ�FDFKH�FDQ�FKHFN�SDFNHW�KHDGHUV�
DVVHPEOHG�ZLWK�UDZ�VRFNHWV��:H�XVHG�WKH�VDPH�
ILOWHULQJ�UXOHV�DV�WKRVH�LQ�WKH�DERYH�VHFWLRQ�

)LJXUH� ���D�� DQG� ���E�� VKRZ� WKH� ZHE�
SHUIRUPDQFH�ZKHQ�ZH�FKDQJHG�WKH�QXPEHU�RI�
SURFHVVHV��:LWKRXW�WKH�GHFLVLRQ�FDFKH��WKH�SHU�
IRUPDQFH�GHJUDGHG�E\�����IRU�����SURFHVVHV��
FRPSDUHG�ZLWK�WKH�EDVHOLQH��7KH�GHFLVLRQ�FDFKH�
LPSURYHG� WKH� SHUIRUPDQFH� E\� ����� EXW� WKH�

SHUIRUPDQFH�ZDV�VWLOO�����ORZHU�WKDQ�WKDW�LQ�
SDFNHW�ILOWHULQJ�IRU�UHJXODU�VRFNHWV��6LPLODUO\��
)LJXUH����F��DQG����G��VKRZ�WKH�SHUIRUPDQFH�
ZKHQ�ZH�FKDQJHG�WKH�QXPEHU�RI�VRFNHWV��)RU�
����VRFNHWV��WKH�SHUIRUPDQFH�ZLWKRXW�WKH�FDFKH�
ZDV�����ORZHU� WKDQ� WKH�EDVHOLQH��7KDQNV� WR�
WKH� FDFKH�� WKH� SHUIRUPDQFH� ZDV� LPSURYHG�
E\������7KH�RYHUKHDG� IRU� GHDOLQJ�ZLWK� UDZ�
VRFNHWV�ZDV����

3HUIRUPDQFH�LQ�WKH�
'HYHORSPHQW�3KDVH

7R�H[DPLQH�WKH�ZHE�SHUIRUPDQFH�LQ�WKH�GHYHO�
RSPHQW�SKDVH��ZH�UDQ�RXU�[)LOWHU�PRGXOH�LQ�WKH�
KHOSHU�90�DQG�PHDVXUHG�WKH�WKURXJKSXW�DQG�
UHVSRQVH�WLPH��7KH�PRGXOH�SHUIRUPHG�SDFNHW�
ILOWHULQJ� ZLWK� VHQGHU� LQIRUPDWLRQ� DQG� XVHG�
RSWLPL]HG� VHQGHU� WUDYHUVDO� DQG� WKH� GHFLVLRQ�
FDFKH��,Q�DGGLWLRQ��ZH�H[DPLQHG�WKH�HIIHFW�RI�
WKH�RSWLPL]DWLRQ�WHFKQLTXHV�VSHFLILF�IRU�WKH�GH�
YHORSPHQW�SKDVH��FRS\�EDVHG�90�LQWURVSHFWLRQ�

)LJXUH�����7KH�ZHE�SHUIRUPDQFH�XQGHU�DWWDFNV�ZLWK�UDZ�VRFNHWV
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DQG�SDUDOOHO�VHQGHU�WUDYHUVDO��)RU�FRPSDULVRQ��
ZH�DOVR�PHDVXUHG�WKH�ZHE�SHUIRUPDQFH�ZKHQ�
WKH�PRGXOH�XVHG�WUDGLWLRQDO�PPDS�EDVHG�90�
LQWURVSHFWLRQ�

)LJXUH� ��� VKRZV� WKH� UHVXOWV�� )RU� ����
SURFHVVHV��WKH�RSWLPL]DWLRQ�RI�SDUDOOHO�VHQGHU�
WUDYHUVDO�REWDLQHG�����WLPHV�KLJKHU�SHUIRUPDQFH��
FRPSDUHG� ZLWK� SHU�SDFNHW� VHQGHU� WUDYHUVDO��
:KHQ�WKH�PRGXOH�SHUIRUPHG�FRS\�EDVHG�90�
LQWURVSHFWLRQ�DV�ZHOO��WKH�SHUIRUPDQFH�EHFDPH�
����WLPHV�KLJKHU�WKDQ�PPDS�EDVHG�RQH��+RZ�
HYHU��WKH�SHUIRUPDQFH�ZDV�RQO\����RI�WKDW�LQ�
[)LOWHU�UXQQLQJ�LQ�WKH�900��7KLV�PHDQV�WKDW�
UXQQLQJ�[)LOWHU�LQ�WKH�900�LV�LQGLVSHQVDEOH�
IRU�WKH�SURGXFWLRQ�SKDVH�

$OWKRXJK� WKH� DUFKLWHFWXUH� RI� 90ZDOO�
�6ULYDVWDYD�	�*LIILQ��������LV�VLPLODU�WR�RXUV�
LQ� WKH�GHYHORSPHQW�SKDVH�� LW� LV� UHSRUWHG� WKDW�
WKH�RYHUKHDG�RI�90ZDOO�ZDV����DW�PD[LPXP��
7KH� SULPDU\� UHDVRQ� LV� WKDW� WKH� RYHUKHDG� RI�
90ZDOO�ZDV�PHDVXUHG�ZKLOH� D� ODUJH� ILOH� RI�
����0%�ZDV�WUDQVIHUUHG��6LQFH�90ZDOO�XVHV�D�
PHFKDQLVP�VLPLODU�WR�RXU�GHFLVLRQ�FDFKH��LW�GLG�
QRW�SHUIRUP�90�LQWURVSHFWLRQ�IRU�PRVW�RI�WKH�
SDFNHWV��,Q�RXU�H[SHULPHQW��[)LOWHU�SHUIRUPHG�
90�LQWURVSHFWLRQ�PRUH�IUHTXHQWO\�EHFDXVH�RI�
WUDQVIHUULQJ�D�PXFK�VPDOOHU�ILOH�RI����.%��7KH�
VHFRQG�UHDVRQ�LV�WKDW�WKH�RYHUKHDG�RI�90ZDOO�
PD\�EH�PHDVXUHG�LQ�VPDOO�QXPEHUV�RI�SURFHVVHV�
DQG�VRFNHWV��+RZHYHU��WKHVH�QXPEHUV�DUH�QRW�
VKRZQ�LQ�WKH�OLWHUDWXUH�

&21&/86,21

,Q� WKLV� SDSHU�� ZH� SURSRVHG� DQ� HIILFLHQW� DQG�
ILQH�JUDLQHG�900�OHYHO� SDFNHW� ILOWHU�� FDOOHG�
[)LOWHU��IRU�VHOI�SURWHFWLRQ�RI�,DD6�FORXGV��[)LOWHU�
XVHV�90�LQWURVSHFWLRQ� WR�REWDLQ� LQIRUPDWLRQ�
RQ�VHQGHU�SURFHVVHV�LQ�90V��7R�PDNH�SDFNHW�
ILOWHULQJ�ZLWK�90�LQWURVSHFWLRQ�HIILFLHQW��ZH�
LQWURGXFHG�IRXU�RSWLPL]DWLRQ�WHFKQLTXHV��90�
LQWURVSHFWLRQ� LQ� WKH�900��RSWLPL]HG�VHQGHU�
WUDYHUVDO�� WKH� GHFLVLRQ� FDFKH�� DQG� WZR�SKDVH�
DWWDFN�GHWHFWLRQ��2XU�H[SHULPHQWV�VKRZHG�WKDW��
WKDQNV� WR� WKHVH� WHFKQLTXHV�� WKH� SHUIRUPDQFH�
GHJUDGDWLRQ� GXH� WR� [)LOWHU� ZDV� XVXDOO\� OHVV�
WKDQ������8QGHU�QR�DWWDFNV��WKH�RYHUKHDG�ZDV�
RQO\����

2QH� RI� RXU� IXWXUH� ZRUN� LV� XVLQJ� RWKHU�
LQIRUPDWLRQ� RQ� VHQGHU� SURFHVVHV� IRU� SDFNHW�
ILOWHULQJ��)RU�H[DPSOH��JURXSLQJ�SURFHVVHV�ZLWK�
LQIRUPDWLRQ�RQ�WKHLU�DQFHVWRUV�PD\�EH�KHOSIXO��
$OVR��LW�LV�QHFHVVDU\�WR�VXSSRUW�90�PLJUDWLRQ��
7R�FRQWLQXH�WR�DSSO\�ILOWHULQJ�UXOHV�DIWHU�90V�
DUH�PLJUDWHG�WR�RWKHU�KRVWV��ZH�KDYH�WR�PLJUDWH�
UXOHV�WRJHWKHU�ZLWK�90V��$QRWKHU�GLUHFWLRQ�LV�
FRQVLGHULQJ�KDUGZDUH�OHYHO�,�2�YLUWXDOL]DWLRQ�
VXFK�DV�65�,29� �3&,�6,*���������6LQFH� WKH�
900�FDQQRW�FDSWXUH�SDFNHWV�LQ�65�,29��ZH�
DUH� SODQQLQJ� WR� FRPELQH� SDFNHW� ILOWHULQJ� DW�
HGJH�ILUHZDOOV�DQG�90�LQWURVSHFWLRQ�DW�KRVWV�
UXQQLQJ�90V�

)LJXUH�����7KH�ZHE�SHUIRUPDQFH�LQ�WKH�GHYHORSPHQW�SKDVH



&RS\ULJKW���������,*,�*OREDO��&RS\LQJ�RU�GLVWULEXWLQJ�LQ�SULQW�RU�HOHFWURQLF�IRUPV�ZLWKRXW�ZULWWHQ�SHUPLVVLRQ�RI�,*,�*OREDO�LV�SURKLELWHG�

������,QWHUQDWLRQDO�-RXUQDO�RI�$GDSWLYH��5HVLOLHQW�DQG�$XWRQRPLF�6\VWHPV����������������$SULO�-XQH�����

$&.12:/('*0(17

7KLV� UHVHDUFK�ZDV� VXSSRUWHG� LQ� SDUW� E\� -67��
&5(67�

5()(5(1&(6

$PD]RQ�� ,QF�� �������� $PD]RQ� (ODVWLF� &RPSXWH�
&ORXG��KWWS���DZV�DPD]RQ�FRP�HF���

$PD]RQ��,QF����������$PD]RQ�:HE�6HUYLFHV��2YHU�
YLHZ�RI�6HFXULW\�3URFHVVHV��KWWS���DZV�DPD]RQ�FRP��
VHFXULW\��

$SDFKH�6RIWZDUH�)RXQGDWLRQ����������$SDFKH�+773�
6HUYHU�3URMHFW��KWWS���KWWSG�DSDFKH�RUJ���

%DUKDP�� 3��� 'UDJRYLF�� %��� )UDVHU�� .��� +DQG�� 6���
+DUULV��7���	�+R��$��HW�DO����������;HQ�DQG�WKH�$UW�
RI�9LUWXDOL]DWLRQ��,Q�3URFHHGLQJV�RI�6\PSRVLXP�RQ�
2SHUDWLQJ�6\VWHPV�3ULQFLSOHV��SS�����±�����

'LQDEXUJ��$���5R\DO��3���6KDULI��0���	�/HH��:����������
(WKHU��0DOZDUH�DQDO\VLV�YLD�+DUGZDUH�9LUWXDOL]D�
WLRQ�([WHQVLRQV��,Q�3URFHHGLQJV�RI�&RQIHUHQFH�RQ�
&RPSXWHU�DQG�&RPPXQLFDWLRQV�6HFXULW\��SS����±�����
GRL������������������������

':$5)�'HEXJJLQJ�,QIRUPDWLRQ�)RUPDW�&RPPLWWHH��
�������� ':$5)� 'HEXJJLQJ� ,QIRUPDWLRQ� )RUPDW�
9HUVLRQ����KWWS���GZDUIVWG�RUJ��

*DUILQNHO��7���	�5RVHQEOXP��0����������$�9LUWXDO�
0DFKLQH�,QWURVSHFWLRQ�%DVHG�$UFKLWHFWXUH�IRU�,QWUX�
VLRQ�'HWHFWLRQ��,Q�3URFHHGLQJV�RI�1HWZRUN�DQG�'LV�
WULEXWHG�6\VWHPV�6HFXULW\�6\PSRVLXP��SS�����±�����

*DUJ��6���	�6DUDQ��+����������$QWL�''R6�9LUWXDOL]HG�
2SHUDWLQJ�6\VWHP��,Q�3URFHHGLQJV�RI�,QWHUQDWLRQDO�
&RQIHUHQFH�RQ�$YDLODELOLW\��5HOLDELOLW\�DQG�6HFXULW\�
�SS�����±�����

-LDQJ��;���:DQJ��;���	�;X��'����������6WHDOWK\�0DO�
ZDUH�'HWHFWLRQ�7KURXJK�900�%DVHG�¶2XW�RI�WKH�
%R[¶�6HPDQWLF�9LHZ�5HFRQVWUXFWLRQ��,Q�3URFHHGLQJV�
RI�&RQIHUHQFH�RQ�&RPSXWHU�DQG�&RPPXQLFDWLRQV�
6HFXULW\��SS�����±�����

-RKQV��0����������,GHQWLILFDWLRQ�3URWRFRO��5)&������

-RVKL��$���.LQJ��6���'XQODS��*���	�&KHQ��3����������
'HWHFWLQJ� 3DVW� DQG� 3UHVHQW� ,QWUXVLRQV� WKURXJK�
9XOQHUDELOLW\�VSHFLILF� 3UHGLFDWHV�� ,Q� 3URFHHGLQJV�
RI� 6\PSRVLXP�2SHUDWLQJ� 6\VWHPV� 3ULQFLSOHV� �SS��
��±������GRL������������������������

.LYLW\��$���	�7RVDWWL��0����������.HUQHO�%DVHG�9LUWXDO�
0DFKLQH��KWWS���ZZZ�OLQX[�NYP�RUJ��

.RXUDL��.���$]XPL��7���	�&KLED��6����������$�6HOI�
SURWHFWLRQ�0HFKDQLVP�DJDLQVW�6WHSSLQJ�VWRQH�$W�
WDFNV�IRU�,DD6�&ORXGV��,Q�3URFHHGLQJV�RI�,QWHUQDWLRQDO�
&RQIHUHQFH�RQ�$XWRQRPLF�DQG�7UXVWHG�&RPSXWLQJ�
�SS�����±������GRL���������8,&�$7&���������

.RXUDL��.���&KLED��6���	�0DVXGD��7����������2SHUDWLQJ�
6\VWHP�6XSSRUW�IRU�(DV\�'HYHORSPHQW�RI�'LVWULE�
XWHG�)LOH�6\VWHPV��,Q�3URFHHGLQJV�RI�,QWHUQDWLRQDO�
&RQIHUHQFH�RQ�3DUDOOHO�DQG�'LVWULEXWHG�&RPSXWLQJ�
DQG�6\VWHPV��SS�����±�����

/\RQ�� *�� ��������1PDS� ±� )UHH� 6HFXULW\� 6FDQQHU�
)RU�1HWZRUN�([SORUDWLRQ�	�6HFXULW\�$XGLWV��KWWS���
QPDS�RUJ�

1HWILOWHU�&RUH�7HDP����������7KH�QHWILOWHU�RUJ�3URMHFW��
5HWULHYHG�IURP�KWWS���ZZZ�QHWILOWHU�RUJ��

3D\QH��%���&DUERQH��0���	�/HH��:����������6HFXUH�
DQG� )OH[LEOH�0RQLWRULQJ� RI�9LUWXDO�0DFKLQHV�� ,Q�
3URFHHGLQJV� RI� $QQXDO� &RQIHUHQFH� RQ� &RPSXWHU�
6HFXULW\�$SSOLFDWLRQV��SS�����±������GRL���������
$&6$&��������

3D\QH�� %��� &DUERQH�� 0��� 6KDULI�� 0��� 	� /HH�� :��
��������/DUHV��$Q�$UFKLWHFWXUH� IRU� 6HFXUH�$FWLYH�
0RQLWRULQJ�8VLQJ�9LUWXDOL]DWLRQ��,Q�3URFHHGLQJV�RI�
6\PSRVLXP�RQ�6HFXULW\�DQG�3ULYDF\��SS�����±������
GRL���������63��������

3D\QH��%���	�/HLQKRV��0�� ��������/LE90,��KWWS���
FRGH�JRRJOH�FRP�S�YPLWRROV��

3&,�6,*����������6LQJOH�5RRW�,�2�9LUWXDOL]DWLRQ�DQG�
6KDULQJ�����6SHFLILFDWLRQ��KWWS���ZZZ�SFLVLJ�FRP��

3HWURQL�� 1�� -U�� 	� +LFNV�� 0�� �������� $XWRPDWHG�
'HWHFWLRQ� RI� 3HUVLVWHQW� .HUQHO� &RQWURO�IORZ�
$WWDFNV�� ,Q� 3URFHHGLQJV� RI� &RQIHUHQFH� RQ� &RP�
SXWHU�DQG�&RPPXQLFDWLRQV�6HFXULW\��SS�����±������
GRL������������������������

5R]LHU��0���$EURVVLPRY��9���$UPDQG��)���%RXOH��,���
*LHQ��0���	�*XLOOHPRQW��0��HW�DO����������2YHUYLHZ�
RI� WKH� &KRUXV� 'LVWULEXWHG� 2SHUDWLQJ� 6\VWHP�� ,Q�
3URFHHGLQJV� RI� 6\PSRVLXP� RQ� 0LFURNHUQHOV� DQG�
2WKHU�.HUQHO�$UFKLWHFWXUHV��SS����±����

6ULYDVWDYD��$���	�*LIILQ��-����������7DPSHU�UHVLVWDQW��
$SSOLFDWLRQ�DZDUH�%ORFNLQJ�RI�0DOLFLRXV�1HWZRUN�
&RQQHFWLRQV��,Q�3URFHHGLQJV�RI�,QWHUQDWLRQDO�6\P�
SRVLXP�RQ�5HFHQW�$GYDQFHV�LQ�,QWUXVLRQ�'HWHFWLRQ�
�SS����±�����GRL��������������������������B�

6WDQLIRUG�&KHQ��6���	�+HEHUOHLQ��/����������+ROGLQJ�
,QWUXGHUV�$FFRXQWDEOH�RQ�WKH�,QWHUQHW��,Q�3URFHHGLQJV�
RI�6\PSRVLXP�RQ�6HFXULW\�DQG�3ULYDF\��SS����±����

http://aws.amazon.com/ec2/.
http://aws.amazon.com/
http://httpd.apache.org/.
http://dx.doi.org/10.1145/1455770.1455779
http://dwarfstd.org/.
http://dx.doi.org/10.1145/1095810.1095820
http://www.linux-kvm.org/.
http://dx.doi.org/10.1109/UIC-ATC.2012.139
http://www.netfilter.org/.
http://dx.doi.org/10.1109/ACSAC.2007.10
http://dx.doi.org/10.1109/ACSAC.2007.10
http://dx.doi.org/10.1109/SP.2008.24
http://code.google.com/p/vmitools/.
http://code.google.com/p/vmitools/.
http://www.pcisig.com/.
http://dx.doi.org/10.1145/1315245.1315260
http://dx.doi.org/10.1007/978-3-540-87403-4_3
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