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Secure Monitoring of VM’s Memory and Disk Using Intel SGX
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Abstract: To monitor virtual machines (VMs) in clouds securely, IDS offloading has been proposed for ex-
ecuting intrusion detection systems (IDSes) outsides VMs. However, even if IDS offloading is used, offloaded
IDSes can be attacked by untrusted cloud administrators and external attackers. In previously proposed
systems, it is difficult to execute advanced IDSes inside clouds securely and suppress the impact on system
performance. In this paper, we propose SGmonitor for enabling users to execute IDSes inside clouds more
securely in a lightweight manner using Intel SGX. SGmonitor executes IDSes in protected memory regions
called enclaves so that it can prevent various attacks against IDSes. Since an enclave is part of an application,
SGmonitor makes it easier to develop advanced IDSes and does not degrade system performance. IDSes in
enclaves monitor VMs by obtaining data in the memory and disk securely. We have implemented SGmonitor
in Xen with SGX support and examined the performance of offloaded IDSes in SGmonitor.
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