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Secure Monitoring of VMs Protected by AMD SEV
with Isolated Agents

ToMOHARU Nono!  KENICHI KOURAT!

Abstract: To prevent the memory of virtual machines (VMs) from being eavesdropped on by insiders in
clouds, AMD SEV is used for transparently encrypting the memory of VMs. Since SEV cannot protect
sensitive information in memory if attackers intrude into VMs, it is necessary to use intrusion detection
systems (IDS). IDS offloading is useful to run IDS outside VMs and prevent IDS from being disabled by
intruders. However, offloaded IDS cannot obtain information from the memory of VMs encrypted by SEV.
In this paper, we propose SEVmonitor for enabling IDS offloading by securely running agents inside VMs.
SEVmonitor also runs offloaded IDS in another VM protected by SEV and obtains memory data from the
agents in the monitored VMs. To enhance the security of the agents, it confines a monitored system in an
isolated environment and runs the agent outsides that environment. We implemented SEVmonitor using
KVM, Linux, BitVisor, and Xen, and examined the performance of obtaining OS data.
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Fig. 2 The system architecture of SEVmonitor.
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Fig. 3 Secure deployment of agents.
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Fig. 4 Communication between VMs using shared memory.
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Fig. 6 The performance of obtaining the OS version.
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Fig. 8 The network performance of internal VMs.
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