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Abstract: Recently, virtual P4 switches that can execute P4 programs have been developed. Flexible packet
forwarding is possible if users can use P4 programs for each virtual machine (VM), but there is a risk that
P4 programs may be attacked by untrusted clouds. Previous work enables P4 programs to run in protected
P4 VMs and use information inside a user VM. However, it needs to prepare P4 VMs and explicitly pass
information from user VMs to P4 VMs. This paper proposes Parasite-P4 for enabling the secure execution of
P4 programs with VM privilege levels (VMPL) of AMD SEV-SNP. Parasite-P4 executes P4 programs with
high privileges inside user VMs and directly obtains information from system memory. To protect the system,
it safely executes P4 programs using eBPF. We have implemented Parasite-P4 in SVSM and examined its
effectiveness and performance.
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