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Abstract—Edge computing enables clouds to execute their
applications closer to end-users. Even on untrusted edge de-
vices, Arm TrustZone can securely run cloud applications
in the secure world as trusted applications (TAs). Since the
secure world has too high privileges, vulnerabilities in cloud
applications could lead to the compromise of the entire system.
To minimize the attack surface, it is desirable to run security-
insensitive tasks in the normal world as unprivileged client ap-
plications (CAs). However, cooperation between CAs and TAs
requires the use of the APIs specialized for TrustZone, which
prevents flexible interactions. This paper proposes TZmediator
to enable cooperative execution using standard POSIX APIs
for a cloud application partitioned into two worlds. For inter-
world seamless communications, TZmediator creates a shadow
process in the normal world for each TA and delegates the
invocation of POSIX APIs by a TA to the shadow process.
Currently, it supports the message passing APIs, the shared
memory API, and the signal API. If users require stronger
isolation, TZmediator can execute security-sensitive tasks in
TAs using WebAssembly. We have implemented TZmediator on
OP-TEE and examined communication performance between
CAs and TAs.

1. Introduction

Recently, edge computing has become increasingly
prevalent as a means to improve service quality by executing
cloud applications closer to end-users [1]. On edge devices,
even the operating system (OS) may not be trustworthy [2].
To run cloud applications on untrusted edge devices se-
curely, trusted execution environments (TEEs) provided by
recent processors can be used. A TEE isolates its memory
from the rest of the system including the OS and prevents
attackers from accessing the code and data used in it. If the
memory of a TEE is encrypted, attackers cannot eavesdrop
on it even with physical means. Major TEE architectures
include Intel SGX [3], Arm TrustZone [4], and RISC-V
Keystone [5] for applications and AMD SEV [6], Intel
TDX [7], and Arm CCA [8] for virtual machines.

Arm TrustZone is a TEE architecture designed for un-
trusted edge devices. It provides two distinct worlds: the
secure and normal worlds. The secure world is used to run
trusted applications (TAs), which can securely execute even
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programs that handle sensitive information. In contrast, the
normal world is used to run client applications (CAs), which
execute programs that do not handle sensitive information.
Although it is possible to execute the entire cloud applica-
tion in the secure world, this increases the attack surface.
Since the secure world has too high privileges, vulnerabili-
ties in cloud applications could lead to the compromise of
the entire system [9]. Therefore, it is desirable to minimize
the code executed as TAs in the secure world and execute
most pairs of the cloud application as CAs. However, the
cooperative execution of CAs and TAs requires the use of the
GlobalPlatform APIs ( [10], [11]) defined for TEEs, which
makes flexible interaction between them difficult.

This paper proposes TZmediator to enable cooperative
execution using the standard Portable Operating System
Interface (POSIX) APIs [12] for a cloud application par-
titioned into two worlds. TZmediator executes only the
security-sensitive tasks as TAs in the secure world, while it
runs the remaining tasks as CAs in the normal world. To en-
able inter-world seamless communication via POSIX APIs,
TZmediator creates a shadow process corresponding to each
TA in the normal world. When a TA invokes POSIX APIs,
it delegates the invocation to the shadow process. Then, the
shadow process invokes the standard library on behalf of the
TA. If users require stronger isolation in the secure world,
TZmediator can run WebAssembly applications in TAs [13]
and enables them to communicate with CAs via the extended
WebAssembly System Interface (WASI) [14].

We have implemented TZmediator on OP-TEE [15] and
developed TZm libraries for TAs and CAs. The TZm-TA
library provides POSIX APIs to TAs to enable communica-
tion with CAs. It delegates invoked POSIX APIs to a shadow
process using a lightweight remote procedure call (RPC) or
a polling-based method. Currently, it supports the message
passing APIs such as pipes and sockets, the shared memory
API, and the signal API. The TZm-CA library provides the
posix spawn function to CAs to seamlessly spawn TAs
and create shadow processes. We conducted experiments to
examine communication performance between CAs and TAs
using TZmediator. Compared with communication inside
the normal world, TZmediator could achieve comparable
performance in most of the POSIX APIs. In addition, we
confirmed that a real-world cloud application could run with
negligible overhead using POSIX APIs.



The organization of this paper is as follows. Section 2
describes issues in securely executing cloud applications
on untrusted edge devices using Arm TrustZone. Section 3
proposes TZmediator for the cooperative execution of a
cloud application across two worlds using POSIX APIs, and
Section 4 explains its implementation. Section 5 presents the
security analysis. Section 6 shows experiments to examine
communication performance using TZmediator. Section 7
describes related work, and Section 8 concludes the paper.

2. Cloud Applications on Edge Devices

Edge computing executes cloud applications closer to
end-users, e.g., edge devices such as Internet of Things (IoT)
devices [1]. Thus, it enables lower latency, higher through-
put, and real-time processing, compared with centralized
cloud computing. It also reduces the amount of commu-
nication with clouds and thereby decreases network load.
However, edge devices may not be trustworthy because they
are outside the control of clouds [2]. If they are not well-
maintained, they are vulnerable to attacks such as leakage
of sensitive information, tampering with applications, and
reverse engineering. Due to limited resources, it is difficult
to implement strong security mechanisms on typical edge
devices.

To securely execute cloud applications on untrusted edge
devices, one promising approach is to use trusted execution
environments (TEEs) provided by recent processors. A TEE
enables program execution inside a logically isolated mem-
ory region. The system outside the TEE cannot eavesdrop
on or tamper with the code and data used in the TEE. If
the isolated memory of a TEE is encrypted by processors,
attackers cannot perform physical memory snooping. Ex-
amples of major TEE architectures are Intel SGX [3], Arm
TrustZone [4], and RISC-V Keystone [5] for applications
and AMD SEV [6], Intel TDX [7], and Arm CCA [8] for
virtual machines. By leveraging TEEs, cloud applications
can be protected in edge devices even if the OS or the
hypervisor is compromised.

Arm TrustZone is a TEE that is often used for edge
devices. It provides two isolated execution environments
called worlds, as depicted in Fig. 1. The secure world serves
as a TEE and enables the secure execution of applications
known as trusted applications (TAs). A trusted OS such as
OP-TEE [15], Open-TEE [16], and Trusty [17] also runs
inside the secure world to support the execution of TAs. In
contrast, the normal world serves as a traditional execution
environment, which is also referred to as a rich execution
environment (REE). It executes not only traditional applica-
tions but also client applications (CAs), which are used to
interact with TAs. A rich OS such as Linux runs in the
normal world to support these applications. The monitor
running below these OSes manages switching between the
two worlds. Since it separates system resources strictly,
the normal world cannot access resources reserved for the
secure world.

However, executing cloud applications in the secure
world raises two issues. One is that the secure world has
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Figure 1. The system architecture of TrustZone.

much higher privileges than the normal world. Since cloud
applications running on edge devices are often more com-
plex than traditional TAs, they are more likely to contain
vulnerabilities. If attackers who have intruded into the nor-
mal world exploit such vulnerabilities, they could potentially
escalate their privileges and take control of the secure world.
As a result, attackers could eavesdrop on and tamper with
the entire memory of both worlds and access all the de-
vices. In general, cloud applications do not need such high
privileges but rather require strong isolation from the normal
world. The other issue is that multiple TAs run in the secure
world, i.e., a single execution environment. Compromised
cloud applications could potentially attack the other TAs
and extract confidential information held by them.

To enhance the security of cloud applications, it is
desirable to minimize the code executed as TAs in the secure
world like DarkneTZ [18]. In this design, TAs contain only
sensitive information and execute only the code handling it.
CAs execute the other security-insensitive tasks and com-
municate with TAs when necessary. In TrustZone, however,
cooperative execution between CAs and TAs requires the use
of the special APIs defined by GlobalPlatform, specifically,
the TEE Client API [10] provided to CAs and the TEE
Internal Core API [11] provided to TAs. Although these
APIs are standardized, they significantly differ from POSIX
APIs such as pipes and sockets, which are commonly used
in rich OSes. For example, a TA is executed only in response
to a command invocation by a CA. The CA must wait until
the execution of the TA completes. As a result, flexible
cooperation between CAs and TAs is difficult. This makes
the development of cloud applications partitioned into two
worlds more challenging.

The threat model in this paper is as follows. First, we
assume that the hardware components providing TrustZone
functionality, as well as the secure monitor, are free of
vulnerabilities and that the protection mechanisms offered
by TrustZone are not compromised. We trust software run-
ning in the secure world but consider not only TAs without
vulnerabilities but also those with vulnerabilities as parts of
cloud applications. In contrast, we do not trust software run-
ning in the normal world, including the rich OS. Therefore,
we assume that CAs as parts of cloud applications could
be compromised. We focus on attackers who reside in the
normal world and attempt to eavesdrop on or tamper with
sensitive information handled by cloud applications. Other
types of attacks, such as denial-of-service (DoS) attacks and
physical attacks, are out of scope.
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Figure 2. The system architecture of TZmediator.

3. TZmediator

This paper proposes TZmediator to enable coopera-
tive execution using POSIX APIs for a cloud application
partitioned into the two worlds of TrustZone. TZmediator
executes only security-sensitive tasks as TAs in the secure
world and the remaining tasks as CAs in the normal world.
To allow inter-world seamless communication between CAs
and TAs using POSIX APIs, TZmediator creates a shadow
process in the normal world for each TA. The system archi-
tecture of TZmediator is illustrated in Fig. 2. The shadow
process uses the standard library available in the normal
world and issues system calls to the rich OS. Since the
semantics of the library and the system calls are equivalent
to those used by CAs, high compatibility with POSIX is
preserved in communication between CAs and TAs. Exam-
ples of POSIX APIs for inter-process communication are the
message passing APIs using pipes and sockets, the shared
memory API, the signal API, and so on.

To emulate POSIX APIs, TZmediator provides the TZm-
TA library to TAs. This library provides the functions for
communication in POSIX APIs, e.g., pipe and socket.
When a TA invokes the provided function, the library com-
municates with the corresponding shadow process in the
normal world. The shadow process executes the specified
POSIX API on behalf of the TA using the standard library
and returns the result to the TA. On the other hand, CAs use
POSIX APIs via the standard library provided by the rich
OS. Instead of direct communication with TAs running in
a different world, they first communicate with the shadow
process corresponding to the target TA in the same world.
Then, the shadow process communicates with the TA across
the worlds.

As a concrete example, let us consider the execution
flow when a TA communicates with a CA using a pipe.
When the TA invokes the write function and writes data
to the pipe, the TZm-TA library sends a write request to
the shadow process. Then, the shadow process writes the
data to the pipe. When the CA invokes the read function
to read data from the pipe, it obtains data that the TA has
written to the pipe via the shadow process. Conversely, when
the TA invokes the read function to read data from the
pipe, the TZm-TA library sends a read request to the shadow
process. Then, the shadow process reads data from the pipe
and forwards it to the TA. If there is no data in the pipe, the
shadow process waits for the CA to write data to the pipe
by invoking the write function.

Furthermore, TZmediator treats CAs and TAs as normal
processes that do not use the GlobalPlatform APIs. This
allows users to develop a cloud application as a set of
normal processes. For this purpose, TZmediator provides
the TZm-CA library to CAs. A CA spawns a new TA using
the posix spawn function provided by this library. This
function hides the complex procedure of handling a TA
with the TEE Client API from the CA. It executes the
command of the TA in parallel to the CA by creating a
subthread. Similarly, the TZm-TA library provided to TAs
hides complex TA handling with the TEE Internal Core
API from the TA. It receives the command from a CA and
executes the function defined in a cloud application.

TZmediator can enhance security by executing code in
TAs using WebAssembly (Wasm) [13] if necessary. Even if
cloud applications minimize the size of TAs, the TAs could
still be compromised. Wasm enables applications developed
in various programming languages to run securely inside a
sandbox. This sandbox makes it difficult for compromised
cloud applications to attack the trusted OS or the other TAs
in the secure world. It should be noted that the sandbox
introduces execution overhead in exchange for security. To
communicate with the other applications, Wasm applications
can use the WebAssembly System Interface (WASI) [14],
which provides a POSIX-like API. TZmediator extends
WASI to increase compatibility with POSIX. When a Wasm
application in a TA invokes a function provided by the
WASI library, the Wasm runtime in the same TA invokes
the corresponding shadow process via the TZm-TA library.

4. Implementation

We have implemented TZmediator on OP-TEE
3.15.0 [15]. OP-TEE provides components necessary to
execute TAs, including the OP-TEE OS and the tee-
supplicant daemon. The OP-TEE OS is a trusted OS
running in the secure world. The tee-supplicant daemon
runs in the normal world and handles requests from
TAs. OP-TEE also provides libraries conforming to the
GlobalPlatform APIs. For a rich OS running in the normal
world, we used Linux including the OP-TEE driver. To run
Wasm applications in TAs, we have extended WebAssembly
Micro Runtime (WAMR) [19] and WASI Preview 1 [14].

4.1. Spawning TAs

TZmediator enables a CA to treat TAs like its child
processes by providing the emulated posix spawn func-
tion in the TZm-CA library. Fig. 3 illustrates the flow of
spawning a TA. To spawn a TA, a CA invokes this function,
which is included in POSIX APIs and used to spawn a child
process. The original posix spawn takes the pathname of
an executable file as an argument, but a CA specifies the
string of the universally unique identifier (UUID) assigned
to a TA instead. If the normal pathname is specified, the
TZm-CA library invokes the original posix spawn, which
is provided in the C standard library. Note that TZmediator
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Figure 3. Spawning a TA with a shadow process.

does not support fork and execve because it is difficult to
emulate them for spawning TAs.

The posix_spawn function in the TZm-CA library in-
vokes several functions defined in the TEE Client API to run
a TA, so that each cloud application does not need to im-
plement their invocation. First, it invokes several functions
to initialize a TA and open a session with the TA. After
initialization, it invokes TEEC InvokeCommand to execute
the start command implemented in the TZm-TA library
linked to the TA. After this command invocation, the CA
remains blocked until the TA completes the execution of the
command. To run the CA in parallel to the TA, the TZm-CA
library creates a subthread before the command invocation
so that the CA can continue running the cloud application
in the main thread.

The TZm-TA library provided to a TA implements
the mandatory entry points [20] defined in the TEE In-
ternal Core API, so that each cloud application does not
need to implement them. When a CA creates a TA in-
stance and connects to it, several functions are invoked.
Upon the invocation of the start command by the CA,
TA_InvokeCommandEntryPoint is triggered. This function
invokes the main function implemented in a cloud appli-
cation. If the control returns from the main function, the
command execution completes.

When spawning a Wasm application in a TA, a CA
invokes posix spawn in the TZm-CA library by specifying
the pathname of the Wasm application, instead of the UUID
of a TA. In TZmediator, a cloud application is first com-
piled into Wasm bytecode. Then, the bytecode is compiled
into native code using the ahead-of-time (AOT) compiler.
To spawn a Wasm application, the posix spawn function
implicitly runs the Wasm runtime as a TA by specifying its
UUID. Then, it stores the specified Wasm application in the
buffer shared with the TA and executes the start command
using TEEC _InvokeCommand. In the secure world, the TZm-
TA library executes the Wasm runtime, which loads the
Wasm application in the shared buffer and executes its main
function.

4.2. Shadow Process

The TZm-TA library creates a shadow process corre-
sponding to a TA in the normal world when a new session
is established. First, it sends an RPC request to the tee-
supplicant daemon in the normal world. Then, the daemon
creates a child process used for a shadow process and returns
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Figure 4. Delegating a POSIX API from a TA to its shadow process.
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its process ID to the TA. This ID is used for specifying
the TA. The daemon handles the RPC request using the
handler provided by the plugin for the shadow process. The
plugin of tee-supplicant is implemented as a shared library
using the TEE Client API and dynamically loaded when
tee-supplicant is started. A unique UUID is assigned to the
plugin and used by TAs to specify the used RPC handler.
Upon receiving the RPC request, tee-supplicant dispatches
the request to the appropriate plugin based on the specified
UUID.

Since a shadow process is a child process of tee-
supplicant, TZmediator emulates a shadow process as a
direct child process of a CA. For example, a shadow process
sets the same process group ID as the CA that has spawned
the corresponding TA by default. If the CA specifies a dif-
ferent process group ID to posix spawn, a shadow process
sets the specified process group ID. A process group is used
to control the distribution of a signal.

4.3. Delegation of POSIX APIs

To delegate POSIX APIs from a TA running in the
secure world to a shadow process residing in the normal
world, TZmediator can use the RPC mechanism used be-
tween a TA and tee-supplicant. However, that mechanism
is heavyweight because it needs to switch worlds six times.
First, a TA performs an RPC to allocate shared memory for
passing the arguments of the POSIX API. Then, it performs
an RPC to execute the specified POSIX API in the shadow
process. Finally, it performs an RPC to deallocate the shared
memory.

To reduce this overhead, TZmediator provides a
lightweight RPC mechanism, which needs only two world
switches. As illustrated in Fig. 4, it pre-allocates shared
memory between a TA and its shadow process and reuses it
for all the invocations of POSIX APIs. When a CA spawns a
TA, it creates a shared memory object by specifying a unique
name and maps the shared memory. Using the address of
the shared memory, it registers the shared memory using the
TEE Client API. The name of the created shared memory
object is passed from the CA to the shadow process via the
TA. Finally, the shadow process opens the shared memory
object using the received name and maps the shared mem-
ory.

When the TA executes a function in POSIX APIs, the
TZm-TA library stores the function type and its arguments in
the buffer created in the shared memory. Then, it switches



the context to the normal world and wakes up the corre-
sponding shadow process. This thread waits for the shadow
process to complete the execution of the POSIX API. When
the shadow process stores the result of the execution in the
shared buffer and wakes up the waiting thread, the thread
switches the context to the secure world. Finally, the TA
receives the result from the shared buffer.

To avoid world switches, TZmediator supports a polling-
based method with the shared memory as well. The shadow
process polls the buffer in the shared memory to detect
when a TA sends a new request. Similarly, the TZm-TA
library polls the shared buffer to detect the completion
of the execution of the POSIX API. To reduce the CPU
overhead due to polling, the TA and the shadow process
can repeat the check of the shared buffer and a short sleep.
Since the OP-TEE OS supports only a millisecond-order
sleep, TZmediator provides a microsecond-order sleep by
modifying the TEE Internal Core API, the OP-TEE OS,
and the Linux kernel. Note that the TA needs to switch the
context to the normal world to sleep.

4.4. Message Passing API

TZmediator supports various POSIX APIs for message
passing between CAs and TAs, e.g., two types of pipes and
several types of sockets.

4.4.1. Pipes. When a TA creates a named pipe, also known
as a FIFO, it invokes the mkfifo function provided by the
TZm-TA library. This function stores the specified pathname
and access mode in the buffer shared with the shadow
process and then invokes the shadow process using the
lightweight RPC or the polling-based method. Then, the
shadow process invokes the mkfifo function in the C stan-
dard library using the received pathname and access mode.
Therefore, the TA needs to specify a valid pathname in
the normal world. The function invokes the rich OS by
issuing the mknodat system call and creates a named pipe
in the normal world. The shadow process stores the result
in the shared buffer and returns the result to the TA via
the TZm-TA library. To delete a named pipe, a TA executes
the unlink function in the normal world via the shadow
process.

To open a named pipe, a TA invokes the open function
with its pathname. It can open both the named pipe created
by itself and the one created by a CA or another process
in the normal world. Like mkfifo, this function is executed
by the shadow process on behalf of the TA. Then, it returns
the resulting file descriptor to the TA. The TA uses this file
descriptor for the following pipe operations. When it sends a
byte stream to the pipe using the write function, the TZm-
TA library copies the specified data to the shared buffer and
invokes the shadow process. The shadow process writes the
data in the shared buffer to the pipe specified by the file
descriptor. When a TA receives a byte stream from the pipe
using the read function, the TZm-TA library invokes the
shadow process. The shadow process reads data from the
pipe and stores it in the shared buffer. Then, the library

copies the data in the shared buffer to the buffer specified
by the TA. To close a named pipe, the TA invokes the close
function with the file descriptor.

When a CA communicates with a TA using unnamed
pipes, it first invokes the pipe function in the C standard
library to create a pair of pipes for reading and writing.
Then, it specifies a pair of file descriptors returned by
this function as an argument of posix spawn to share
them with a newly created TA. When the posix spawn
function in the TZm-CA library spawns a TA, it passes
the file descriptors to the shadow process created by the
TA using a mechanism called file descriptor passing. This
mechanism allows a process to transfer its file descriptor
to another process using a UNIX domain socket and share
it between the two processes. According to the argument
of posix_spawn, the shadow process usually redirects the
passed file descriptors to the standard input and output. As a
result, the TA can implicitly use the inherited file descriptors
to perform pipe operations through the standard input and
output of the shadow process.

4.4.2. Sockets. When a TA creates a socket, it invokes the
socket function in the TZm-TA library. This function takes
an address family such as AF_UNIX for UNIX domain and
AF__INET for TCP and UDP. Then, the shadow process in-
vokes the standard socket function to create a socket in the
normal world. Then, it returns the resulting file descriptor
to the TA.

When a TA acts as a client and connects to a CA, it
invokes the connect function in the TZm-TA library. For
a UNIX domain socket, it specifies the pathname used by
the CA as its argument. For a TCP socket, it specifies a
loopback address and a unique port because the TA and the
CA run on the same host. When a TA acts as a server and
waits for incoming connections from a CA, it invokes the
bind, listen, and accept functions provided by the TZm-
TA library. For a UNIX domain socket, it specifies a valid
pathname in the normal world as an argument of bind. Once
a connection is established, the TA sends and receives data
using the send and recv functions or the write and read
functions in the TZm-TA library. For a UDP socket, the TA
uses the sendto and recvfrom functions by specifying a
loopback address without establishing a connection.

4.5. Shared Memory API

To support shared memory between a CA and a TA,
TZmediator emulates the POSIX API for shared memory,
as shown in Fig. 5. When a CA spawns a TA, the TZm-CA
library pre-allocates shared memory with sufficient size and
registers it because it is difficult to allocate shared memory
after a TA is spawned. This is similar to the registration of
the shared memory used for communication between a TA
and its shadow process. Unlike that, the library creates the
data structure for managing POSIX shared memory objects
in this pre-allocated shared memory. The address and size
of the created shared memory are passed to a TA when the
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Figure 5. The emulation of POSIX shared memory.

TZm-CA library executes the start command defined in
the TZm-TA library.

Both the TZm-CA and TZm-TA libraries provide a set of
emulated functions for manipulating POSIX shared memory.
When a CA or a TA invokes the shm_open function with a
name, the function registers a new POSIX shared memory
object with that name in the management data structure
and returns a new file descriptor. The ftruncate function
allocates a new memory region with the specified size in
the pre-allocated shared memory for the specified shared
memory object. The mmap function returns the address of the
allocated memory region, while the munmap function does
nothing. The shm _unlink function removes the specified
shared memory object from the management data structure.
Note that the shadow process is not involved in the manip-
ulation of POSIX shared memory.

4.6. Signal API

TZmediator emulates signal delivery in a shadow pro-
cess and the TZm-TA library, as depicted in Fig. 6. When
a shadow process is created, it registers a signal handler
for all catchable signals. A CA sends a signal to a TA by
specifying the ID of the TA to the standard kill function.
Since that ID is the same as the ID of the shadow process,
the signal is delivered to the shadow process by the rich
OS. The invoked signal handler stores the number of the
received signal in the signal queue created in the memory
shared with the TA. Note that TZmediator does not support
the KILL and STOP signals because those signals cannot
be caught.

The TZm-TA library checks the signal queue in the
shared memory periodically, e.g., when the TA invokes a
function provided by the library. If a signal number is
stored in the queue, the library dequeues it and invokes
the corresponding signal handler. If the TA has registered
a custom handler for that signal, the library invokes that
handler defined by the cloud application. The registration of
signal handlers is performed using the signal or sigaction
function. These functions do not invoke the shadow process
but register signal handlers inside the library. If a custom
handler is not registered, the library performs the default
action for that signal. If the default action is termination, the
library terminates the TA. In the polling mechanism of the
signal queue, a signal is not delivered until a TA invokes the
TZm-TA library. However, we assume that a TA frequently
uses POSIX APIs for cooperative execution with a CA.

To send a signal, a TA invokes the kill function
provided by the TZm-TA library. This function takes the
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Figure 6. The emulation of signal delivery.

process ID of a CA and a signal number as its arguments.
The process ID of a CA can be obtained using the getppid
function, which is used to return the ID of the parent
process. This function obtains the process ID of a CA
from the memory shared with the CA. The TZm-TA library
invokes the shadow process to send the specified signals to
the CA via the rich OS.

4.7. WASI Extension

TZmediator extends WASI so that Wasm applications
can use communication-related POSIX APIs. WASI Preview
1 we used supports only a part of the POSIX APIs. When
a Wasm application running in a TA invokes the function
provided by the WASI library, the function invokes the
Wasm runtime, which runs in the same TA. Then, the Wasm
runtime invokes the TZm-TA library, which finally invokes
the shadow process. Thus, a Wasm application in a TA
can communicate with a CA in a similar way to a native
application. For example, it can use various functions for
message passing, e.g., read and write.

TZmediator allows Wasm applications to access POSIX
shared memory only via POSIX APIs. Since Wasm pro-
vides memory as a single, contiguous byte array called
linear memory, Wasm applications cannot directly access
the shared memory outside it due to the boundary check-
ing of the Wasm runtime. Therefore, TZmediator extends
POSIX APIs so that Wasm applications can perform the
manipulations of not only the linear memory but also the
shared memory. For example, the extended strcpy function
can take two addresses of the linear memory or the shared
memory. If the address is outside the range of the linear
address, the Wasm runtime checks that the address is within
the shared memory. It also translates the address of the linear
memory into the host address because the address of the
linear memory is valid only for Wasm applications. Then, it
copies the string between the linear memory and the shared
memory.

TZmediator supports signal delivery to Wasm applica-
tions by using indirect calls. When a Wasm application
invokes the sigaction function, the Wasm runtime registers
the specified signal handler. Since a function is identified by
a function index in Wasm, the Wasm runtime cannot directly
execute the registered function when a signal is delivered to
a TA. Therefore, the Wasm runtime indirectly invokes the
corresponding function using the registered index. To enable
this indirect call, Wasm applications export the functions
used as signal handlers at link time.



S. Security Analysis

Since TZmediator runs shadow processes in the normal
world for inter-world seamless communication using POSIX
APIs, attackers in the normal world could compromise them.
They could eavesdrop on, tamper with, and prevent commu-
nication between CAs and TAs. However, they could mount
these attacks more easily by compromising CAs. In addition,
it is more difficult to compromise shadow processes because
they run in higher privileges than CAs. Therefore, using
shadow processes does not lower the security of TrustZone.

The introduction of POSIX APIs between CAs and TAs
may expand the attack surface. For example, insufficient
input validation could lead to traditional types of vulnera-
bilities, such as buffer overflows, which could be exploited
by attackers in the normal world. Using Wasm as TAs could
address some of the issues. Furthermore, risks may also arise
from the parallel execution of CAs and TAs. If the shared
memory regions used for communication are not properly
synchronized, race conditions or cache coherence issues may
occur. These potentially undermine the integrity and consis-
tency of exchanged data. Careful memory management is
necessary to prevent unintended information leakage or data
corruption.

6. Experiments

We conducted several experiments to measure communi-
cation performance between a CA and a TA in a cloud appli-
cation using TZmediator. First, we examined the impact of
the delegation method of POSIX APIs. Then, we compared
TZmediator with traditional communications using the TEE
APIs and between two CAs inside the normal world. We
also inspected scalability in terms of the number of cloud
applications. In addition, we measured the performance of
a real-world cloud application. We used an Armadillo-X2
device [21], which is equipped with an ARM Cortex-A53
processor and 2 GB of memory. We ran OP-TEE 3.15.0 in
the secure world and Linux 5.10 in the normal world.

6.1. Communication Performance

We examined communication performance using various
delegation methods of POSIX APIs from a TA to its shadow
process, as described in Section 4.3. We used the original
RPC mechanism, the lightweight RPC mechanism, and the
polling-based method. For polling, we configured the wait
time to O or 1 us. We performed communication between a
CA and a TA using various POSIX APIs. As the message
passing APIs, we used named and unnamed pipes, and
UNIX domain, TCP, and UDP sockets. When we used the
shared memory API, the APl was not delegated from the
TA to its shadow process to access POSIX shared memory.
Instead, both the CA and the TA polled the shared memory
with no wait time or a wait time of 1 us by themselves.
When we used the signal API, the TA used the polling-based
method to check the signal queue in the pre-allocated shared
memory. Since the shared memory used in the original RPC
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Figure 7. The round-trip latency of CA-TA communication.

is temporary, the TA checked the signal queue in the shadow
process using the RPC. In this experiment, the TA ran a
native application.

6.1.1. Round-trip Latency. We measured the round-trip
latency between a CA and a TA using POSIX APIs. For
the message passing APIs, the CA sent 4 KB of data to
the TA using a pipe or a socket. When the TA received the
data via the shadow process, it sent the data back to the
CA via the shadow process using the same pipe or socket.
For the shared memory API, the CA wrote 4 KB of data to
POSIX shared memory. After the TA read the data and then
wrote the data to the shared memory, the CA read that data.
For the signal API, the CA sent a signal to the TA waiting
for signal delivery using the pause function. When the TA
received the signal via the shadow process, it sent the same
signal to the CA in the signal handler.

The latency was similar for all POSIX APIs, as shown
in Fig. 7. We omit the result of unnamed pipes due to
space limitations. The result was similar to that of named
pipes. Compared with the original RPC, the lightweight
RPC reduced the latency by 319-438 us. This is because
the number of world switches was reduced. Polling with
no wait time achieved the lowest latency, specifically 0.05-
48 us, thanks to no world switch. However, polling with a
wait time of only 1 us increased the latency largely because
a sleep in the TA needed a world switch. This latency was
much higher than that in the lightweight RPC but still lower
than that in the original RPC.

6.1.2. Throughput. We measured the throughput between a
CA and a TA using POSIX APIs. For the message passing
APIs, the TA continuously sent 4 KB of data to the CA.
For the shared memory API, the TA repeatedly wrote 4 KB
of data to the ring buffer created in shared memory. We
calculated the throughput from the time needed until the
CA completed receiving all the data. We did not measure
the throughput of signals because the same signal sent is
discarded until it is delivered to the CA.

The trend of the throughput was similar for the message
passing APIs. As shown in Fig. 8, the throughput in the
lightweight RPC was 5.5-7.3x higher than that in the original
RPC. Furthermore, polling with no wait time achieved 2.6-
5.8x higher throughput than the lightweight RPC. However,
polling with a wait time of 1 us decreased the throughput
largely. Compared with the latency, only the throughput
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Figure 8. The throughput of CA-TA communication.
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Figure 9. The system performance during CA-TA communication.

in polling with no wait time was much higher. This is
probably because the world switches affected the throughput
significantly. For the shared memory API, in contrast, the
throughput was 3.7-10x higher than that in the message
passing APIs. It was almost not degraded even by polling
with a wait time of 1 ps.

6.1.3. Overhead. To examine the impact of TZmediator on
the entire system, we measured the system performance
in the normal world. We executed sysbench 1.0.20 [22]
and measured the score of the CPU benchmark with four
threads. During the execution, we continuously performed
communication between a CA and a TA like the experiment
of measuring the latency.

As shown in Fig. 9, the overhead of TZmediator was
almost the same for all the POSIX APIs. Unlike the latency
and the throughput, the benchmark achieved the highest
score in the original RPC. The reason is that the frequency
of communication was the lowest. Since the frequency was
higher in the lightweight RPC, the system performance be-
came 0.2-6.6% lower. In contrast, polling with no wait time
degraded the system performance by 14-32%, compared
with the original RPC. This is because the CPU overhead
was large due to a busy wait in addition to more frequent
communication. A slight wait time in polling increased the
system performance.

6.1.4. Summary. Polling with no wait time achieved the
best performance in latency and throughput, but the system
performance was the worst due to the CPU overhead. This
delegation method is the most performance-oriented. In
contrast, the lightweight RPC was the second best in not
only latency and throughput but also overhead. This is the
most balanced delegation method and outperforms polling
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Figure 10. The performance of the communication using TEE APIs.

with a time wait of 1-us. Therefore, we used these two
delegation methods in the following experiments.

6.2. Comparison with TEE APIs

We measured the latency when using the TEE APIs
between a CA and a TA and compared it with that of POSIX
APIs. The CA wrote 4 KB of data to the memory shared
with the TA and executed the benchmark command of the
TA using the TEE Client API. When the TA was invoked by
the TEE Internal Core API, it read the data and then wrote
4-KB data to the shared memory. After the execution of the
command, the CA read the data from the shared memory.
We also measured the system performance during the com-
munication. We did not measure the throughput because the
CA cannot continuously send data without waiting for the
completion of the command execution in the TA.

Fig. 10(a) shows the latency in the TEE APIs as well
as those in named pipes and POSIX shared memory. The
latency of pipes was 41 us lower than that of the TEE APIs
even when we used the lightweight RPC. When we used
shared memory, the latency was decreased by 95 us. In
contrast, the system performance was the highest in the TEE
APIs, as shown in Fig. 10(b), but the difference from that
in pipes with the lightweight RPC was only 8.7%.

6.3. Comparison with CA-CA Communication

We measured communication performance between two
CAs in the normal world and compared it with that between
a CA and a TA. The CAs sent and received data using not
the TEE Client APIs but POSIX APIs as normal processes.
Fig. 11 shows the latency of CA-CA communication as well
as CA-TA communication using TZmediator. Compared
with CA-CA communication, the latency in TZmediator
increased by up to only 4.4 us in the polling-based method.
When we used the lightweight RPC, the latency became
23-35 ps higher. As shown in Fig. 12, the throughput in
socket communication was only 8.8-18% lower when we
used polling, but pipes degraded the throughput largely.
Since a larger buffer was used for pipes in the Linux kernel,
the two CAs could run more asynchronously. The system
performance degraded only by 8.6-13% when we used the
lightweight RPC, as shown in Fig. 13.
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Figure 12. The throughput of CA-CA communication.

6.4. Comparison with Wasm

We measured communication performance between a
CA and a Wasm application running in a TA and compared it
with that when running a native application in a TA. Figs. 14
and 15 show the latency and the throughput, respectively.
When we used the lightweight RPC, the latency in a Wasm
application was only 4.8-8.9 us higher, and the throughput
was only 5.0-24% lower. This is thanks to the relatively large
overhead of the RPC. When we used polling, in contrast,
the latency increased by 15-18 us, except for signals, and
the throughput decreased by 4.5-68%. This is due to the
overhead of Wasm and WASI. The system performance was
almost the same between native and Wasm applications, as
shown in Fig. 16.

6.5. Scalability

To examine the scalability of TZmediator, we measured
the latency when increasing the number of running cloud
applications, each of which consisted of one CA and one
TA, up to four. Each CA and TA communicated with each
other using named pipes. We ran either a native or a Wasm
application in all the TAs. Fig. 17 shows the average latency.
When we used polling, the latency was kept lower while the
number of cloud applications was small. However, it became
2.9x and 3.9x higher for native and Wasm applications,
respectively, when four cloud applications ran. When we
used the lightweight RPC, in contrast, the latency increased
gradually as the number of cloud applications increased.
When four cloud applications ran, the latency was 28-93
us lower than when we used polling. This means that the
lightweight RPC is better in terms of scalability.

BN CA-CA [ CATA (polling) B CA-TA (RPC)

HooRr NN
o u o O
S o © o
S & o ©
T

o
=3
=]

CPU speed (events/sec)

shared signal
memory

pipe UNIX TCP uDP
socket socket socket

Figure 13. The system performance during CA-CA communication.

3 native (polling)
100 B Wasm (polling)

B native (RPC)
[ Wasm (RPC)

m
3
>
)
c
I
2
B 60
o
f=
E
°
f=
3
e

pipe UNIX TCP UDP
socket socket socket

shared sig
memory

Figure 14. The round-trip latency of CA-Wasm communication.

6.6. Real-world Cloud Application

To examine the performance of a real-world application
using TZmediator, we modified DarkneTZ [18] for coopera-
tive execution using POSIX APIs. DarkneTZ is a framework
that combines model partitioning with TrustZone to reduce
the attack surface of deep neural networks (DNNs). In this
experiment, we executed the 9th softmax layer in the secure
world and the other nine layers in the normal world. The CA
and the TA exchanged input and output data using POSIX
APIs. We used a pre-trained model on the MNIST dataset of
handwritten digit images. We measured the inference time
and compared it with the original DarkneTZ using the TEE
APIs.

We confirmed that DarkneTZ with TZmediator could
succeed in correct inference. DarkneTZ with POSIX shared
memory increased the time only by 2.9%, compared with
the original implementation. In contrast, the inference time
was 14% longer in DarkneTZ with named pipes even when
we used polling.

7. Related Work

Intel SGX is one of the TEEs and enables a process
to create protection domains called enclaves inside it and
to securely run enclave applications in an untrusted en-
vironment. Users develop enclave applications using the
SGX SDK, which provides a special API that is largely
different from POSIX APIs. Several systems have been
proposed to provide POSIX APIs to enclave applications.
SCONE [23] provides a custom C library to enclave applica-
tions. This library invokes the OS using a mechanism called
asynchronous system calls without switching the context
between an enclave and the outside of it. When an enclave
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Figure 16. The system performance during CA-Wasm communication.

passes a request to an OS thread via the request queue, the
OS thread executes the system call and returns the result via
the response queue. Using system calls, enclave applications
can communicate with other processes via the OS.

There are systems that partition a complex enclave ap-
plication into small ones and enable cooperative execution
among multiple enclaves using POSIX APIs. Graphene-
SGX [24] (currently, Gramine) provides not only the C
standard library but also a library OS to enclave appli-
cations. Multiple enclave applications can perform direct
communication via the library OS. The library OS supports
fork and execve, which create a new enclave and execute
a new enclave application, respectively. Occlum [25] also
provides a library OS and allows users to execute multiple
applications inside an enclave using threads. As a result, it
can efficiently achieve inter-process communication only in
the library OS.

eMCOS POSIX [26] is a fully POSIX-compliant real-
time OS running in the secure world of TrustZone using the
VOSySmonitor hypervisor [27]. It enables cooperative ex-
ecution among multiple processes and threads with POSIX
APIs. However, it supports inter-process and inter-thread
communication only inside the secure world. It does not
provide any interface for communication with processes
running in the normal world. Moreover, it is not always
suitable for running cloud applications because processes
and threads on the real-time OS are scheduled with high
priority.

WebAssembly System Interface (WASI) [14] is the sys-
tem interface for Wasm and is currently under standardiza-
tion. WASI Preview 1 provides APIs similar to POSIX, but
its socket support is limited. In WASI Preview 2, socket
support has been significantly enhanced. Beyond WASI,
WASIX [28] has been proposed as an extension of WASI
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Figure 17. The scalability of TZmediator.

to increase POSIX compatibility. WebAssembly Linux In-
terface (WALI) [29] provides the interface of the Linux
system calls and allows Linux applications to run as Wasm
applications.

ReZone [9] partitions the secure world of TrustZone
and allows each TA to be executed in isolation. It creates
a sandboxed environment called a zone for each TA and
provides a separate trusted OS for each zone. Zones can
access only their assigned resources, while access to other
zones or the normal world is restricted. Even if a cloud
application running as a TA is compromised, ReZone can
prevent attacks against the outside of that zone. However,
the amount of resources available to cloud applications can
be limited because the resources assigned to the secure
world are partitioned among zones. Using ReZone with
TZmediator is useful because TZmediator runs only small
security-sensitive tasks in the secure world.

8. Conclusion

In this paper, we proposed TZmediator to enable coop-
erative execution using POSIX APIs for a cloud application
partitioned into the two worlds of TrustZone. TZmediator
executes only security-sensitive tasks as TAs in the se-
cure world and also runs them as Wasm applications if
stronger isolation is necessary. To enable communication
across worlds using POSIX APIs, it creates a shadow pro-
cess corresponding to each TA in the normal world. A
TA delegates the invocation of POSIX APIs to the shadow
process. Then, the shadow process invokes the APIs using
the standard library on behalf of the TA. We confirmed
that communication performance between CAs and TAs was
high in most of the POSIX APIs through experiments.

One of our future work is to enable a TA to spawn
its child processes as other TAs and to achieve cooperative
execution with them using POSIX APIs. Furthermore, we
are planning to develop cloud applications in which multiple
CAs and TAs run in parallel and cooperate via POSIX
APIs. Such cloud applications would achieve more efficient
cooperation.
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