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Secure IDS Execution through Enclave—Security Monitor Coordination

TAKAHITO IwANOY®  KoURAT KENICHI!

Abstract: Internet of Things (IoT) devices need to be monitored using intrusion detection systems (IDS)
because they tend to suffer from attacks from the Internet. However, host-based IDS running inside target
systems may be disabled by attackers. To address this problem, several monitoring systems have been pro-
posed to securely execute IDS using trusted execution environments (TEEs). Nevertheless, existing systems
have several issues, including significant overhead for accessing the memory of the target system and exces-
sively high privileges for IDS. In this paper, we propose Keyspector, which securely executes IDS through
coordination between an enclave and a security monitor. In Keyspector, access control enforced by the secu-
rity monitor allows only the enclave running IDS to access the memory of the target system. This enables the
in-enclave IDS to directly obtain OS data stored in the system memory. In addition, the security monitor in-
spects the execution state of the in-enclave IDS to detect attempts by attackers to disable it. We implemented
Keyspector in the enclave and the security monitor and examined its effectiveness and performance.
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Fig. 2 Remote attestation for controlled memory sharing.
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Fig. 3 Monitoring IDS execution states and detecting execu-

tion interference.
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Fig. 4 The overhead of IDS authentication.

FzvZFTB3DChNBE—"Ay REHAEL):. V7
LA LRI, X2 ) T4 B R ICBW TV Y
LA YDy Y 2 fBERFHEEXNS. Keyspector TlEZ4
WKIMAT, ffELEZ 2L ATy v afirtFa )
T 4B RICBRIBEAD Ny ¥ 2l DLBATDNS.
EHNRY AT LTIy 7 LA TREHLTHS IDS DE
IHFMR X N 2 £ TORER % 10 EHIE U 7z FIfE ©
RZEZK 4(b) 12/RT. Keyspector & fiERDEITIRFMICIE
FEAYENIRL, Ny Y aHOEBIZL B4 — 1~y F
FEATZ2RETH - 7.

6.3 2T LIFROEIFERH

Keyspector Z i\ TT > 7 L A4 YHTIDS #5fTL, &
AT LEROBURICE T 2R 2 HIE Uiz, BEfRY R
FANTHEL TV nt R (A—3 L ALy REED)
FIDS ZHEITT 500D HEDTI0MHTH 7. &~
A7 LEROHESREE % 10 BIHE U 72 5 & e R ZE
%K 512/RT. Keyspector I & % > 27 L5 OEUSRF
fE, BRI R T LANTY AT L ERETUS T 2106k
FEeHRLT, ZEAFETH- .

Keyspector IZB1F % > 27 LIEROBUSRRAHERTFE
CIRFFRFE R o R RRZTAE T 2720, 1ERFHEICBY
277 ANYART LT ZRADF ="~y REHIEL
FORER, 77 AN AT LDT 7k AR, AT A
THROIUSRH 2R D 32% % 52 Z e bbb o7z, R
FETIE, P—FVNETOBERFIIEHETH 25—,
T 7 ANTRAT LN LT ZRRICA =Ny RHREL
5. ZDF =~y F), Keyspector IZEIF5Y 7 hv
TICKDT FUREMDF — NNy R2ER L0, W
FEOBFIREAKIIRFIC R o EZ BN 5.

6.4 P RTLMEADZE

IDS DFEFTHT7 7V — a YIHREICE X 2 E RN
37012, BEHENRS A5 A LT CoreMark-PRO R > F
<~ —2%Ff7L7%. CoreMark-PRO X, 77V s —>a v
LRV DY —27a— RERWT loT H2R D MEREZ FHifli$ 2
TDICHET I NTRYF =T AL = M TH D, ERTHE,

20 weskFE
[l Keyspector

151

)

10

ERASESRS (

5t

0

K5 27 AIEROBIGRMH

Fig. 5 The collection time of system information.

2500 - 85477 L Wl Keyspector
W ERFE

K6 >RT7TLMRENDOTE

Fig. 6 The impact on system performance.

Ny Tajtf, —a—I gty VU—JHERREDY -2
0— Kxatr.

Keyspector ¥ {ERFIED IDS % Z 124 100ms [EFET
EHNCIAT L7223, CoreMark-PRO D&Y7 —27 1 — K
ZFETLI. RUF—2OfEATT % 10 EHIEL 7
FfE e BERZAE 2R 6 1”3, Tk D, Keyspector %
W58 07 7V r—2 a YHRRIIERTFEE W5
B LIZIERETH D, Keyspector 12 & 2 BB R
AT LDMREICE 2 283, ERFELABRETH o .

7. FEAEHATE

TrustZone Z W Tt ¥ 2 77 —)L KK T IDS &2
F1TAIBE7R LKRDet [13] % Trusted Monitor [14] 3% %.
LKRDet 1% CPU OMREHD Y Y R EHWT ./ —< LV —)L
FEDOH =NV —bFy VERHITZ. 207D, FF
EDY AT HA—LVDFETHICHETEN— T 274X
Y hOMEEEHAIL, #hnE 0T 74V v TERE TRk L
7MY 3 5. LKRDet TiE, YRATLa—L% 5y
TL, WREh Y v X EEET 57201 Trusted Application
ZIEOCH ST REDNRD 2780, B D F— Ay K
N

Trusted Monitor dHRED 7 ¥ X EHWT ./ —< L7 —
LR OREHEITS IDS THS. 0 IDS IFIERES 7
YRDEERIEL, EFICS AT APEEL TV 3RO
REH ¥ > X OfEE VTR S B MEE £ 70 2 v
THHIZITS. /—<AVY— L FTEfET 22—V b
2 IDS & EHIRNCFECH U, —@ERRELLEFE OO E e
BERU Ay F Ry IRAIZE 0TI RAT ARV LY b



XL 5. Trusted Monitor DFEITA — "Ny RiZ/phEwnw—
7T, BAREEEHCE D W,

SGX Z 3y b7 —Z~—2Z DS & LT S-NFV [15]
% SEC-IDS [16] 3% 3. S-NFV i&4—7> Y —2® IDS
T» % Snort [17] ONEIREEZ = > 27 L 4 T RIT/R
35, =074 VAICEWNEIREZ, HEH» 50
WEREZRVWERE APITRHTHRAT 22T, v
FY =27 DOEREOBFEE <. SEC-IDS
¥ Snort ZIEL ACBIERLICZY LA TNTHEITT
5. Y7L A4 YHNTEEFD IDS Z8{EX ¥ 572912,
Graphene-SGX 74 7'V OS [18] ZHW 5. Snort T
VI VAYNTREIZEITTE LD, Snort BT v b %
WS 2ETOMICTy veEEzZOhD 2, WY
IEL S BAITERWATREMED D 5.

8. Fd

ARETIE, RISC-VO TEE THBLY 7 LA T LR
T2 T7DEFa VT4 B X EEEEXES Z 2 TIDS
BEPICFEITT % Keyspector Z12R L7z, Keyspector 1k
X2V T4 EZREBVTT 7L RMEROZREEER
THZrIZED, IDSHEET 27 LA U0 EAHR
MR RATLADRAEVICERE 7 72X LTOS 7—X%H
BIBZEAEEICT . BT, X2V T4 E=XIX
IDS OEITIREEZEM L, WEHFIC L 3 IDS OETHHEL
BHIT 2 Z e TE 5. ERER»S, =7 VLA VAT
IDS T T2 212X B2 4—n"A\y FIZEHRTEZ1ZY
INEWZ e EHER L 2.

S OMEL, B IDS #ETLEEDOY X7 A
BENDHEERFARDZ L THE. T2, 1/0 TAAL Ad
LDREY 77 RA%EHIHTE2AN— RV = 7HEETH S
IOPMP [12] # FIWT, DMA 2 Ef LY 7L A4 YD
AEVIINT E2REL S HEND 5.

BEE AR, JST B REMREEERMNER 17
7 & [JPMJIKP24U4) OXB%=Z1I725DTH 5.

BE X

[1]  Statista: =~ Number of Internet of Things (IoT)
connections worldwide from 2022 to 2023, with
forecasts from 2024 to 2034, , available from

(https://www.statista.com/statistics/1183457 /iot-
connected-devices-worldwide/)

[2]  Zscaler Inc: Zscaler ThreatLabz 2024 Mobile,
IoT, and OT Threat Report, , available from
(https://www.zscaler.com/campaign/threatlabz-
mobile-iot-ot-report)

[3] Antonakakis, M., April, T., Bailey, M., Bernhard, M.,
Bursztein, E., Cochran, J., Durumeric, Z., Halderman,
J. A., Invernizzi, L., Kallitsis, M., Kumar, D., Lever,
C., Ma, Z., Mason, J., Menscher, D., Seaman, C., Sulli-
van, N., Thomas, K. and Zhou, Y.: Understanding the
Mirai Botnet, Proc. 26th USENIX Security Symp., pp.
10931110 (2017).

[4]

[5]

(6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[17]

[18]

Alrawi, O., Lever, C., Valakuzhy, K., Court, R., Snow,
K., Monrose, F. and Antonakakis, M.: The Circle Of
Life: a Large-Scale Study of The IoT Malware Lifecy-
cle, Proc. 830th USENIX Security Symp., pp. 3505-3522
(2021).

Guerra, M., Taubmann, B., Reiser, H. P.; Yalew, S. and
Correia, M.: Introspection for ARM TrustZone with the
ITZ Library, Proc. 18th IEEE Int. Conf. on Software
Quality, Reliability and Security, pp. 123-134 (2018).
Koga, Y. and Kourai, K.: SSdetector: Secure and Man-
ageable Host-based IDS with SGX and SMM, Proc. 22nd
IEEE Int. Conf. on Trust, Security and Privacy in
Computing and Commun., pp. 539-548 (2023).

Lee, D., Kohlbrenner, D., Shinde, S., Asanovic, K. and
Song, D.: Keystone: An Open Framework for Architect-
ing Trusted Execution Environments, Proc. 15th Euro-
pean Conf. Computer Systems (2020).

Ozaki, Y., Kanamoto, S., Yamamoto, H. and Kourai,
K.: Reliable and Accurate Fault Detection with GPG-
PUs and LLVM, Proc. 16th IEEE Int. Conf. on Cloud
Computing, pp. 540-546 (2023).

Breitenbacher, D., Homoliak, I., Aung, Y. L., Tippen-
hauer, N. O. and Elovici, Y.: HADES-IoT: A Practical
Host-Based Anomaly Detection System for IoT Devices,
Proc. 14th ACM Asia Conf. on Computer and Com-
mun. Security, pp. 479-484 (2019).

Zhang, F., Leach, K., Sun, K. and Stavrou, A.: SPEC-
TRE: A Dependable Introspection Framework via Sys-
tem Management Mode, Proc. 43rd Annual IEEE/IFIP
Int. Conf. on Dependable Systems and Networks, pp. 1—
12 (2013).

Jang, D., Lee, H., Kim, M., Kim, D., Kim, D. and Kang,
B. B.: ATRA: Address Translation Redirection Attack
against Hardware-based External Monitors, Proc. 21st
ACM SIGSAC Conf. on Computer and Commun. Se-
curity, pp. 167-178 (2014).

RISC-V International: RISC-V IOPMP Architecture
Specification v0.8.3 (2026).

Jiang, X., Lora, M. and Chattopadhyay, S.: Efficient and
Trusted Detection of Rootkit in IoT Devices via Offline
Profiling and Online Monitoring, Proc. 30th ACM Great
Lakes Symp. on VLSI, pp. 433-438 (2020).

Eichler, C., Rockl, J., Jung, B., Schlenk, R., Miiller, T.
and Honig, T.: Profiling with Trust: System Monitoring
from Trusted Execution Environments, Design Automa-
tion for Embedded Systems, Vol. 28, No. 1, pp. 2344
(2024).

Shih, M., Kumar, M., Kim, T. and Gavrilovska, A.: S-
NFV: Securing NFV States by Using SGX, Proc. ACM
Int. Workshop on Security in Software Defined Net-
works € Network Function Virtualization, pp. 45-48
(2016).

Kuvaiskii, D., Chakrabarti, S. and Vij, M.: Snort Intru-
sion Detection System with Intel Software Guard Exten-
sion (Intel SGX), arXiv:1802.00508 (2018).

Roesch, M.: Snort — Lightweight Intrusion Detection for
Networks, Proc. 13th USENIX Conf. on System Ad-
ministration, pp. 229-238 (1999).

Tsai, C., Porter, D. E. and Vij, M.: Graphene-SGX:
A Practical Library OS for Unmodified Applications on
SGX, Proc. USENIX Annual Technical Conf., pp. 645—
658 (2017).



