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Secure and Lightweight Communication Tracking with Kernel
Introspection in Isolated Environments within Confidential VMs

MASAMUNE SHINYAY®  KENICHT KOURAT!

Abstract: In recent years, clouds run various services and store sensitive data. In addition, microservices
increase inter-service communication and complicate data flows. To enable users to securely track data flows
in clouds, previous work runs a cloud service in a virtual machine (VM) within a confidential VM (CVM) and
monitors the communication. However, it suffers from significant overhead caused by nested virtualization
and packet capturing. This paper proposes SockTrawl for tracking communication securely and efficiently
by introspecting kernel memory in an isolated environment within a CVM. SockTrawl creates this isolated
environment using TD Partitioning in Intel TDX or VM Privilege Level (VMPL) in AMD SEV-SNP and
runs the Secure VM Service Module (SVSM) in it. It periodically scans the Linux kernel’s TCP hash table
to obtain information on TCP connections. We examined the tracking capability and overhead of SockTrawl
on two servers equipped with Intel and AMD processors.
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