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Abstract—In clouds, sensitive information in users’ virtual
machines (VMs) could be eavesdropped on by insiders. To prevent
such information leaks, recent clouds provide confidential VMs
(CVMs), whose memory is protected against insiders. Since
CVMs cannot be monitored by intrusion detection systems (IDS)
with VM introspection due to memory encryption, previous work
enables IDS to obtain memory data via agents running inside
CVMs. However, it is necessary to communicate with the agents
whenever IDS needs the data of the guest operating system
(OS). When IDS traverses OS data structures with pointers, it
has to send many requests to the agents. This paper proposes
eBPFmonitor for enabling efficient monitoring of CVMs by
reading ahead OS data with eBPF. eBPFmonitor securely runs
custom eBPF programs injected into CVMs for each IDS and
obtains necessary memory data in batches. To address the issues
of expressiveness, portability, and coverage in read-ahead with
eBPF, it uses various methods for unbounded loops, BPF CO-
RE, and LLVM Pass. It can perform the read-ahead of OS
data synchronously or asynchronously in various data block
sizes to maximize monitoring performance. We have implemented
eBPFmonitor and showed that it was 3-7x faster than the previous
work.

Index Terms—virtual machine, intrusion detection system,
eBPF, confidential VM, VM introspection

I. INTRODUCTION

In clouds, insiders could eavesdrop on sensitive information
in users’ virtual machines (VMs) [1]–[3]. To counteract this
risk, recent clouds provide confidential VMs (CVMs) [4]–
[6], which are protected against insiders by using trusted
execution environments (TEEs) such as AMD SEV [7] and
Intel TDX [8]. Since processors manage encryption keys used
by TEEs, even cloud insiders cannot decrypt the memory
of CVMs. Unfortunately, CVMs cannot provide mechanisms
to prevent attackers from intruding into VMs. Since TEEs
perform decryption for memory access inside CVMs, intrud-
ers can also access decrypted memory. Therefore, intrusion
detection systems (IDS) are required to detect intruders before
sensitive information is eavesdropped on.

To prevent IDS itself from being compromised by in-
truders, IDS can be offloaded to the outside of VMs using
VM introspection (VMI) [9]. However, offloaded IDS cannot
monitor CVMs because their memory is encrypted. To enable
this IDS offloading for CVMs, previous work enables IDS
to monitor CVMs by communicating with agents running
securely inside the CVMs [10], [11]. IDS sends a request to
the agent whenever it requires the data of the guest operating

system (OS) and receives memory data. The drawback of
this approach is that monitoring performance is significantly
degraded by communication overhead. In particular, when IDS
traverses complex OS data structures with pointers, it needs
communication to obtain memory data one by one.

This paper proposes eBPFmonitor for enabling IDS to
efficiently monitor CVMs by reading ahead OS data with
eBPF inside CVMs. eBPFmonitor isolates the target system
using a container created in a CVM and securely runs an agent
outside the container. When IDS needs to access complex OS
data, it can execute custom eBPF programs injected into the
CVM via the agent. For example, an eBPF program traverses
the list of processes, obtains necessary memory data, and
returns it to the IDS in batches. The injected eBPF programs
can be safely executed because the verifier can detect illegal
instructions and infinite loops. As such, eBPFmonitor can
reduce communication overhead between IDS and the agent
and improve monitoring performance.

To use eBPF programs for reading ahead OS data, eBPF-
monitor addresses three issues: expressiveness, portability, and
coverage. It uses various methods provided by eBPF, e.g.,
the BPF helper function [12], BPF iterators [13], and BPF
Kernel Functions [14], to support unbounded loops, which are
often used to access OS data. Using BPF CO-RE [15] enables
developed eBPF programs to run in different kernel versions.
In addition, eBPFmonitor converts the intermediate representa-
tion of eBPF programs using LLVM Pass [16] to automate the
collection of OS data. We have implemented eBPFmonitor in
Linux and KVM and conducted several experiments to show
its effectiveness. As a result, eBPFmonitor could achieve 3-7x
higher monitoring performance than the previous work.

II. MONITORING CONFIDENTIAL VMS

Even though the memory of CVMs is encrypted, it is not
protected if attackers intrude into the CVMs. This is be-
cause the memory encryption is effective only against attacks
from outside the CVMs. Since the memory is transparently
decrypted for access inside the CVMs, intruders can easily
eavesdrop on sensitive information in memory. From the
perspective of processors, they cannot be distinguished from
legitimate users in CVMs. Even if they cannot directly access
the memory containing sensitive information inside CVMs,
they could steal it by exploiting vulnerabilities in privileged
software, such as the guest OS. Therefore, it is still necessary



to detect attacks against CVMs using IDS. In particular, host-
based IDS is useful for monitoring the system states inside
CVMs and detecting the symptoms of intrusion.

Since this type of IDS inherently runs inside VMs unlike
network-based IDS, it can be easily disabled by intruders.
To protect IDS from intruders, a technique called VM in-
trospection (VMI) [9] is often used. This technique securely
runs IDS outside VMs and enables it to monitor the systems
inside VMs. Offloaded IDS detects attacks by analyzing OS
data obtained from the memory of VMs. As such, intruders
cannot disable offloaded IDS, while offloaded IDS can detect
intruders. However, offloaded IDS cannot analyze OS data
in the memory of CVMs because the memory is encrypted.
From the perspective of processors, offloaded IDS cannot be
distinguished from cloud insiders.

To support IDS offloading with VMI for CVMs, several
systems have been proposed [10], [11]. They enable offloaded
IDS to obtain memory data by communicating with agents
running inside CVMs. 00SEVen [10] protects the agent using
VM Privilege Levels (VMPLs) in SEV-SNP [17] and runs IDS
at a remote host. SEVmonitor [11] confines the target system
in a container created inside a CVM and securely executes the
agent outside the container. It runs IDS in another CVM called
an IDS VM. These systems encrypt communication between
the IDS and the agent to protect the memory data obtained.

These systems reduce communication overhead by obtain-
ing memory data for each page and preserving it in the cache.
This cache can reduce communication if IDS accesses multiple
OS data in a single memory page. However, IDS often needs
communication whenever it traverses pointers if accessing
complex data structures with pointers, e.g., the process list. In
this case, frequent communication largely degrades monitoring
performance. According to our experiment, it took up to 82x
longer to obtain a set of OS data with pointers in SEVmonitor,
compared with traditional VMI applied to a non-confidential
VM.

The threat model of this paper is as follows. We trust
processors providing TEEs and assume that TEEs are free
of vulnerabilities. We trust the agent and the OS kernel
running in a target CVM. However, we assume that the target
system running in a container has vulnerabilities and could
be compromised by external attackers. We also trust an IDS
VM and assume that the system in it is not compromised.
Since the IDS VM runs only IDS, it is easier to protect the
IDS VM than the target VMs. We do not assume that denial-
of-service (DoS) attacks against IDS because TEEs basically
cannot protect VMs from DoS attacks.

III. EBPFMONITOR

This paper proposes eBPFmonitor for enabling efficient
monitoring of CVMs by programmable read-ahead with eBPF.
Fig. 1 illustrates the system architecture of eBPFmonitor.
Like the previous work [11], eBPFmonitor confines the target
system in a container created in a CVM and runs an agent
outside the container. Offloaded IDS runs in a dedicated CVM
and obtains memory data from the agent running in the target
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Fig. 1: The system architecture of eBPFmonitor.

CVM. It injects custom eBPF programs into the target CVM
and securely runs them in the guest OS. Using the eBPF
programs, it reads ahead complex OS data, obtains the memory
data necessary for monitoring in batches, and preserves it in
the cache. As such, eBPFmonitor reduces communication and
achieves efficient monitoring by returning the necessary OS
data in a single request.

eBPFmonitor achieves both safety and flexibility by using
eBPF. eBPF is the kernel mechanism that can monitor the
system in Linux and Windows. It is used to trace network and
system behavior and enhance system security. eBPF programs
are loaded into the OS kernel and executed when a system
event occurs, e.g., network events, system calls, function
entries, and kernel trace points. They can dynamically be
loaded and executed without modifying the OS kernel or
adding kernel modules. Therefore, eBPFmonitor can flexibly
and efficiently obtain OS data using different eBPF programs
for each IDS. For safety, eBPF programs fail to be loaded
if the eBPF verifier detects illegal instructions or infinite
loops. Therefore, eBPFmonitor can obtain OS data more safely
than kernel modules, which can just restrict access to kernel
functions and global variables.

However, it is not easy to collect OS data using eBPF
programs due to three issues. First, unbounded loops are often
necessary to traverse OS data structures, but eBPF does not
allow unbounded loops to prevent excessive resource con-
sumption. To address this expressiveness issue, eBPFmonitor
uses various methods provided in eBPF [12]–[14]. Second,
eBPF programs depend on OS data structures and can be
injected only into the guest OS of a specific version. To address
this portability issue, eBPFmonitor uses the BPF Compile
Once – Run Everywhere (CO-RE) framework [15]. Third,
it is not easy to write eBPF programs that obtain all the
necessary OS data thoroughly because OS data structures are
complex. To address this coverage issue, eBPFmonitor uses
LLVM Pass [16] and automatically inserts code for collecting
OS data into eBPF programs.

eBPFmonitor provides both synchronous and asynchronous
read-ahead methods because there are tradeoffs between them.
For synchronous read-ahead, IDS waits for the completion of
receiving memory data after sending a read-ahead request to
the agent. This method is simple but inefficient. In contrast,
asynchronous read-ahead enables IDS to continue monitoring
immediately after sending the request. If the read-ahead task
has not yet stored memory data in the cache when IDS requires
OS data, one method is to wait for the completion of the read-



ahead. The other is to send another request for the memory
data to the agent. The former could avoid redundant requests,
while the latter could reduce the latency for accessing OS
data. The drawback of asynchronous read-ahead is the need
for synchronization between IDS and the read-ahead task.

Since there also exist tradeoffs in terms of the block size
of memory data that eBPF programs collect, eBPFmonitor
supports various block sizes to obtain memory data. If eBPF-
monitor obtains memory data in a fixed block size, e.g., 4 KB,
it is easy to manage the cache. However, most of the OS data
contained in each block could not be used for monitoring. The
network transfer of such data becomes wasteful. In contrast,
if eBPFmonitor obtains only the necessary OS data, it can
reduce the network transfer of memory data. However, the
total network transfer could increase because the number of
metadata, such as the address and size, increases.

IV. IMPLEMENTATION

We have implemented eBPFmonitor in Linux and KVM
using BPF CO-RE and LLVM Pass.

A. eBPF Programs Collecting OS Data

This subsection describes three issues in collecting OS data
using eBPF programs and explains the solutions in further
detail.

1) Expressiveness: To collect OS data, eBPF programs
often traverse data structures using pointers until they satisfy
conditions. Unfortunately, the verification of such eBPF pro-
grams fails to prevent excessive resource consumption because
eBPF programs contain unbounded loops that may not stop.
It is possible to use a finite loop with the maximum count
specified and escape the loop if the condition is satisfied. In
eBPF, however, a finite loop is always unrolled at compile time
and increases the number of eBPF instructions. If complex pro-
cessing is done in a loop or nested loops are used, that eBPF
program easily exceeds more than one million instructions,
which is the upper limit of one eBPF program.

Therefore, eBPFmonitor can use the BPF helper func-
tion [12] called bpf loop, which allows a finite loop with up
to eight million counts. This is sufficient for traversing kernel
data structures. Since the loop is not unrolled, nested loops
are possible. The processing in a loop is defined as a callback
function that returns 1 when the loop ends. The variables used
across loop iterations need to be passed as arguments to the
bpf loop function.

Instead of this BPF helper function, eBPFmonitor can use
BPF iterators [13], which are one of the eBPF program types.
This type traverses the list of a kernel data structure and
invokes the specified callback function for each object. Com-
pared with the bpf loop function, it is more concise to write
eBPF programs because it is not necessary to write programs
for traversing lists. However, BPF iterators are available only
for supported kernel data structures.

To express loops more intuitively without callback
functions, eBPFmonitor can use BPF Kernel Functions
(kfuncs) [14], which allow eBPF programs to use the Linux

TABLE I: Three methods for unbounded loops

expressiveness generality stability
BPF helper functions ✓ ✓
BPF iterators ✓ ✓
BPF kfuncs ✓ ✓

kernel functions. BPF kfuncs provides functions for finite
loops and traversing kernel data structures. In general, BPF
kfuncs can be used for a finite loop using a loop count.
However, BPF kfuncs depends on the kernel version and can
be changed or removed.

Table I summarizes the three methods for unbounded loops.
Developers need to use the most appropriate method to write
eBPF programs for the read-ahead of OS data.

2) Portability: eBPFmonitor dynamically injects eBPF pro-
grams into the target VM. This means that the kernel version
of the target VM could differ from that of the development
environment. Since kernel data structures change with kernel
versions, eBPF programs compiled with the kernel header files
in the development environment may not be compatible with
the kernel in the target VM. This issue can be addressed by
using BPF Compiler Collection (BCC) [18], which compiles
eBPF programs at load time in the target VM. However,
the target VM needs to install the development environment
for compiling eBPF programs. In addition, loading eBPF
programs takes longer.

Therefore, eBPFmonitor uses the BPF CO-RE frame-
work [15] for the development and execution of eBPF pro-
grams. BPF CO-RE enables eBPF programs to be compiled
in the development environment and be loaded in arbitrary
target VMs. To accommodate the differences of the kernel
data structures, it relocates the offsets of member variables of
data structures at load time. To enable this relocation, eBPF
programs use the BPF CORE READ macro instead of direct
access, e.g., task->pid, to access the member variables of
kernel data structures.

However, BPF CO-RE cannot directly handle kernel global
variables. It is possible to embed the addresses of global
variables, but such addresses depend on the kernel. Also,
they can change at boot time even in the same kernel if
Kernel Address Space Layout Randomization (KASLR) is
enabled. Therefore, eBPFmonitor converts global variables
from symbol names to kernel addresses at runtime using the
BPF helper function. This enables eBPF programs to access
global variables in the target VM.

3) Coverage: Developers can write eBPF programs that
collect OS data using the kernel source code. Then, they need
to add code for storing collected OS data in a BPF table using
the BPF helper function. A BPF table is a ring buffer used to
share collected OS data with the user-space agent. However,
this task is cumbersome because access to OS data is spread
across various locations. If eBPF programs cannot collect all
the necessary OS data, IDS needs to send requests for the
not-collected OS data on demand.

To reduce the burden on developers, eBPFmonitor auto-
mates storing OS data in a BPF table. It compiles eBPF
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Fig. 2: Collecting memory data using a BPF table and the
ekmem pseudo device.

programs using LLVM and converts the intermediate represen-
tation using LLVM Pass, which is a framework for optimizing
LLVM bitcode. eBPFmonitor inserts code for storing OS data
in a BPF table at all the call sites of the helper function used
to read data from the kernel. It obtains the address and size
of OS data from the arguments of this helper function.

When collecting only necessary OS data, eBPFmonitor
stores the address, size, and value of OS data in a BPF table.
For example, eBPF programs can collect global variables,
member variables, arrays, and strings. When collecting OS
data in a fixed block size, eBPFmonitor stores only the address
of the block in a BPF table. This is because many eBPF
instructions are required if eBPF programs store the entire
memory data in a BPF table.

B. eBPFmonitor Agent

When the agent receives a load request for an eBPF program
from IDS, it checks whether the eBPF program has already
been loaded. It manages the load status of eBPF programs
using their hash values. If the received hash value is not
registered, the agent sends a request for an eBPF program
to IDS and loads the received eBPF program. Then, it reg-
isters its hash value. When the agent receives the read-ahead
request of OS data from IDS, it executes the eBPF program
corresponding to the specified hash value. It directly executes
an eBPF program using the bpf system call, although eBPF
programs are usually executed when a system event occurs.
Using encrypted communication, the agent accepts the load
and read-ahead requests only from legitimate IDS that holds
the correct encryption key.

When IDS collects memory data including OS data in a
fixed block size, the agent first obtains the block address stored
in the BPF table by the executed eBPF program, as illustrated
in Fig. 2. Then, it obtains memory data via the ekmem pseudo
device, which is provided as a kernel module by the guest OS.
It stores the block address and size in a buffer and issues the
pread system call with the buffer. The pseudo device encrypts
memory data at the specified address using AES and stores it
in the passed buffer.

When IDS collects only necessary OS data, eBPF programs
store it directly in the BPF table. OS data stored in the
BPF table is not encrypted because the encryption algorithm
needs many eBPF instructions. Instead, the agent encrypts the
obtained OS data before sending it back to IDS. Since we

assume that the agent is not compromised, it is still secure for
the agent to obtain unencrypted OS data.

C. eBPFmonitor Library

eBPFmonitor provides a library for transparently obtaining
OS data via the agent to IDS. IDS invokes the library whenever
it needs OS data to monitor the target VM. eBPFmonitor uses
the LLView framework [19], [20] to automate this invocation
of the library. The invoked library first checks whether the
accessed OS data is cached. If the necessary OS data is
already in the cache, the library returns it to IDS immediately.
Otherwise, it sends a request to the agent, stores received
memory data in the cache, and returns it to IDS. The cache
is cleared after IDS completes one execution of the periodic
monitoring.

At the time of this demand read, the library can read ahead
OS data by sending a read-ahead request to the agent. When
it receives pairs of encrypted memory data and its size from
the agent, it decrypts the memory data. It stores the address,
size, and memory data of OS data in the cache. The library
can read ahead OS data at various timings. For example, it can
read ahead the entire list when IDS accesses the first node of
the list or traverses several nodes in the list.

When the library uses asynchronous read-ahead, it creates
a read-ahead thread, which receives memory data from the
agent. Whenever the thread accesses the cache, it acquires a
lock to ensure that the IDS thread does not access the cache
at the same time. If the library uses asynchronous read-ahead
with waiting, it stops when necessary OS data does not exist in
the cache and then checks the cache periodically. If necessary
OS data is stored by the read-ahead thread, it restarts the
IDS thread. If the library uses asynchronous read-ahead with
demand read, it sends an additional request to the agent and
waits for memory data when necessary.

V. EXPERIMENTS

To demonstrate the effectiveness of eBPFmonitor, we mea-
sured the time required to obtain system information by
reading ahead OS data using eBPF programs. For comparison,
we used (1) demand read, which obtained memory data via
the agent on demand, and (2) direct VMI, which obtained OS
data directly from the memory of a non-confidential VM. We
used a server with an AMD EPYC 7443P processor and 256
GB of memory and ran Linux 5.15 and QEMU-KVM 6.2.0.
We assigned two virtual CPUs and 2 GB of memory to both
the target and IDS VMs and ran Linux 6.5 as the guest OS.
We enabled SEV in both VMs, except for when using direct
VMI.

We have developed various IDSes for eBPFmonitor, but
we show the results of two IDSes due to space limitations.
Proc-IDS traversed the entire list of processes using an eBPF
program and obtained information on the processes running
in the target VM. TCP-IDS traversed the large hash tables
managing TCP sockets using another eBPF program and
obtained information on TCP connections in the target VM.
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Fig. 3: The monitoring of the process list.

A. Monitoring Performance

We measured the monitoring time using the two IDSes.
For eBPFmonitor, the monitoring time is the time elapsed
from when IDS sends a read-ahead request to the agent
until it completes monitoring. To examine the impact of the
block size, eBPFmonitor obtained memory data in block sizes
ranging from 16 bytes to 8 KB or in a variable block size from
the agent. Also, we compared synchronous and asynchronous
read-ahead. Demand read also obtained memory data in block
sizes ranging from 16 bytes to 8 KB or in a variable block
size. Direct VMI obtained memory data only in a variable
block size due to its nature.

1) Process List: Fig. 3(a) shows the average monitoring
time of Proc-IDS, which obtained the list of 120 processes.
The results of eBPFmonitor are the time in the best read-ahead
method. Compared with the results in demand read with the
best block size, eBPFmonitor was 7.0x faster in the best case.
It was the fastest when using a variable block size. In the same
block size, it was 3.2-12x faster than demand read. Demand
read was 82x slower than direct VMI, while eBPFmonitor was
still 12x slower. When the block size was 4 KB, the execution
time of the eBPF program was only 0.5 ms, most of which
was spent storing OS data in the eBPF table. Most of the
monitoring time, 5.9 ms, was spent obtaining memory data
from the OS kernel and transferring it to the IDS.

For demand read, the monitoring time was long in a variable
block size and did not decrease while the block size was less
than or equal to 256 bytes. This is because the IDS accessed
three small member variables spread across the large object
of 9798 bytes. When the block size increased, the monitoring
time suddenly decreased. Then, it became shorter and more
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Fig. 4: The monitoring of the TCP connections.

stable after the block size was 1 KB or greater. The reason is
that the number of requests decreased due to more cache hits,
as shown in Fig. 3(c). In contrast, the overhead of obtaining
larger memory data increased the latency.

For eBPFmonitor, the trend was much different from that
of demand read. The monitoring time was the shortest in a
variable block size because the eBPF program could efficiently
collect only the necessary 28-byte data per process. The
monitoring time increased until the block size reached 256
bytes and then decreased thereafter. Then, the results for a
block size of 2 KB were almost the same as those for a
variable block size. For larger block sizes, the monitoring time
increased.

When we used synchronous read-ahead or asynchronous
read-ahead with waiting, the number of requests was only one.
This means that eBPFmonitor could fully automate storing OS
data in the BPF table and collect all of the necessary OS data
using the eBPF program at once. As shown in Fig. 3(b), the
trends differ significantly among the three read-ahead methods.
However, synchronous read-ahead was the best across most
block sizes, while asynchronous read-ahead with demand read
was consistently the worst because the number of requests
increased.

2) TCP Connections: Fig. 4(a) shows the average moni-
toring time of TCP-IDS, which obtained information on nine
TCP connections. Compared with the results in demand read
with the best block size, eBPFmonitor was 3.1x faster in the
best case. eBPFmonitor was the fastest with a block size of
2 KB. This improvement was smaller than Proc-IDS because
it took longer to monitor the large hash tables. In the same
block size, it was 2.8-17x faster than demand read. Compared



with direct VMI, demand read was at least 10x slower, while
eBPFmonitor was 3.2x slower. The execution time of the eBPF
program was 3.2 ms and much longer than that in Proc-IDS,
but its execution could overlap with obtaining and transferring
memory data.

For demand read, the monitoring time decreased as the
block size increased. It was the shortest in a block size of 8
KB. This IDS traversed 16384 buckets in the TCP established
hash table and 1024 buckets in the TCP listen hash table. Since
these buckets are linear arrays, using a larger block size was
more efficient. As the block size became larger, the number of
requests became smaller, but the size of the obtained data did
not increase much. Unlike Proc-IDS, the obtained data was
much larger in a variable block size, as shown in Fig. 4(d).
This is because the amount of metadata was much larger.

For eBPFmonitor, the monitoring time was also the worst
when using a variable block size. This is because the number
of obtained data was larger. Although TCP-IDS was much
more complex than Proc-IDS, the number of requests was
only one when we used synchronous read-ahead or asyn-
chronous read-ahead with waiting, as shown in Fig. 4(c). This
means that the eBPF program could collect all of the necessary
OS data. Asynchronous read-ahead with waiting performed
best across most block sizes, as shown in Fig. 4(b). However,
synchronous read-ahead was always the worst. Although this
IDS did not use all the OS data collected by the eBPF program,
it had to wait for read-ahead to complete in this method.
Fig. 4(d) shows the amount of data obtained until the IDS
finished, but the size of the obtained data was largely different
from that of Proc-IDS.

B. Security Analysis

In eBPFmonitor, intruders in the target system cannot dis-
able the agent or injected eBPF programs because the agent
and eBPF programs are isolated from the target system using a
container. We assume that intruders cannot escape a container.
Also, intruders cannot disable IDS running in the IDS VM
because the target VM is isolated from the IDS VM. It is
more difficult to intrude into the IDS VM, which runs only
IDS. Similarly, intruders cannot access communication data
between the agent and IDS.

Even cloud insiders cannot disable the agent or eBPF
programs because the target VM is protected using a CVM.
Due to the nature of a CVM, insiders could terminate the entire
target VM using administrative privileges. However, this attack
can be easily detected by users because it stops all the services
provided by the target VM. Also, cloud insiders cannot disable
IDS because the IDS VM is also running as a CVM. Cloud
insiders can terminate the entire IDS VM, but users can detect
this attack by periodically communicating with IDS. Although
cloud insiders can access communication data between the
agent and IDS, the data is securely encrypted. Since the data
is encrypted using a pre-shared key between IDS and the agent,
cloud insiders cannot inject eBPF programs into the target VM
to eavesdrop on the internal information.

VI. RELATED WORK

For far memory, several systems read ahead data from
remote hosts. To achieve efficient read-ahead, AIFM [21]
provides special data structures to applications that use the
memory of remote hosts as swap space. However, it cannot be
applied to the monitoring of the existing data structures in the
OS because it needs to develop applications using the special
data structures. DiLOS [22] enables the OS to efficiently
obtain memory data stored in remote hosts. Upon a page
fault, the application invoked by the OS specifies the necessary
data using the application’s knowledge. DiLOS reads ahead
memory data for a sub-page, whose size is less than a page,
and reduces network transfers for unnecessary memory data.
When applications traverse data structures using pointers, they
must specify the necessary data individually.

BPFd [23] enables users to transparently execute eBPF pro-
grams developed using BPF Compiler Collection (BCC) [18]
on remote hosts. It forwards BCC functions, such as loading
eBPF programs and configuring hook points, to remote hosts.
However, it needs to compile eBPF programs using BCC on
a local host and execute them on remote hosts. Therefore,
the difference in the kernel version could affect the execution
of eBPF programs. In contrast, TeleBPF [24] forwards BPF-
related system calls to remote hosts. When used with BPF
CO-RE, it can execute eBPF programs on a remote host whose
kernel version differs from that of the local host.

SEVmonitor [11] runs an agent inside the guest OS or the
inner hypervisor of the target VM to protect the agent. When
the agent runs in the guest OS, it needs to load eBPF programs
and access BPF tables inside the OS without using system
calls. When the agent runs in the inner hypervisor, it can use
the eBPF framework in the Linux kernel if the hypervisor is
KVM. It can obtain OS data in the inner VM, which is created
inside the target VM, using Hyperupcalls [25].

VII. CONCLUSION

This paper proposed eBPFmonitor for injecting eBPF pro-
grams into CVMs and enabling programmable read-ahead of
OS data for IDS. eBPFmonitor reduces communication by
obtaining necessary OS data in batches. We have implemented
eBPFmonitor using BPF CO-RE and LLVM Pass and con-
firmed that IDS could obtain all the necessary OS data in a
single request. As a result, IDS could significantly improve
monitoring performance, compared with the previous work.

One of our future work is to apply eBPFmonitor to real
clouds. It should be easy for clouds supporting CVMs be-
cause eBPFmonitor does not need to modify cloud infras-
tructure. Another direction is to integrate eBPFmonitor with
00SEVen [10], which can run the agent at VMPL0 [17] inside
a CVM more securely. Using VMPL0, we do not need to trust
the guest OS.
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